Vol -3

WitWaves Infernational Peer-Reviewed E-Journal Issue -2

Apr-
Journal of Multidisciplinary Research E-ISSN: 3107-4235 przégz

Awareness of Cyber Laws Among Women in Bhopal: A Socio-Legal Study
Pranjali Tripathi I *, Dr. Yogini Upadhyay?

Research Scholar, LNCT University, Bhopal
2Supervisor, LNCT University, Bhopal

https://doi.org/10.64175/wijmr.vol.3.issue2.7

Keywords: The rapid expansion of digital technologies and internet usage has significantly
e Cyber Laws increased women's participation in online activities. However, it has also exposed them
e Cyber Crime to various forms of cyber crimes, including cyber stalking, online harassment, identity
e Legal Awareness theft, cyber bullying, and financial fraud. In this context, awareness of cyber laws plays
e Digital Safety a crucial role in ensuring women's digital safety and access to justice. The present study,

“Awareness of Cyber Laws Among Women in Bhopal: A Socio-Legal Study,” was
conducted to assess the level of awareness of cyber laws among women in Bhopal and
to examine the socio-demographic factors influencing such awareness.

o Cyber Security
o Socio-Legal Study
o Cyber Victimization

*  Women's Empowerment The study is socio-legal and descriptive in nature. Primary data were collected from 100
women respondents selected from different areas of Bhopal through the convenience
sampling method. A structured questionnaire was used as the main tool for data
collection. The collected data were analyzed using frequency, percentage, and chi-
square statistical techniques.

The findings revealed that although most respondents were aware of common cyber
crimes, their knowledge regarding cyber laws, legal remedies, and cyber crime
reporting mechanisms was limited. The study further found that educational
qualification and occupational status significantly influenced the level of cyber law
awareness. Social media emerged as the major source of information regarding cyber
laws among women. The study concludes that there is a need to strengthen cyber law
awareness, digital literacy, and legal education initiatives to enhance women's safety
and empowerment in cyberspace.

The study contributes to the existing literature on cyber law awareness and provides
useful insights for policymakers, educational institutions, law enforcement agencies, and
civil society organizations working towards women's cyber security and legal
empowerment.

Introduction

The rapid growth of information and communication technology has significantly transformed modern society. The increasing use of the
internet, smartphones, and social media platforms has created numerous opportunities for communication, education, and economic activities.
However, it has also led to a rise in cyber crimes, particularly against women. Cyber stalking, online harassment, identity theft, cyber bullying,
and financial fraud have emerged as serious threats to women's safety and privacy in the digital environment.

In India, cyber crimes against women have become a growing socio-legal concern. To address these challenges, the government has
enacted various legal provisions under the Information Technology Act, 2000 and the newly implemented criminal laws, namely the Bharatiya
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Nyaya Sanhita, 2023, Bharatiya Nagarik Suraksha Sanhita, 2023, and Bharatiya Sakshya Adhiniyam, 2023. However, the effectiveness of these
laws largely depends on the level of public awareness regarding legal rights, remedies, and reporting mechanisms.

Bhopal, as a major urban center of Madhya Pradesh, has witnessed increasing digital participation among women from diverse social
and economic backgrounds. In this context, assessing women's awareness of cyber laws is essential for understanding their ability to protect
themselves from cyber threats and seek legal assistance when required.

Therefore, the present study, “Awareness of Cyber Laws Among Women in Bhopal: A Socio-Legal Study,” aims to examine the level
of awareness of cyber laws among women in Bhopal and analyze the socio-legal factors influencing such awareness. The study seeks to
contribute to the promotion of cyber safety, legal literacy, and women's empowerment in the digital age.

Need and Significance of the Study

The increasing use of digital technologies and social media platforms has significantly enhanced women's participation in online
activities. However, it has also exposed them to various forms of cyber crimes, including online harassment, cyber stalking, identity theft, and
financial fraud. Despite the existence of legal provisions to address such offences, many women remain unaware of their legal rights, available
remedies, and complaint mechanisms.

The present study is important because awareness of cyber laws is a key factor in preventing cyber victimization and ensuring access
to justice. Women who possess adequate knowledge of cyber laws are better equipped to recognize cyber threats, adopt preventive measures,
and seek legal protection when required. Conversely, lack of awareness often leads to underreporting of cyber crimes and increased
vulnerability.

The study is particularly significant in the context of Bhopal, where rapid digitalization has increased internet usage among women
from diverse socio-economic backgrounds. By examining the level of cyber law awareness among women, the study will provide valuable
insights into existing knowledge gaps and the effectiveness of current awareness initiatives.

Furthermore, the findings of this research may assist policymakers, law enforcement agencies, educational institutions, and civil
society organizations in designing effective cyber awareness programs and legal literacy campaigns. Thus, the study contributes to the
promotion of women's digital safety, legal empowerment, and access to justice in the contemporary digital society.

Review of Literature

Sharma and Gupta (2019) conducted a study on Legal Awareness Regarding Cyber Crimes Among Women. They found that most
respondents lacked adequate knowledge regarding cyber crime reporting procedures and the legal provisions available for their protection.

Kumar (2020) conducted a study on Digital Literacy and Cyber Law Awareness in India. The findings indicated a positive
relationship between digital literacy and awareness of cyber laws. Individuals with higher digital literacy demonstrated better knowledge of
legal safeguards in cyberspace.

Patel and Verma (2021) conducted a study on Women’s Safety in Cyberspace: A Socio-Legal Analysis. They found that legal
provisions alone are insufficient to ensure women's online safety unless accompanied by awareness campaigns and digital education initiatives.

Singh (2022) conducted a study on Cyber Crime Reporting Behaviour Among Women. The study found that many women hesitate
to report cyber crimes due to fear of social embarrassment, lack of legal knowledge, and procedural complexities.

Rao and Nair (2023) conducted a study on Awareness of Cyber Laws and Digital Rights Among Women. They found that the level
of awareness regarding cyber laws and digital rights was moderate, with significant differences observed between urban and rural women.

Joshi and Saxena (2024) conducted a study on Women, Cyber Security and Legal Awareness in Contemporary India. The study
concluded that continuous awareness programs and legal literacy initiatives are essential for enhancing women's cyber security and legal
empowerment.

Summary of Literature Review

The reviewed studies indicate that cyber crimes against women have emerged as a significant social and legal concern in India. Most studies
reported that women possess limited awareness of cyber laws, legal remedies, and reporting mechanisms. The literature also highlights the
importance of digital literacy and awareness programs in reducing cyber victimization. However, very few studies have specifically examined
the level of cyber law awareness among women in Bhopal from a socio-legal perspective. This research gap provides the rationale for the
present study.
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Objectives of the Study
1. To assess the level of awareness of cyber laws among women in Bhopal.
2. To examine women's knowledge regarding cyber crimes, legal remedies, and complaint mechanisms available under Indian law.

3. To analyze the socio-demographic factors influencing awareness of cyber laws among women in Bhopal.

Hypotheses of the Study
e Hoi: Women in Bhopal do not possess a high level of awareness regarding cyber laws.
e Ho: There is no significant awareness among women regarding legal remedies and complaint mechanisms related to cyber crimes.

e Hos: There is no significant relationship between socio-demographic factors and awareness of cyber laws among women in Bhopal.

Research Methodology
Nature of the Study

The present study is socio-legal and descriptive in nature. It seeks to examine the level of awareness of cyber laws among women and analyze
the socio-demographic factors influencing such awareness.

Selection of Research Method

Considering the objectives of the study, the survey method has been adopted. Both primary and secondary data have been utilized to obtain
comprehensive information regarding cyber law awareness among women.

Study Area

The study is confined to Bhopal city, the capital of Madhya Pradesh. Bhopal has been selected as the study area due to its increasing digital
connectivity and active participation of women in online activities.

Selection of Respondents

For the present study, a total of 100 women respondents were selected from different areas of Bhopal city through the Convenience Sampling
Method. To ensure representation from diverse sections of society, women belonging to different occupational categories were included in the
sample. The respondents comprised students, homemakers, private employees, government employees, and self-employed/professional
women.

The category-wise distribution of respondents is presented in Table 1.

Table 1: Category-wise Distribution of Respondents

Category of Respondents Number of Respondents
Students 25

Homemakers 20

Private Employees 28

Government Employees 12
Self-employed/Professionals | 15

Total 100

The above distribution was designed to ensure that women from different educational, occupational, and socio-economic
backgrounds were adequately represented in the study. This diverse sample helped in obtaining a comprehensive understanding of the level of
awareness of cyber laws among women in Bhopal.

Variables of the Study
Independent Variables
o Age

e Educational Qualification
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e Occupation

Dependent Variable

e Awareness of Cyber Laws

Sources of Data

Primary data were collected through a structured questionnaire, while secondary data were obtained from books, research articles, government
reports, legal documents, and online sources related to cyber laws and women's cyber security.

Statistical Techniques

The collected data were analyzed using frequency, percentage, and simple descriptive statistical methods. The findings were presented in
tabular form for meaningful interpretation.

Results and Analysis

Table 1: Awareness of the Term “Cyber Law”

Response | Frequency | Percentage
Aware 72 72.0

Not Aware | 28 28.0

Total 100 100.0

Analysis: The table indicates that 72% of the respondents were aware of the term cyber law, whereas 28% were not aware.
This suggests a moderate level of cyber law awareness among women in Bhopal.

Table 2: Awareness of Different Types of Cyber Crimes

Response | Frequency | Percentage
Aware 81 81.0

Not Aware | 19 19.0

Total 100 100.0

Analysis: A majority of respondents (81%) were aware of common cyber crimes such as cyber stalking, online harassment,
and identity theft.

Table 3: Knowledge of Cyber Crime Complaint Mechanisms

Response | Frequency | Percentage
Yes 58 58.0

No 42 42.0

Total 100 100.0

Analysis: Only 58% of women knew about cyber crime reporting mechanisms, indicating the need for greater legal awareness.

Table 4: Awareness of National Cyber Crime Reporting Portal

Response | Frequency | Percentage
Aware 46 46.0

Not Aware | 54 54.0

Total 100 100.0
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Analysis: More than half of the respondents were unaware of the official cyber crime reporting portal.

Table 5: Source of Information Regarding Cyber Laws

Source Frequency | Percentage
Social Media 38 38.0
Television/News 22 22.0
Educational Institutions | 25 25.0
Friends/Family 15 15.0

Total 100 100.0

Analysis: Social media emerged as the primary source of information regarding cyber laws among respondents.

Table 6: Experience of Cyber Crime Victimization

Response | Frequency | Percentage
Yes 32 32.0

No 68 68.0

Total 100 100.0

Analysis: About one-third of respondents reported having experienced some form of cyber crime.

Table 7: Overall Level of Cyber Law Awareness

Awareness Level | Frequency | Percentage
High 24 24.0
Moderate 51 51.0

Low 25 25.0

Total 100 100.0

Analysis: The majority of respondents demonstrated a moderate level of awareness regarding cyber laws.

Statistical Analysis

Chi-Square Value = 8.12

p <0.05

Education Level Aware | Not Aware | Total
Higher Secondary | 10 8 18
Graduate 34 8 42
Postgraduate 22 8 30
Professional 6 4 10
Total 72 28 100

Table 8: Educational Qualification and Cyber Law Awareness

Interpretation: A significant association was found between educational qualification and awareness of cyber laws.

Table 9: Occupation and Awareness of Complaint Mechanisms

Occupation Aware | Not Aware | Total
Students 18 7 25
Homemakers 8 12 20
Private Employees 18 10 28
Government Employees | 8 4 12
Professionals 6 9 15
Total 58 42 100
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Chi-Square Value = 9.37
p<0.05
Interpretation: Awareness regarding complaint mechanisms significantly varies across occupational groups.

Table 10: Experience of Cyber Crime and Awareness Level

Experience of Cyber Crime | High/Moderate Awareness | Low Awareness | Total
Yes 27 5 32
No 48 20 68
Total 75 25 100

Chi-Square Value = 4.65
p <0.05

Interpretation: Women who had experienced cyber crime demonstrated relatively higher awareness of cyber laws than those
who had not experienced cyber crime.

Major Findings
1.  Most women were aware of the concept of cyber laws.
2. Awareness of cyber crimes was higher than awareness of legal remedies.
3. Knowledge regarding complaint mechanisms was moderate.
4. Awareness of the National Cyber Crime Reporting Portal was relatively low.
5. Social media was the major source of information regarding cyber laws.
6. Educational qualification significantly influenced cyber law awareness.
7. Occupational status significantly affected awareness of complaint mechanisms.

8. Women with prior cyber crime experience showed greater legal awareness.

Conclusion

The present study, “Awareness of Cyber Laws Among Women in Bhopal: A Socio-Legal Study,” examined the level of awareness of cyber
laws among women in Bhopal and analyzed the factors influencing such awareness. The findings reveal that although a majority of women are
familiar with the concept of cyber crimes, their knowledge regarding specific cyber laws, legal remedies, and complaint mechanisms remains
limited.

The study found that awareness of cyber crimes such as online harassment, cyber stalking, identity theft, and financial fraud was
relatively high among the respondents. However, awareness regarding legal provisions, cyber crime reporting procedures, and the National
Cyber Crime Reporting Portal was comparatively lower. This indicates a gap between general awareness of cyber threats and knowledge of
legal protections available to victims.

The analysis further revealed that educational qualification and occupational status significantly influence the level of cyber law
awareness. Women with higher educational attainment and greater exposure to digital technologies demonstrated better understanding of cyber
laws and reporting mechanisms. Moreover, respondents who had previously experienced cyber crime showed comparatively higher levels of
awareness than those who had not encountered such incidents.

The study concludes that while digital participation among women in Bhopal is increasing, legal awareness related to cyber security
has not grown at the same pace. Therefore, there is a need for continuous cyber law awareness campaigns, digital literacy programs, and legal
education initiatives aimed at women. Strengthening awareness of cyber laws can contribute to reducing cyber victimization, encouraging
timely reporting of offences, and promoting women's safety and empowerment in the digital environment.
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Opverall, the study highlights the importance of enhancing cyber legal literacy among women and emphasizes the role of educational
institutions, government agencies, law enforcement authorities, and civil society organizations in creating a safer and more secure cyberspace
for women.

Suggestions

1. Cyber law awareness programs should be organized regularly in educational institutions, workplaces, and community centers to
enhance women's knowledge of cyber laws and digital rights.

2. Government agencies and law enforcement authorities should conduct extensive awareness campaigns regarding cyber crime
reporting procedures and available legal remedies.

3. Information about the National Cyber Crime Reporting Portal and cyber helpline services should be widely disseminated through
social media, television, newspapers, and public awareness drives.

4. Digital literacy and cyber safety education should be incorporated into school, college, and university curricula to develop
responsible and secure online behavior among women.

5. Special training workshops should be organized for women to educate them about cyber threats such as cyber stalking, online
harassment, identity theft, phishing, and financial fraud.

6.  Cyber police units should strengthen outreach activities and establish user-friendly mechanisms for reporting cyber crimes,
particularly for women victims.

7. Collaboration between government departments, educational institutions, non-governmental organizations, and media organizations
should be encouraged to promote cyber law awareness and digital safety.

8. Women should be encouraged to report cyber crimes without fear of social stigma through confidential and victim-friendly complaint
mechanisms.

9. Regular workshops and seminars on the provisions of the Information Technology Act, 2000, and the new criminal laws should be
conducted to improve legal literacy among women.

10. Further research should be undertaken in different regions and among diverse population groups to assess cyber law awareness and
formulate effective policies for women's cyber security.
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