Free TON app for Ledger Nano S/X devices

GitHub: https://github.com/SolderingArmor/ledger-app-freeton

Author: Anton Platonov

Email: kote.mew@gmail.com

Telegram: @SuperArmor
Free TON address: 0:cba39007bdb0f025aac0609b25e96a7d2153f06d22fad7b5f6c26cf756b8b2d6
Short description: Free TON app for Ledger Nano S/X devices.

Main complaint about Ledger Nano S device from customers is not about security, it is about the number of wallet
applications it can handle (due to only 160Kb of NVRAM). This problem was addressed, application has minimal amount
of code and very small application footprint, it doesn’t use NVRAM and always asks for user approval when performing
any action (no hidden actions).

Application can deploy wallets and sign “send” transactions. Before confirmation It shows wallet address (own address
for deployment and receiver address for sending Crystals) and amount of TON Crystals (for sending only) for user
verification.

Workflow with images is described below.



Wallet deployment.

Command: python tests/deploy wallet.py --account number=12345
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2. Verify wallet address to deploy:
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Please confirm Public Key sharing on Ledger device...

Please confirm Deployment of the wallet 0:ba6fc646a8b30b6754b43e9b90a9366667eBafcF1941ed4ed5d6823b83789d658 on Ledger device...
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Please confirm Public Key sharing on Ledger device...

Please confirm Deployment of the wallet 0:babfc646a8b30b6754b43e9b00a0366667eBafcFI941eded5d6823b83789d658 on Ledger device. ..
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Please confirm Public Key sharing on Ledger device...

Please confirm Deployment of the wallet B:basfcsaﬁa8b392:5754b4!e9b_98a9366567e!afcf394194ed5d6823b83789d658 on Ledger device...
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python tests/deploy_wallet.py - -account_number=12345

Please confirm Public Key sharing on Ledger device...

Please confirm Deployment of the wallet 0:ba6fc646a8b39b6754b43e0b0AA0366667e8afcF3941e4ed5d6823b83789d658 on Ledger device...
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Please confirm Public Key sharing on Ledger device...

Please confirm Deployment of the wallet e:baﬁFc646aab39b5754ba399b9,039_3§5567&8afcf394194ed5d6823b837896658 on Ledger device...



3. Approve or reject deployment:
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Please confirm Public Key sharing on Ledger device...

Please confirm Deployment of the wallet 0:babfc646a8b39b6754b43e9h0a “‘%667&83{cFBMlededeéBZ3h83789d658 on Ledger device...
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Please confirm Public Key sharing on Ledger device...

Please confirm Deployment of the wallet 0:babfc646a8b30b6754bd3e9hosan366667e8afcFI041eded5d6823b83789d658 on Ledger device...



Crystal sending transaction.

Command: python tests/send_crystals.py --account number=12345 --
destination=0:cba39007bdbof025aac0609b25e96a7d2153f06d22fad7b5f6c26cf756b8b2d6 --amount=100000001

$
$
$
$
$

ledger_py3) [ A
%mgerﬂz; i python tests/send_crystals.py --account_number=12345 --destinat

please confirm Public Key sharing on Ledger device... s

®
A )

{ledger_py3) [ i / /1ed, P ; $
(ledger_py3) [anto 3 B | oile ate$
(ledger_py3) i t/ pp-boilerp ;
ledger_py3 5 ) 3
‘Elzdger:gs; i $ python tests/send_crystals.py --account_number=12345 --destinat

Please confirm Public Key sharing on Ledger device...

>

(1ledger_py3) i / P $
(ledger_py3) [: i 2l $
(ledger_py3) I r $
(ledger_py3) [an / g

(ledger_py3) [antor python tests/send_crystals.py --account_number=12345 --destinat

Please confirm Public Key sharing on Ledger device...




2. Verify
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amount of Crystals and destination address:
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$ python tests/send_crystals.py --account_number=12345 --destinay
Please confirm Public Key sharing on Ledger device

Please confirm Sending 189100808 Nano Crystals to @:cba390e7bdbef 2609 627d2153F06d22F247b5F6c 26cF756b8b2d6 address on Led|
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Please confirm Public Key sharing on Ledger device...
Please confirm Sending 109109909 Nano Crystals to B:cba3ses7bdbero25aacece9b25eo6a7d2153¢06d22faa 705 6c26cF756b8b2d6 address on Ledger dev.
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Please confirn Public Key sharing on Ledger device
Please confirm Sending 109109860 Nano Crystals to 9007bdbof@253ac0609b25e06a7d2153F06d22F247b5F6¢26CF756b8b2d6 address on Ledger dev:
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Please confirm Public Key sharing on Ledger device

please confirm Sending 108109600 Nano Crystals to :cba39807bdbof825aac8609b25e9627d2153F06d22f247b56c26cF756b8b2d6 address on Ledger dev
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Please confirn Public Key sharing on Ledger device

please confirm Sending 109199000 Nano Crystals to 0:cba390e7bdbofo25aace6e9b25e96a7d215306d22Fa47b5F6c26¢ F756b8b2d6 address on Ledger dev:



3. Approve or reject transaction:
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Please confirm Public Key sharing on Ledger device...

please confirm Sending 109160008 Nano Crystals to 0:cba39007bdbef025aac@609b25e96a7d2153F06d22fad7b5F6c26cF756b8b2d6 address on Ledger dev.
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please confirm Public Key sharing on Ledger device...

Please confirm Sending 100168@8@ Nano Crystals to 0:cba39007bdbef25aac@609b25e96a7d2153F06d22fad7b5f6c26cF756b8b2d6 address on Ledger dev.



