Contest: Zero-Knowledge Voting Protocol Implementation
Contest dates: August 9, 2021 00:01 UTC - January 14, 2022 at 23:59 UTC
Voting period: 14 days

This is a proposal for the relaunch of the Zero-Knowledge Voting Protocol Implementation
contest migrated from here:
https://devex.gov.freeton.org/proposal?proposalAddress=0%3A22564170cd6e54121e891ff1338d
d5cecal174530be2bd318c4521fefeebf8bb52

Background and Description

In January, 2021, a contest called Challenge MIT/Harvard paper on Blockchain Faults in
Election Systems was held, which crowdsourced arguments to defend the position that secure
blockchain based elections are possible. As a result, community arguments were summarized in
a joint Free TON community paper, which was used by the GBA to foster a discussion with US
election officials.

=nil; Foundation, as an initial member of the Free TON community developed an upgraded
version of the TON Virtual Machine, which includes cryptographic primitives required for usage
of zero-knowledge proof verification within virtualized applications. =nil; Foundation also
prepared C++ (https://github.com/nilfoundation/cpp-ton) and Rust-y
(https://github.com/nilfoundation/rust-ton) ZK proof verification instruction-enhanced TON
protocol implementations.

Now Free TON has all of the required technologies to run a blockchain mass voting
implementation contest.

Voting protocols inherently imply voter anonymity, but they should also support voter registration
by authorities, so they usually get designed as Zero-Knowledge protocols (e.g.
https://eprint.iacr.org/2017/585.pdf or https://eprint.iacr.org/2019/1270.pdf)

This document proposes the Zero-Knowledge voting protocol implementation contest on top of
the newly introduced TVM Groth16 verification instruction.

Instructions for participants

Contestants are expected to create a voting protocol using the newly introduced "VERGRTH16"
instruction and make it usable with the FreeTON protocol.

General requirements

e Must be a correctly functioning in-TVM virtualized application deployed either to
https://net.ton.dev (https://net.ton.live) or to https://fld.ton.dev (https:/fld.ton.live).
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Must contain a description of a participant’s protocol with formal security proofs.
Must Involve VERGRTH16 TVM instruction usage.
Must ensure the bulletin maintains its integrity.
Must ensure the ballot box is a non-malleable one.
Must ensure that the ballot guarantees privacy of the voting message while also
guaranteeing that the voter cannot reproduce their vote.
Must allow the voter to verify the inclusion of their vote, and also ensure that others
cannot coerce the voter to create a false ballot.
The ballot must only be generated for eligible voters.
Must ensure that voting results uniquely correspond to the ballots in the public board.
Must ensure that ballots do not reveal voter identity to any entities, even authorities.
Must ensure that ballots are unique to only the individual voting and there is no
possibility for proxy votes.
Must contain the following actor roles:

o Voter.

o Verifier.

o Ballot Issuer.
Must contain definitions for the following items:

o Ballot. Required not to disclose the Voter's decision until the Ballot Issuer

decides to.

o Voter Registry. Proves a particular Voter is eligible to vote.
Must contain a Ballot Issuer Voter registration procedure:

o Voter generates some public identifier.

o Voter submits the public identifier to the Ballot Issuer.

o Ballot Issuer introduces the Voter's identifier to the Voter Registry.

Security requirements

Fraudulent ballot generation complexity should be no less than EADSA over Ed25519
brute force complexity (not an extremely formal requirement, but it is okay since the
public voter identifier could be, for example, a EADSA public key).

Voting results disclosure should be not possible until the voting is ended.

Evaluation criteria and winning conditions

Apart from uploading a submission, a code should be submitted in accordance with
https://github.com/freeton-org/readme and deployed either to https://main.ton.dev
(https://ton.live) or to https://fld.ton.dev (https:/fld.ton.live).

Each contestant should present their solution at a convenient time agreed upon in
advance with Cryptography Sub-governance members. A solution should include tests
with clear instructions.

If a test does not cover some scenarios, then jurors can develop their own tests;
however, if the burden falls on the jurors, the contest submissions scores should lose
some points.

The solution should have an open source license.



e The solution should contain at least a draft of the architecture description which is
implied to contain following parts:
o In-TVM part. Proof verification part. This part is supposed to be done with
"VERGRTH16" instruction usage and executed within the TVM.
o Native part. Circuit definition. Proof generator.

Instructions for jurors

Jurors must verify the correctness of the protocol submitted by each contestant to the test
cluster as follows:

e To reproduce every use case scenario (voter registration, voting, vote count)
e To confirm the solution complies to the architecture description.
e To confirm the solution complies to protocol requirements.

Voting

e Jurors whose team(s) intend to participate in this contest by providing submissions lose
their right to vote in this contest.

e Ajury from other sub-governance groups could be added to this contest to provide
additional technical expertise.
Each juror will vote by rating each submission on a scale of 1 to 10.
Jurors should provide feedback on each submission.
The jury will reject duplicate, subpar, incomplete, or inappropriate submissions.

Reward

Only submissions with an average score equal to or more than 6.00 can get a reward.

e dstprize.................. 600,000 TONs
L 2 o (o [ o4 4 =Y 300,000 TONs
® 3nNdPrize....coooeciiiiiieeeeeee e 100,000 TONs

Total prizes: 1,000,000 TONs

Note: If the number of winning submissions is less than the number of rewards available, any
remaining rewards are not subject to distribution and are considered void.

Jury rewards

An amount equal to 15% of all total tokens actually awarded will be distributed equally between
all jurors who vote and provide feedback. Both voting and feedback are mandatory in order to
collect the reward.



Governance rewards

An amount equal to 2% of the prize fund will be allocated to members who participated in
organizing the contest, to be distributed equally among them:

e @nemothenoone
e @prigolovko

e @anovi

e (@nbering

Procedural remarks

e Participants must upload their work correctly so it can be viewed and accessible in the
formats described. If work is inaccessible or does not fit the criteria described, the
submission may be rejected by jurors.

e Participants must submit their work before the closing of the filing of applications. If not
submitted on time, the submission will not count.

e Submission description document format. Submission description should be formatted
as a PDF document to avoid post-deadline submission changes.

e Accessibility. All the submissions must be accessible for the Jury, so please
double-check your submission. If the submission is inaccessible or does not fit the
criteria described, jurors may reject the submission.

e Timing. Contestants must submit their work before the closing of the filing of
applications. If not submitted on time, the submission will not count.

e Contact information. All submissions must contain the contestant’s contact information,
preferably a Telegram username by which jurors can verify that the submission belongs
to the individual who submitted it. If not, jurors may reject your submission.

e Content. The content published in the forum and the provided PDF file should not differ,
except for formatting. Otherwise, jurors may reject the submission.

e Well-formed links. If your submission has links to the work performed, the
content of those links must have the contestant’s contact details, preferably a Telegram
username, so jurors can match it and verify whom the work belongs to. If not, jurors may
reject your submission.



Adding Formal Verification Subgov team to the Jury members of contest

In addition to the regular Cryptography Subgov Jury Members, it is proposed to add the
following

Formal Verification Subgov Initial Members to the contest jury list:

1.

Sergey EGOROV @sergeyegorovspb
67dd20b9a760ae538a7f24ebfbaaf09a7075b4617a7ad09¢c19503¢c2551f57d81
0:d0e20274758ach651930c5b9b7dfda330583624f0e4d0b8ffc63bc287c69c5e3 *
Andrey LYASHIN @andruiman
cec27f6cfdadadc5da135875d5988019bd8a760fe6e 16fe1f49459cf6d18f9e7
0:0298551dd36a5dc65f4510362f3528dd195862a054aa70fcdd7ca8925a54eced *
Fabrice LE FESSANT @fabrice_dune
4aca372ed9695ab42cc8ba7fd7f56d11¢c2401611c2d513bbc28beb5c7f4363a1
0:24a44423bc7edc2598b50ae87267bd06bc53455328e837dae32b9b7592716de7 *
Thomas SIBUT-PINOTE @ThomasSibutPinote
50384ec36bee19914526f436a0adf57d0c35389934b5aaca15db5b5e89f42aal
0:95d0f87463175d9cfeb5fd62df6699d56de 1fdecb5d823cae21de84aaba3ed12 *
Evgeniy Shishkin @unboxedtype
6ff61c1a7bb09795f7b5d5514dd710efb72e9557654d362ef208fde545ba7a33
0:ef3813861e4717bc5b34bbdc13b3498ad2b0198100f87b9fa28cd080854c4ad8



KoHTecT: MiMnnemeHTauns NPOTOKOJ1a royilocoBaHnNA C NCnosib3oBaHMEM O0Ka3aTesibCTB C
HyneBbIM pasrnalleHnem.

Datbl npoBeaeHus: 9 Asrycta 2021 00:00 UTC - 7 Hos6ps 2021 23:59 UTC.
Mepuopg ronocoBaHus: 15 gHen.
OnucaHne

B aHBape 2021 roga 6611 NnpoBeaeH kKOHKypc nog HassaHuem “Challenge MIT/Harvard paper on
Blockchain Faults in Election Systems”, B koTopoM coGpaHbl apryMeHTbl B 3aLLMTY NO3NLINN,
cornacHo kotopon 6esonacHble Bbl6Opbl Ha OCHOBE BriokyeHa BO3MOXHbI. B pesynkrate
aprymeHTbl coobuiecTtsa Obinin cobpaHbl B COBMECTHOM JOKyMeHTe coobulectBa Free TON,
KoTopbIn Obin ncnonb3oBaH GBA gona obeyxaeHnst ¢ npeactaBuTensamMm n3bmparenbHbixX
komuccun CLUA.

=nil; Foundation, 6ygy4yn nepBoHavarnbHbIM YneHom coobuiectea Free TON, paspabotan
OBOHOBIEHHYIO Bepcuto BUpTYyanbHon MawmHbl TON, KoTopas BKtoYaeT Kpuntorpaduyeckmne
NPUMUTKBBI, HeOBX0AMMbIE AN MCMONBb30BaHMSA NPOBEPKN JOKA3aTeENbCTBA C HYNEBbIM
pasrnalleHmem B BUPTYyanuanpoBaHHbIX NpunoxeHusix. =nil; Foundation Takke nogrotoBun
pacLnpeHHyto umnnemeHTaumto npotokona TON Ha C++
(https://github.com/nilfoundation/cpp-ton) 1 Ha Rust (https://github.com/nilfoundation/rust-ton).

Tenepb Free TON nmeeT Bce HeobXxoanMble TEXHOMNOMMU ANs NPOBEeAeHNs KOHKypca no
BHEOPEHN0 MacCOBOro royiloCoBaHNS Ha GriokyenHe.

MpOTOKONbI rONI0COBaHMSA MO CBOEN CyTN Noapa3yMeBaOT aHOHUMHOCTb M3buparensi, HO OHK
Takke AOMKHbI NOAAEPXKMBATL perucTpaumio nsbnpartenen BnacTaMmm, NOSTOMY OHM OObIYHO
pa3pabaTbiBalOTCst Kak NPOTOKOSbI C HYNEBbLIM pasrnalleHnemM (Hanpumvep,
https://eprint.iacr.org/2017/585.pdf nnu https: // eprint.iacr.org/2019/1406.pdf).

B aToM goKyMeHTe npefraraerca KOHKYpC peanuaalmy npoToKona rofioCoBaHns C HyreBbIM
pasrnaweHmem nHopmMaunmn noBepx HeagaBHO NpencTaBNeHHON NHCTPYKUUK nposepkn TVM
Groth16.

MHCTpYyKUMK Ansi y4acTHUKOB

Oxnpaetcs, 4YTo Y4aCTHMKM KOHKypca co34agyT MPOTOKOM rofioCoBaHMs C UCNOSNb30BaHNEM
HegaBHO npeacTaBneHHon HeTpykumn VERGRTH16 1 caenatot ee npurogHon ang
ncrnonb3oBaHus ¢ npotokorniom FreeTON.



OcHoOBHble Tpe6oBaHUs

Pewenne gorxHo:

e DbbITb KOPPEKTHO PYHKLMOHMPYIOLWNM BUPTYann3npoBaHHbIM NPUNOXKEHNEM
FreeTON, passepHyTbiM Nnbo Ha https://main.ton.dev (https://ton.live), nnbo Ha
https://fld.ton.dev(https://fld.ton.live).

e Bkniouvatb B cebs hopmanbHOe onMcaHne NpoToKona, cogepxatlee

JoKasarernbCcTBa.

Bkrnitouatb ucnonb3oBaHme MHCTpykummn VERGRTH16 TVM.

Obecne4vnBaTb BannMaHOCTb OronneTeHs.

ObecneumBaTb LENOCTHOCTb YPHbI 41151 FONOCOBaHUA.

MapaHTUpoBaTh KOH(PMAEHLMANBLHOCTL rofioca B GronneteHe, a Takke

rapaHTMpoBaTb, YTO n3bmpatenb He CMOXeET AybnMpoBaTb CBOW ronoc.

e [lo3BonuTb N3bumpartento NPoBEPUTL BKIOYEHME CBOETO ronoca, a Takke
rapaHTUpoBaTb, YTO Apyrue He MoryT 3acTaBuTb U3bnpaTenst cosgatb
danbLUMBLIN OLONNETEHD.

BronneTteHb gomkeH 6biTb Co3A4aH TONbKO Ans nsbvpatenen, MerLmMx Nnpaso ronoca.
MapaHTMpoBaThb, YTO pe3yrnbTaThl FON0COBaHUSA B3aUMHO-04HO3HAYHO
COOTBETCTBYIOT OONNeTeHsIM Ha 06LLIECTBEHHOM AOCKE.

e (Ob6ecneuntb, YTOObLI OLONNETEHN HE PACKPbIBaNN JIMYHOCTb N3BMpaTens HUKakmm
opraHv3auusam, gaxe BNacTsM.

e [apaHTMpoBaTb, YTO BrONNETEHN ABNATCA NOAXOAALMMM TONbKO AN
NHOMBWAYANbHOrO rofloCOBaHUSA M HET BO3MOXHOCTU ANSA rofocoBaHMs Nno
AOBEPEHHOCTMW.

e CopepxaTb criegytoLme ponu:

o Wasbuparens.
o Bepudwukarop.
o OMUTEHT BronneTeHen.

o CopepxaTb onpegeneHnsa Ang cneayowmx aNeMeHToB:

o bionneteHb. TpebyeTca He pa3rnaluaTe pelleHne nsbupatens go Tex nop,
noka o6 aTOM He NPUMET AMUTEHT BronneTeHeN.

o PeecTp nsbuparenen. [JokasbiBaeT, YTO KOHKPETHLIN n3bupatenb MMeeT
npaso rosoca.

e CopepxaTb NOPSIAOK pernctpaumm nsbmnparensi, BblaaBLiero 61onneTeHsb:

o WabupaTenb reHepupyeT HEKMI NYONMYHbIN naeHTUdKnKaTop.

o WNabupatenb oTnpasnseT NnyonuyHbIn N OEHTUMPUKATOP IMUTEHTY
BronneteHen.

o OMUTEHT BronneTeHen BHOCUT ngeHtTudukaTop nsbmnparensa s Peectp
nsbupatenen.
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Tpeb6oBaHuA 6e3onacHOCTU

e CroXHOCTb co3aHns noaaernbHOro ONNeTeHs AomkHa OblTb HE MeHbLUEe, YeM
cnoxHocTb nepebopa nognncun EADSA Ha Ed25519 (He odeHb hopmanbHoe
TpeboBaHue, HO 3TO HOpPMarnbHO, NOCKOMbKY NyBNNYHBIV MAEHTUdMKaTOp n3dbupartens
MOXeT ObITb, HANpUMep, OTKPbITbIM KrtodoMm EADSA).

e PackpbiTve pe3ynbraToB roriocoBaHUs He AOIMKHO ObiTb BO3MOXHbIM 4O OKOHYaHMSA
rorioCoBaHuA.

KpVITepVIVI OLUEeHKU N ycnoBusa BbiUrpblilla

e [loMMMO 3arpy3kn 3asBKK, Kog JOSMKeH ObiTb oTnpaBneH B cooTBeTcTBUM ¢ GitHub -
freeton-org/readme n pa3sepHyT nNnMbo Ha https://main.ton.dev (https://ton.live), nnbo Ha
https://net.freeton.nil.foundation 1 (https://nil.ton.live nnu
https://live.freeton.nil.foundation).

e Kaxabln y4aCcTHMK OOMMKEH NpeacTaBUTb CBOE peLLEeHNe B BpeEMS, 3apaHee
cornacoBaHHoe ¢ yuneHamu Cryptography SG. PelueHne JomKHO BKIHOYaTb TECTbI C
YETKMMWN NHCTPYKLMAMM.

e [Ecnu TecT He oxBaTblBaeT HEKOTOPLIE CLEHAPWK, YNEHbI XXIOPU MOryT paspaboTaTb CBOU
cobCTBEHHbIE TECTLI; O4HAKO, ecrnn Bpems ByaeT NOXUTLCSA Ha XKIOpKW, pe3ynbTaThbl
KOHKYPCHbIX paboT AOMKHbI NOTEPSATb HECKOMNBbKO Gannos.

PelleHre 4OMKHO UMETb JIMLEH3UIO C OTKPbITbIM MCXOOHBIM KOLOM.
PelueHne OomkHO cogepkaTb Kak MUHUMYM YEPHOBUK ONUCAHUS apXUTEKTYPbI,
KOTOpoe, Kak npegnonaraeTcs, OMPKHO coaepXaTtb criegytolmne 4yacTu:

o Yactb In-TVM. HacTb npoBepkun gokasaTenbcTBa. OTa YacTb AOMKHA
BbINOSMHATLCA C Ucnornb3oBaHnem MHCTPYKUMM VERGRTH16 1 BbINONHATLCA
BHYTpM TVM.

o HatueHas yacTtb. OnpegeneHune cxembl. [eHepaTop AoKa3aTenbCTB.

UHcTpyKUuMn ana cynen

UneHbl >KopKW AOMKHbI MPOBEPUTL MPaBULHOCTL MPOTOKONA, NPEACTABNEHHOIO KaXabIM
y4YaCTHMKOM TECTOBOTO KnacTepa, crneayoLmm obpasom:

e BocnponsBecTn Kaxablin CLieHapui UCNonb3oBaHWs (pernctpaums nsdbuparenen,
roriocoBaHune, NoacyeT ronocoB)
MoaoTBEpaUTb COOTBETCTBME PELLUEHUS OMUCAHUIO apXUTEKTYPbI.
MoaTBEpPaUTL, YTO pelleHne CoOoTBETCTBYET TpeboBaHNAM NpoToKona.

NonocoBaHue

o Cy,El,bI/l, 4YbW KOMaHObl HaMepeBalkoTCA y4aCTBOBaATb B 3TOM KOHKYypCe, npenoctaBnda
MaTepuaribl, TEPAKOT NMpaBo rofloca B 3TOM KOHKYpCe.


https://live.freeton.nil.foundation

e K aTOoMy KOHKypCYy MOXeT ObiTb 406aBNEHO XOpK U3 Apyrnx cab-roBepHaHCOB ANs
npeaocTaBneHnsa AOMNOSNHNTENbHON TEXHNYECKOWM 3KCMEPTUIbI.
Kaxxabin uneH >xtopu Byaet ronocoBaTh, OLEHMBas Kaxayo 3asaBKy no wkane ot 1 go 10.
YUneHbl XXpy OOIMKHbI AaBaTb OT3bIBbl MO KaXX40My NpPeacTaBNeHNIo.
>Ktopy OTKNOHUT AayonupytoLmecs, HeKa4yeCTBEHHbIE, HEMOSHbLIE UMK
HeCOOTBETCTBYIOLLME MaTepuarnsl.

BosHarpaxgeHue

Tonbko 3asiBkM co cpeaHum 6annom, 6onbwmm unmn paesHeiM 6,00, MOryT NonyynThL Harpagy.

T MECTO e 600 000 TON
ALY T=To1 (o N URT TR 300 000 TON
BMECTO oot 100 000 TON

Bcero npusos: 1°000°000 TON

I'Ipmmeanme: €CJIN KOJIN4EeCTBO BbIUTPaBLLUNX 3aABOK MEHbLLE Korm4yecTBa AOCTYNHbIX HArpaa,
nobble ocTaBLUMecs Harpagbl HE nognexart pacnpegeneHnto n CHNTarTCA
HeOeNCTBUTENbHbBIMM.

Harpagbi xopu

Cymma, paBHasa 15% o1 Bcex hakTMyecKu NPUCYXaeHHbIX TOKEHOB, ByAeT paBHOMEPHO
pacnpegeneHa mexay BCEMU YneHaMm XKIpK, KOTOpbIE roNnocyroT U NPeaoCTaBnAoT OT3bIBbl.
Kak ronocoBaHue, Tak n obpatHasa cBA3b ABNSATCA 06a3aTenbHbIMU 115 NONyYeHUs Harpagbl.

Harpagbl 3a nogrotoBKy KOHTecCTa

Cymma, paBHas 2% oT npu3oBoro oHAaa, byaeT BolaeneHa y4acTHUKam, y4acTBOBaBLUMM B
opraHv3auuy KOHKypca, ¥ paBHO pacnpegerneHa mexay HUMu:

@nemothenoone
@prigolovko
@anovi
@nbering

MpoueaypHble 3amevyaHus



Y4YacTHUKM OOSMKHBI NMPaBUIbHO 3arpyaTtb cBou paboTbl, YTOObI MX MOXHO ObIno
npocmaTtpuBaTh 1 UCMOMb30BaTb B ONUCaHHbIX doopmaTtax. Ecnu paborta HegocTynHa
WIN HEe COOTBETCTBYET ONUCaHHbLIM KpUTEPUAM, paboTa MOXET BbITb OTKIIOHEHA
YrieHaMu XKpu.

Y4acTHUKN JOIMKHBI NPeacTaBUTb CBOM paboThbl 40 3akpbITUA Npuema 3aaBok. Ecnn
pelleHVe He NogaHo BOBPEMS, OTMpaBka He 3acyUTbIBAETCA.

dopmaT AOKYMEHTa C onnucaHnem pelleHns. OnmcaHne pelleHns A0MMKHO ObITb
oTdhopmMaTupoBaHo Kak AokymeHT PDF, utobbl nsbexarb nameHeHun nocne KpamnHero
cpoka nogayw.

[ocTtynHocTb. Bce paboTbl OMKHBLI ObiTb AOCTYMHbI XKOPU, MO3TOMY, NOXAaNyncTa,
nposepbTe UX ewe pa3. Ecnun npeacrasneHne HEOOCTYNHO UMW HE COOTBETCTBYET
OMUCAaHHbBIM KPUTEPUAM, YNEHbI XXKIOPU MOTYT OTKIOHUTb €r0.

Bpemsi. KoHKypCcaHTbl 4OMKHbI NpeacTaBnTb CBOM paboThbl 4O OKOHYaHWS npuemMa
3aaBoK. Ecnu He nogaHo BoBpeMsi, OTNpaBKa He 3ac4UTbIBAETCS.

KoHTakTbl. Bce matepuanbl 4OMKHbI cogepXXaTb KOHTAKTHY MHAOPMaLMIO y4acTHUKA.
CopepxaHue. KoHTeHT, onybnvkoBaHHbIM Ha hopyme, 1 npeaocTaBnenHbin PDF-cann
He JOMKHbI OTNMYaTbCA, 3a UCKMYeHeM oopmaTpoBaHms. B npotuBHoOM cnyyae
YSIEHbI XXIOPWU MOTYT OTKMOHUTL 3asiBKY.

KoppekTHble ccbinkun. Ecnv B 3asiBKe €CTb CCbINIKM Ha BbIMOSIHEHHYO paboTy,
coAepXxaHne 3TUX CCbINTOK AOMKHO MMETb KOHTaKTHbIE AaHHbIe YH4aCTHUKA, XernaTerbHO
nMms nonb3oBaTtens Telegram, YTOObI YNEHbI XXIOPU MOITIM COMOCTaBUTL €ro N NPOBEPUTD,
KOMY nNpuHaanexuT pabota. B npoTMBHOM criyyae urneHbl XXIopy MOryT OTKIOHUTb BaLly
3asiBKYy.



