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preface

One of my favorite quotes is
The future is already here—it’s just not very evenly distributed.

—William Gibson, science fiction author

The essence of that quote is that new ideas and technology take a while to diffuse
through a community and become widely adopted. A good example of the slow diffu-
sion of ideas is the story of how I discovered microservices. It began in 2006, when,
after being inspired by a talk given by an AWS evangelist, I started down a path that
ultimately led to my creating the original Cloud Foundry. (The only thing in common
with today’s Cloud Foundry is the name.) Cloud Foundry was a Platform-as-a-Service
(PaaS) for automating the deployment of Java applications on EC2. Like every other
enterprise Java application that I'd built, my Cloud Foundry had a monolith architec-
ture consisting of a single Java Web Application Archive (WAR) file.

Bundling a diverse and complex set of functions such as provisioning, configura-
tion, monitoring, and management into a monolith created both development and
operations challenges. You couldn’t, for example, change the UI without testing and
redeploying the entire application. And because the monitoring and management
component relied on a Complex Event Processing (CEP) engine which maintained
in-memory state we couldn’t run multiple instances of the application! That’s embar-
rassing to admit, but all I can say is that I am a software developer, and, “let he who is
without sin cast the first stone.”

xvii



xviii

PREFACE

Clearly, the application had quickly outgrown its monolith architecture, but what was
the alternative? The answer had been out in the software community for some time at
companies such as eBay and Amazon. Amazon had, for example, started to migrate away
from the monolith around 2002 (https://plus.google.com/110981030061712822816/
posts/AaygmbzVeRq). The new architecture replaced the monolith with a collection
of loosely coupled services. Services are owned by what Amazon calls two-pizza teams—
teams small enough to be fed by two pizzas.

Amazon had adopted this architecture to accelerate the rate of software develop-
ment so that the company could innovate faster and compete more effectively. The
results are impressive: Amazon reportedly deploys changes into production every 11.6
seconds!

In early 2010, after I'd moved on to other projects, the future of software architec-
ture finally caught up with me. That’s when I read the book The Art of Scalability:
Scalable Web Architecture, Processes, and Organizations for the Modern Enterprise (Addison-
Wesley Professional, 2009) by Michael T. Fisher and Martin L. Abbott. A key idea in
that book is the scale cube, which, as described in chapter 2, is a three-dimensional
model for scaling an application. The Y-axis scaling defined by the scale cube func-
tionally decomposes an application into services. In hindsight, this was quite obvious,
but for me at the time, it was an a-ha moment! I could have solved the challenges I was
facing two years earlier by architecting Cloud Foundry as a set of services!

In April 2012, I gave my first talk on this architectural approach, called “Decom-
posing Applications of Deployability and Scalability” (www.slideshare.net/chris.e
.richardson/decomposing-applications-for-scalability-and-deployability-april-2012). At
the time, there wasn’t a generally accepted term for this kind of architecture. I some-
times called it modular, polyglot architecture, because the services could be written in
different languages.

But in another example of how the future is unevenly distributed, the term micro-
service was used at a software architecture workshop in 2011 to describe this kind of
architecture (https://en.wikipedia.org/wiki/Microservices). I first encountered the
term when I heard Fred George give a talk at Oredev 2013, and I liked it!

In January 2014, I created the https://microservices.io website to document archi-
tecture and design patterns that I had encountered. Then in March 2014, James Lewis
and Martin Fowler published a blog post about microservices (https://martinfowler
.com/articles/microservices.html). By popularizing the term microservices, the blog
post caused the software community to consolidate around the concept.

The idea of small, loosely coupled teams, rapidly and reliably developing and deliv-
ering microservices is slowly diffusing through the software community. But it’s likely
that this vision of the future is quite different from your daily reality. Today, business-
critical enterprise applications are typically large monoliths developed by large teams.
Software releases occur infrequently and are often painful for everyone involved. IT
often struggles to keep up with the needs of the business. You’re wondering how on
earth you can adopt the microservice architecture.
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The goal of this book is to answer that question. It will give you a good understand-
ing of the microservice architecture, its benefits and drawbacks, and when to use it.
The book describes how to solve the numerous design challenges you’ll face, includ-
ing how to manage distributed data. It also covers how to refactor a monolithic appli-
cation to a microservice architecture. But this book is not a microservices manifesto.
Instead, it’s organized around a collection of patterns. A pattern is a reusable solution
to a problem that occurs in a particular context. The beauty of a pattern is that
besides describing the benefits of the solution, it also describes the drawbacks and the
issues you must address in order to successfully implement a solution. In my experi-
ence, this kind of objectivity when thinking about solutions leads to much better deci-
sion making. I hope you’ll enjoy reading this book and that it teaches you how to
successfully develop microservices.
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about this book

The goal of this book is to teach you how to successfully develop applications using
the microservice architecture.

Not only does it discuss the benefits of the microservice architecture, it also
describes the drawbacks. You’ll learn when you should consider using the monolithic
architecture and when it makes sense to use microservices.

Who should read this book

The focus of this book is on architecture and development. It’s meant for anyone
responsible for developing and delivering software, such as developers, architects,
CTOs, or VPs of engineering.

The book focuses on explaining the microservice architecture patterns and other
concepts. My goal is for you to find this material accessible, regardless of the technol-
ogy stack you use. You only need to be familiar with the basics of enterprise applica-
tion architecture and design. In particular, you need to understand concepts like
three-tier architecture, web application design, relational databases, interprocess com-
munication using messaging and REST, and the basics of application security. The
code examples, though, use Java and the Spring framework. In order to get the most
out of them, you should be familiar with the Spring framework.

xxii
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Roadmap
This book consists of 13 chapters:

Chapter 1 describes the symptoms of monolithic hell, which occurs when a
monolithic application outgrows its architecture, and advises on how to escape
by adopting the microservice architecture. It also provides an overview of the
microservice architecture pattern language, which is the organizing theme for
most of the book.

Chapter 2 explains why software architecture is important and describes the
patterns you can use to decompose an application into a collection of services.
It also explains how to overcome the various obstacles you typically encounter
along the way.

Chapter 3 describes the different patterns for robust, interprocess communica-
tion in a microservice architecture. It explains why asynchronous, message-
based communication is often the best choice.

Chapter 4 explains how to maintain data consistency across services by using
the Saga pattern. A saga is a sequence of local transactions coordinated using
asynchronous messaging.

Chapter 5 describes how to design the business logic for a service using the
domain-driven design (DDD) Aggregate and Domain event patterns.

Chapter 6 builds on chapter 5 and explains how to develop business logic using
the Event sourcing pattern, an event-centric way to structure the business logic
and persist domain objects.

Chapter 7 describes how to implement queries that retrieve data scattered
across multiple services by using either the API composition pattern or the
Command query responsibility segregation (CQRS) pattern.

Chapter 8 covers the external API patterns for handling requests from a diverse
collection of external clients, such as mobile applications, browser-based Java-
Script applications, and third-party applications.

Chapter 9 is the first of two chapters on automated testing techniques for micro-
services. It introduces important testing concepts such as the test pyramid, which
describes the relative proportions of each type of test in your test suite. It also
shows how to write unit tests, which form the base of the testing pyramid.
Chapter 10 builds on chapter 9 and describes how to write other types of tests in
the test pyramid, including integration tests, consumer contract tests, and com-
ponent tests.

Chapter 11 covers various aspects of developing production-ready services,
including security, the Externalized configuration pattern, and the service
observability patterns. The service observability patterns include Log aggrega-
tion, Application metrics, and Distributed tracing.

Chapter 12 describes the various deployment patterns that you can use to
deploy services, including virtual machines, containers, and serverless. It also
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discusses the benefits of using a service mesh, a layer of networking software
that mediates communication in a microservice architecture.

Chapter 13 explains how to incrementally refactor a monolithic architecture to
a microservice architecture by applying the Strangler application pattern: imple-
menting new features as services and extracting modules out of the monolith
and converting them to services.

As you progress through these chapters, you’ll learn about different aspects of the
microservice architecture.

About the code

This book contains many examples of source code both in numbered listings and
inline with normal text. In both cases, source code is formatted in a fixed-width font
like this to separate it from ordinary text. Sometimes code is also in bold to high-
light code that has changed from previous steps in the chapter, such as when a new
feature adds to an existing line of code. In many cases, the original source code has
been reformatted; the publisher has added line breaks and reworked indentation to
accommodate the available page space in the book. In rare cases, even this was not
enough, and listings include line-continuation markers (= ). Additionally, comments
in the source code have often been removed from the listings when the code is
described in the text. Code annotations accompany many of the listings, highlighting
important concepts.

Every chapter, except chapters 1, 2, and 13, contains code from the companion
example application. You can find the code for this application in a GitHub reposi-
tory: https://github.com/microservices-patterns/ftgo-application.

Book forum

The purchase of Microservices Patterns includes free access to a private web forum
run by Manning Publications where you can make comments about the book, ask
technical questions, share your solutions to exercises, and receive help from the
author and from other users. To access the forum and subscribe to it, point your web
browser to https://forums.manning.com/forums/microservices-patterns. You can
also learn more about Manning’s forums and the rules of conduct at https://forums
.manning.com/forums/about.

Manning’s commitment to our readers is to provide a venue where a meaningful
dialogue between individual readers and between readers and the author can take
place. It’s not a commitment to any specific amount of participation on the part of the
author, whose contribution to the forum remains voluntary (and unpaid). We suggest
you try asking the author some challenging questions lest his interest stray! The forum
and the archives of previous discussions will be accessible from the publisher’s website
as long as the book is in print.
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Other online resources

Another great resource for learning the microservice architecture is my website http://
microservices.io.

Not only does it contain the complete pattern language, it also has links to other
resources such as articles, presentations, and example code.

About the author

Chris Richardson is a developer and architect. He is a Java Champion, a JavaOne rock
star, and the author of POJOs in Action (Manning, 2006), which describes how to build
enterprise Java applications with frameworks such as Spring and Hibernate.

Chris was also the founder of the original CloudFoundry.com, an early Java PaaS
for Amazon EC2.

Today, he is a recognized thought leader in microservices and speaks regularly at
international conferences. Chris is the creator of Microservices.io, a pattern language
for microservices. He provides microservices consulting and training to organizations
around the world that are adopting the microservice architecture. Chris is working on
his third startup: Eventuate.io, an application platform for developing transactional
microservices.
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about the cover illustration

Jefferys

The figure on the cover of Microservices Patterns is captioned “Habit of a Morisco
Slave in 1568.” The illustration is taken from Thomas Jefferys’ A Collection of the Dresses
of Different Nations, Ancient and Modern (four volumes), London, published between
1757 and 1772. The title page states that these are hand-colored copperplate engrav-
ings, heightened with gum arabic.

Thomas Jefferys (1719-1771) was called “Geographer to King George III.” He was
an English cartographer who was the leading map supplier of his day. He engraved
and printed maps for government and other official bodies and produced a wide
range of commercial maps and atlases, especially of North America. His work as a map
maker sparked an interest in local dress customs of the lands he surveyed and
mapped, which are brilliantly displayed in this collection. Fascination with faraway
lands and travel for pleasure were relatively new phenomena in the late 18th century,
and collections such as this one were popular, introducing both the tourist as well as
the armchair traveler to the inhabitants of other countries.

The diversity of the drawings in Jefferys’ volumes speaks vividly of the uniqueness
and individuality of the world’s nations some 200 years ago. Dress codes have changed
since then, and the diversity by region and country, so rich at the time, has faded away.
It’s now often hard to tell the inhabitants of one continent from another. Perhaps, try-
ing to view it optimistically, we’ve traded a cultural and visual diversity for a more var-
ied personal life—or a more varied and interesting intellectual and technical life.
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At a time when it’s difficult to tell one computer book from another, Manning cel-
ebrates the inventiveness and initiative of the computer business with book covers
based on the rich diversity of regional life of two centuries ago, brought back to life by
Jeftreys’ pictures.






Escaping monolithic hell

This chapter covers

The symptoms of monolithic hell and how to
escape it by adopting the microservice
architecture

The essential characteristics of the microservice
architecture and its benefits and drawbacks
How microservices enable the DevOps style of
development of large, complex applications

The microservice architecture pattern language
and why you should use it

It was only Monday lunchtime, but Mary, the CTO of Food to Go, Inc. (FTGO), was
already feeling frustrated. Her day had started off really well. She had spent the
previous week with other software architects and developers at an excellent confer-
ence learning about the latest software development techniques, including contin-
uous deployment and the microservice architecture. Mary had also met up with her
former computer science classmates from North Carolina A&T State and shared
technology leadership war stories. The conference had left her feeling empowered
and eager to improve how FT'GO develops software.
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Unfortunately, that feeling had quickly evaporated. She had just spent the first
morning back in the office in yet another painful meeting with senior engineering
and business people. They had spent two hours discussing why the development team
was going to miss another critical release date. Sadly, this kind of meeting had become
increasingly common over the past few years. Despite adopting agile, the pace of devel-
opment was slowing down, making it next to impossible to meet the business’s goals.
And, to make matters worse, there didn’t seem to be a simple solution.

The conference had made Mary realize that FTGO was suffering from a case of
monolithic hell and that the cure was to adopt the microservice architecture. But the
microservice architecture and the associated state-of-the-art software development
practices described at the conference felt like an elusive dream. It was unclear to Mary
how she could fight today’s fires while simultaneously improving the way software was
developed at FTGO.

Fortunately, as you will learn in this book, there is a way. But first, let’s look at the
problems that FTGO is facing and how they got there.

The slow march toward monolithic hell

Since its launch in late 2005, FTGO had grown by leaps and bounds. Today, it’s one of
the leading online food delivery companies in the United States. The business even
plans to expand overseas, although those plans are in jeopardy because of delays in
implementing the necessary features.

At its core, the FT'GO application is quite simple. Consumers use the FTGO web-
site or mobile application to place food orders at local restaurants. FTGO coordinates
a network of couriers who deliver the orders. It’s also responsible for paying couriers
and restaurants. Restaurants use the FTGO website to edit their menus and manage
orders. The application uses various web services, including Stripe for payments,
Twilio for messaging, and Amazon Simple Email Service (SES) for email.

Like many other aging enterprise applications, the FTGO application is a mono-
lith, consisting of a single Java Web Application Archive (WAR) file. Over the years, it
has become a large, complex application. Despite the best efforts of the FTGO devel-
opment team, it’s become an example of the Big Ball of Mud pattern (www.laputan
.org/mud/). To quote Foote and Yoder, the authors of that pattern, it’s a “haphaz-
ardly structured, sprawling, sloppy, duct-tape and bailing wire, spaghetti code jungle.”
The pace of software delivery has slowed. To make matters worse, the FTGO applica-
tion has been written using some increasingly obsolete frameworks. The FTGO appli-
cation is exhibiting all the symptoms of monolithic hell.

The next section describes the architecture of the FTGO application. Then it
talks about why the monolithic architecture worked well initially. We’ll get into how
the FTGO application has outgrown its architecture and how that has resulted in
monolithic hell.


http://www.laputan.org/mud/
http://www.laputan.org/mud/
http://www.laputan.org/mud/

111

The slow march toward monolithic hell 3

The architecture of the FTGO application

FTGO is a typical enterprise Java application. Figure 1.1 shows its architecture. The
FTGO application has a hexagonal architecture, which is an architectural style
described in more detail in chapter 2. In a hexagonal architecture, the core of the
application consists of the business logic. Surrounding the business logic are various
adapters that implement Uls and integrate with external systems.
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Cloud services
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Figure 1.1 The FTGO application has a hexagonal architecture. It consists of business logic
surrounded by adapters that implement Uls and interface with external systems, such as mobile
applications and cloud services for payments, messaging, and email.

The business logic consists of modules, each of which is a collection of domain
objects. Examples of the modules include Order Management, Delivery Management,
Billing, and Payments. There are several adapters that interface with the external sys-
tems. Some are inbound adapters, which handle requests by invoking the business
logic, including the REST API and Web UI adapters. Others are outbound adapters,
which enable the business logic to access the MySQL database and invoke cloud ser-
vices such as Twilio and Stripe.

Despite having a logically modular architecture, the FTGO application is packaged
as a single WAR file. The application is an example of the widely used monolithic style
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of software architecture, which structures a system as a single executable or deploy-
able component. If the FTGO application were written in the Go language (GoLang),
it would be a single executable. A Ruby or Node]S version of the application would be
a single directory hierarchy of source code. The monolithic architecture isn’t inher-
ently bad. The FTGO developers made a good decision when they picked monolithic
architecture for their application.

The benefits of the monolithic architecture

In the early days of FTGO, when the application was relatively small, the application’s
monolithic architecture had lots of benefits:

Simple to develop—IDEs and other developer tools are focused on building a sin-
gle application.

Lasy to make radical changes to the application—You can change the code and the
database schema, build, and deploy.

Straightforward to test—The developers wrote end-to-end tests that launched the
application, invoked the REST API, and tested the UI with Selenium.
Straightforward to deploy—All a developer had to do was copy the WAR file to a
server that had Tomcat installed.

Easy to scale—FTGO ran multiple instances of the application behind a load
balancer.

Over time, though, development, testing, deployment, and scaling became much more
difficult. Let’s look at why.

Living in monolithic hell

Unfortunately, as the FTGO developers have discovered, the monolithic architecture
has a huge limitation. Successful applications like the FTGO application have a habit
of outgrowing the monolithic architecture. Each sprint, the FTGO development team
implemented a few more stories, which made the code base larger. Moreover, as the
company became more successful, the size of the development team steadily grew.
Not only did this increase the growth rate of the code base, it also increased the man-
agement overhead.

As figure 1.2 shows, the once small, simple FTGO application has grown over the
years into a monstrous monolith. Similarly, the small development team has now
become multiple Scrum teams, each of which works on a particular functional area.
As a result of outgrowing its architecture, FTGO is in monolithic hell. Development is
slow and painful. Agile development and deployment is impossible. Let’s look at why
this has happened.

COMPLEXITY INTIMIDATES DEVELOPERS

A major problem with the FTGO application is that it’s too complex. It’s too large for
any developer to fully understand. As a result, fixing bugs and correctly implementing
new features have become difficult and time consuming. Deadlines are missed.
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Figure 1.2 A case of monolithic hell. The large FTGO developer team commits their changes to a
single source code repository. The path from code commit to production is long and arduous and
involves manual testing. The FTGO application is large, complex, unreliable, and difficult to maintain.

To make matters worse, this overwhelming complexity tends to be a downward spiral.
If the code base is difficult to understand, a developer won’t make changes correctly.
Each change makes the code base incrementally more complex and harder to under-
stand. The clean, modular architecture shown earlier in figure 1.1 doesn’t reflect real-
ity. FTGO is gradually becoming a monstrous, incomprehensible, big ball of mud.
Mary remembers recently attending a conference where she met a developer who
was writing a tool to analyze the dependencies between the thousands of JARs in their
multimillion lines-of-code (LOC) application. At the time, that tool seemed like some-
thing FTGO could use. Now she’s not so sure. Mary suspects a better approach is to
migrate to an architecture that is better suited to a complex application: microservices.

DEVELOPMENT IS SLOW

As well as having to fight overwhelming complexity, FTGO developers find day-to-day
development tasks slow. The large application overloads and slows down a developer’s
IDE. Building the FTGO application takes a long time. Moreover, because it’s so large,
the application takes a long time to start up. As a result, the edit-build-run-test loop
takes a long time, which badly impacts productivity.

PATH FROM COMMIT TO DEPLOYMENT IS LONG AND ARDUOUS

Another problem with the FTGO application is that deploying changes into produc-
tion is a long and painful process. The team typically deploys updates to production
once a month, usually late on a Friday or Saturday night. Mary keeps reading that the
state-of-the-art for Software-as-a-Service (SaaS) applications is continuous deployment:
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deploying changes to production many times a day during business hours. Apparently,
as of 2011, Amazon.com deployed a change into production every 11.6 seconds with-
out ever impacting the user! For the FTGO developers, updating production more
than once a month seems like a distant dream. And adopting continuous deployment
seems next to impossible.

FTGO has partially adopted agile. The engineering team is divided into squads
and uses two-week sprints. Unfortunately, the journey from code complete to running
in production is long and arduous. One problem with so many developers committing
to the same code base is that the build is frequently in an unreleasable state. When the
FTGO developers tried to solve this problem by using feature branches, their attempt
resulted in lengthy, painful merges. Consequently, once a team completes its sprint, a
long period of testing and code stabilization follows.

Another reason it takes so long to get changes into production is that testing takes
a long time. Because the code base is so complex and the impact of a change isn’t well
understood, developers and the Continuous Integration (CI) server must run the
entire test suite. Some parts of the system even require manual testing. It also takes a
while to diagnose and fix the cause of a test failure. As a result, it takes a couple of days
to complete a testing cycle.

SCALING IS DIFFICULT

The FTGO team also has problems scaling its application. That’s because different
application modules have conflicting resource requirements. The restaurant data, for
example, is stored in a large, in-memory database, which is ideally deployed on servers
with lots of memory. In contrast, the image processing module is CPU intensive and
best deployed on servers with lots of CPU. Because these modules are part of the same
application, FTGO must compromise on the server configuration.

DELIVERING A RELIABLE MONOLITH IS CHALLENGING

Another problem with the FTGO application is the lack of reliability. As a result, there
are frequent production outages. One reason it’s unreliable is that testing the applica-
tion thoroughly is difficult, due to its large size. This lack of testability means bugs
make their way into production. To make matters worse, the application lacks fault iso-
lation, because all modules are running within the same process. Every so often, a bug
in one module—for example, a memory leak—crashes all instances of the applica-
tion, one by one. The FTGO developers don’t enjoy being paged in the middle of the
night because of a production outage. The business people like the loss of revenue
and trust even less.

LOCKED INTO INCREASINGLY OBSOLETE TECHNOLOGY STACK

The final aspect of monolithic hell experienced by the FTGO team is that the archi-
tecture forces them to use a technology stack that’s becoming increasingly obsolete. The
monolithic architecture makes it difficult to adopt new frameworks and languages. It
would be extremely expensive and risky to rewrite the entire monolithic application so
that it would use a new and presumably better technology. Consequently, developers
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are stuck with the technology choices they made at the start of the project. Quite
often, they must maintain an application written using an increasingly obsolete tech-
nology stack.

The Spring framework has continued to evolve while being backward compatible,
so in theory FTGO might have been able to upgrade. Unfortunately, the FTGO applica-
tion uses versions of frameworks that are incompatible with newer versions of Spring.
The development team has never found the time to upgrade those frameworks. As a
result, major parts of the application are written using increasingly out-of-date frame-
works. What’s more, the FTGO developers would like to experiment with non-JVM
languages such as GoLang and Node]S. Sadly, that’s not possible with a monolithic
application.

Why this book is relevant to you

It’s likely that you’re a developer, architect, CTO, or VP of engineering. You’re responsi-
ble for an application that has outgrown its monolithic architecture. Like Mary at
FTGO, you’re struggling with software delivery and want to know how to escape
monolith hell. Or perhaps you fear that your organization is on the path to mono-
lithic hell and you want to know how to change direction before it’s too late. If you
need to escape or avoid monolithic hell, this is the book for you.

This book spends a lot of time explaining microservice architecture concepts. My
goal is for you to find this material accessible, regardless of the technology stack you
use. All you need is to be familiar with the basics of enterprise application architecture
and design. In particular, you need to know the following:

Three-tier architecture

Web application design

How to develop business logic using object-oriented design

How to use an RDBMS: SQL and ACID transactions

How to use interprocess communication using a message broker and REST APIs
Security, including authentication and authorization

The code examples in this book are written using Java and the Spring framework.
That means in order to get the most out of the examples, you need to be familiar with
the Spring framework too.

What you’ll learn in this book
By the time you finish reading this book you’ll understand the following:
The essential characteristics of the microservice architecture, its benefits and
drawbacks, and when to use it
Distributed data management patterns
Effective microservice testing strategies
Deployment options for microservices

Strategies for refactoring a monolithic application into a microservice architecture
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You’ll also be able to do the following:

Architect an application using the microservice architecture pattern

Develop the business logic for a service

Use sagas to maintain data consistency across services

Implement queries that span services

Effectively test microservices

Develop production-ready services that are secure, configurable, and observable
Refactor an existing monolithic application to services

Microservice architecture to the rescue

Mary has come to the conclusion that FTGO must migrate to the microservice
architecture.

Interestingly, software architecture has very little to do with functional require-
ments. You can implement a set of use cases—an application’s functional require-
ments—with any architecture. In fact, it’s common for successful applications, such as
the FTGO application, to be big balls of mud.

Architecture matters, however, because of how it affects the so-called quality of ser-
vice requirements, also called nonfunctional requirements, quality attributes, or ilities. As
the FTGO application has grown, various quality attributes have suffered, most nota-
bly those that impact the velocity of software delivery: maintainability, extensibility,
and testability.

On the one hand, a disciplined team can slow down the pace of its descent toward
monolithic hell. Team members can work hard to maintain the modularity of their
application. They can write comprehensive automated tests. On the other hand, they
can’t avoid the issues of a large team working on a single monolithic application. Nor
can they solve the problem of an increasingly obsolete technology stack. The best a
team can do is delay the inevitable. To escape monolithic hell, they must migrate to a
new architecture: the Microservice architecture.

Today, the growing consensus is that if you’re building a large, complex applica-
tion, you should consider using the microservice architecture. But what are micro-
services exactly? Unfortunately, the name doesn’t help because it overemphasizes size.
There are numerous definitions of the microservice architecture. Some take the name
too literally and claim that a service should be tiny—for example, 100 LOC. Others
claim that a service should only take two weeks to develop. Adrian Cockcroft, formerly
of Netflix, defines a microservice architecture as a service-oriented architecture com-
posed of loosely coupled elements that have bounded contexts. That’s not a bad defi-
nition, but it is a little dense. Let’s see if we can do better.

Scale cube and microservices

My definition of the microservice architecture is inspired by Martin Abbott and
Michael Fisher’s excellent book, The Art of Scalability (Addison-Wesley, 2015). This
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book describes a useful, three-dimensional scalability model: the scale cube, shown in
figure 1.3.

Microservices

Y-axis scaling,
a.k.a. functional

decomposition
Scale by splitting
things that are
different, such as e el it ’\I{It'atpy
by function. s partitions
2 ’ Z-axis scaling,
I e a.k.a. data partitioning
Monolith One Scale by splitting
One Many partition similar things, such as
instance instances by customer ID.

X-axis scaling,
a.k.a. horizontal duplication

Scale by cloning.

Figure 1.3 The scale cube defines three separate ways to scale an application: X-axis
scaling load balances requests across multiple, identical instances; Z-axis scaling routes
requests based on an attribute of the request; Y-axis functionally decomposes an application
into services.

The model defines three ways to scale an application: X, Y, and Z.

X-AXIS SCALING LOAD BALANCES REQUESTS ACROSS MULTIPLE INSTANCES

X-axis scaling is a common way to scale a monolithic application. Figure 1.4 shows
how X-axis scaling works. You run multiple instances of the application behind a
load balancer. The load balancer distributes requests among the Nidentical instances of
the application. This is a great way of improving the capacity and availability of an
application.

Z-AXIS SCALING ROUTES REQUESTS BASED ON AN ATTRIBUTE OF THE REQUEST
Z-axis scaling also runs multiple instances of the monolith application, but unlike X-axis
scaling, each instance is responsible for only a subset of the data. Figure 1.5 shows how
Z-axis scaling works. The router in front of the instances uses a request attribute to
route it to the appropriate instance. An application might, for example, route requests
using userId.

In this example, each application instance is responsible for a subset of users. The
router uses the userId specified by the request Authorization header to select one of
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Figure 1.4 X-axis scaling runs multiple, identical instances of the monolithic
application behind a load balancer.
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Figure 1.5 Z-axis scaling runs multiple identical instances of the monolithic application behind
a router, which routes based on a request attribute . Each instance is responsible for a subset
of the data.

the N identical instances of the application. Z-axis scaling is a great way to scale an
application to handle increasing transaction and data volumes.

Y-AXIS SCALING FUNCTIONALLY DECOMPOSES AN APPLICATION INTO SERVICES

X- and Z-axis scaling improve the application’s capacity and availability. But neither
approach solves the problem of increasing development and application complexity. To
solve those, you need to apply Y-axis scaling, or functional decomposition. Figure 1.6 shows
how Y-axis scaling works: by splitting a monolithic application into a set of services.



142

Microservice architecture to the rescue 11

Y-axis scaling functionality decomposes
an application into services.

Order service

Each service is typically scaled using
X-axis and possibly Z-axis scaling.

I

I

Order :

e el Service 1

\ Application I | instance 1 :

1 ! ,

l ! !

l [ !

: Order I Request Load ! Ordgr !

[ ——— t Service !

! balancer \ . 1

! X instance 2 )

| : ! !

! ! : Order |

I . |

Client Customer | Customer |  Service |

requests | Service | instance 3 :
I

| T :
I I
Review :
requests Review |
1 Service :
| |
I I

Figure 1.6 Y-axis scaling splits the application into a set of services. Each service is responsible for
a particular function. A service is scaled using X-axis scaling and, possibly, Z-axis scaling.

A service is a mini application that implements narrowly focused functionality, such as
order management, customer management, and so on. A service is scaled using X-axis
scaling, though some services may also use Z-axis scaling. For example, the Order ser-
vice consists of a set of load-balanced service instances.

The high-level definition of microservice architecture (microservices) is an archi-
tectural style that functionally decomposes an application into a set of services. Note
that this definition doesn’t say anything about size. Instead, what matters is that each
service has a focused, cohesive set of responsibilities. Later in the book I discuss what
that means.

Now let’s look at how the microservice architecture is a form of modularity.

Microservices as a form of modularity

Modularity is essential when developing large, complex applications. A modern appli-
cation like FTGO is too large to be developed by an individual. It’s also too complex
to be understood by a single person. Applications must be decomposed into modules
that are developed and understood by different people. In a monolithic application,
modules are defined using a combination of programming language constructs (such
as Java packages) and build artifacts (such as Java JAR files). However, as the FTGO
developers have discovered, this approach tends not to work well in practice. Long-
lived, monolithic applications usually degenerate into big balls of mud.

The microservice architecture uses services as the unit of modularity. A service has
an API, which is an impermeable boundary that is difficult to violate. You can’t bypass
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the API and access an internal class as you can with a Java package. As a result, it’s
much easier to preserve the modularity of the application over time. There are other
benefits of using services as building blocks, including the ability to deploy and scale
them independently.

Each service has its own database

A key characteristic of the microservice architecture is that the services are loosely
coupled and communicate only via APIs. One way to achieve loose coupling is by each
service having its own datastore. In the online store, for example, Order Service has a
database that includes the ORDERS table, and Customer Service has its database, which
includes the CUSTOMERS table. At development time, developers can change a service’s
schema without having to coordinate with developers working on other services. At
runtime, the services are isolated from each other—for example, one service will
never be blocked because another service holds a database lock.

Don’t worry: Loose coupling doesn’t make Larry Ellison richer

The requirement for each service to have its own database doesn’t mean it has its
own database server. You don’t, for example, have to spend 10 times more on Oracle
RDBMS licenses. Chapter 2 explores this topic in depth.

Now that we’ve defined the microservice architecture and described some of its essen-
tial characteristics, let’s look at how this applies to the FTGO application.

The FTGO microservice architecture

The rest of this book discusses the FTGO application’s microservice architecture in
depth. But first let’s quickly look at what it means to apply Y-axis scaling to this applica-
tion. If we apply Y-axis decomposition to the FTGO application, we get the architec-
ture shown in figure 1.7. The decomposed application consists of numerous frontend
and backend services. We would also apply X-axis and, possibly Z-axis scaling, so that
at runtime there would be multiple instances of each service.

The frontend services include an API gateway and the Restaurant Web UI The API
gateway, which plays the role of a facade and is described in detail in chapter 8, provides
the REST APIs that are used by the consumers’ and couriers’ mobile applications. The
Restaurant Web Ul implements the web interface that’s used by the restaurants to man-
age menus and process orders.

The FTGO application’s business logic consists of numerous backend services.
Each backend service has a REST API and its own private datastore. The backend ser-
vices include the following:

Order Service—Manages orders
Delivery Service—Manages delivery of orders from restaurants to consumers
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Restaurant Service—Maintains information about restaurants
Kitchen Service—Manages the preparation of orders
Accounting Service—Handles billing and payments
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Figure 1.7 Some of the services of the microservice architecture-based version of the FTGO
application. An API Gateway routes requests from the mobile applications to services. The services
collaborate via APIs.

Services have APIs. A service’s data is private.

Many services correspond to the modules described earlier in this chapter. What’s dif-
ferent is that each service and its API are very clearly defined. Each one can be inde-
pendently developed, tested, deployed, and scaled. Also, this architecture does a good
job of preserving modularity. A developer can’t bypass a service’s API and access its
internal components. Chapter 13 describes how to transform an existing monolithic
application into microservices.

Comparing the microservice architecture and SOA

Some critics of the microservice architecture claim it’s nothing new—it’s service-
oriented architecture (SOA). At a very high level, there are some similarities. SOA
and the microservice architecture are architectural styles that structure a system as a
set of services. But as table 1.1 shows, once you dig deep, you encounter significant
differences.
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Table 1.1 Comparing SOA with microservices

SOA Microservices
Inter-service Smart pipes, such as Enterprise Ser- Dumb pipes, such as a message
communication vice Bus, using heavyweight protocols, | broker, or direct service-to-service
such as SOAP and the other WS* communication, using lightweight
standards. protocols such as REST or gRPC
Data Global data model and shared data- Data model and database per service
bases
Typical service Larger monolithic application Smaller service

SOA and the microservice architecture usually use different technology stacks. SOA
applications typically use heavyweight technologies such as SOAP and other WS* stan-
dards. They often use an ESB, a smart pipe that contains business and message-processing
logic to integrate the services. Applications built using the microservice architecture
tend to use lightweight, open source technologies. The services communicate via dumb
pipes, such as message brokers or lightweight protocols like REST or gRPC.

SOA and the microservice architecture also differ in how they treat data. SOA
applications typically have a global data model and share databases. In contrast, as
mentioned earlier, in the microservice architecture each service has its own database.
Moreover, as described in chapter 2, each service is usually considered to have its own
domain model.

Another key difference between SOA and the microservice architecture is the size
of the services. SOA is typically used to integrate large, complex, monolithic applica-
tions. Although services in a microservice architecture aren’t always tiny, they’re
almost always much smaller. As a result, a SOA application usually consists of a few
large services, whereas a microservices-based application typically consists of dozens or
hundreds of smaller services.

Benefits and drawbacks of the microservice
architecture

Let’s first consider the benefits and then we’ll look at the drawbacks.

Benefits of the microservice architecture
The microservice architecture has the following benefits:

It enables the continuous delivery and deployment of large, complex applications.
Services are small and easily maintained.

Services are independently deployable.

Services are independently scalable.

The microservice architecture enables teams to be autonomous.

It allows easy experimenting and adoption of new technologies.

It has better fault isolation.
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Let’s look at each benefit.

ENABLES THE CONTINUOUS DELIVERY AND DEPLOYMENT OF LARGE, COMPLEX APPLICATIONS
The most important benefit of the microservice architecture is that it enables continu-
ous delivery and deployment of large, complex applications. As described later in sec-
tion 1.7, continuous delivery/deployment is part of DevOps, a set of practices for the
rapid, frequent, and reliable delivery of software. High-performing DevOps organiza-
tions typically deploy changes into production with very few production issues.

There are three ways that the microservice architecture enables continuous deliv-
ery/deployment:

1t has the testability required by continuous delivery/deployment—Automated testing is
a key practice of continuous delivery/deployment. Because each service in a
microservice architecture is relatively small, automated tests are much easier to
write and faster to execute. As a result, the application will have fewer bugs.

1t has the deployability required by continuous delivery/deployment—Each service can
be deployed independently of other services. If the developers responsible for a
service need to deploy a change that’s local to that service, they don’t need to
coordinate with other developers. They can deploy their changes. As a result,
it’s much easier to deploy changes frequently into production.

1t enables development teams to be autonomous and loosely coupled—You can structure
the engineering organization as a collection of small (for example, two-pizza)
teams. Each team is solely responsible for the development and deployment of
one or more related services. As figure 1.8 shows, each team can develop, deploy,
and scale their services independently of all the other teams. As a result, the
development velocity is much higher.

The ability to do continuous delivery and deployment has several business benefits:

It reduces the time to market, which enables the business to rapidly react to
feedback from customers.

It enables the business to provide the kind of reliable service today’s customers
have come to expect.

Employee satisfaction is higher because more time is spent delivering valuable
features instead of fighting fires.

As a result, the microservice architecture has become the table stakes of any business
that depends upon software technology.

EACH SERVICE IS SMALL AND EASILY MAINTAINED

Another benefit of the microservice architecture is that each service is relatively small.
The code is easier for a developer to understand. The small code base doesn’t slow
down the IDE, making developers more productive. And each service typically starts a
lot faster than a large monolith does, which also makes developers more productive
and speeds up deployments.
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Figure 1.8 The microservices-based FTGO application consists of a set of loosely coupled services.
Each team develops, tests, and deploys their services independently.

SERVICES ARE INDEPENDENTLY SCALABLE

Each service in a microservice architecture can be scaled independently of other ser-
vices using X-axis cloning and Z-axis partitioning. Moreover, each service can be
deployed on hardware that’s best suited to its resource requirements. This is quite dif-
ferent than when using a monolithic architecture, where components with wildly dif-
ferent resource requirements—for example, CPU-intensive vs. memory-intensive—
must be deployed together.

BETTER FAULT ISOLATION

The microservice architecture has better fault isolation. For example, a memory leak
in one service only affects that service. Other services will continue to handle requests
normally. In comparison, one misbehaving component of a monolithic architecture
will bring down the entire system.

EASILY EXPERIMENT WITH AND ADOPT NEW TECHNOLOGIES

Last but not least, the microservice architecture eliminates any long-term commit-
ment to a technology stack. In principle, when developing a new service, the develop-
ers are free to pick whatever language and frameworks are best suited for that service.
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In many organizations, it makes sense to restrict the choices, but the key point is that
you aren’t constrained by past decisions.

Moreover, because the services are small, rewriting them using better languages
and technologies becomes practical. If the trial of a new technology fails, you can
throw away that work without risking the entire project. This is quite different than
when using a monolithic architecture, where your initial technology choices severely
constrain your ability to use different languages and frameworks in the future.

Drawbacks of the microservice architecture

Certainly, no technology is a silver bullet, and the microservice architecture has a
number of significant drawbacks and issues. Indeed most of this book is about how to
address these drawbacks and issues. As you read about the challenges, don’t worry.
Later in this book I describe ways to address them.

Here are the major drawbacks and issues of the microservice architecture:

Finding the right set of services is challenging.

Distributed systems are complex, which makes development, testing, and deploy-
ment difficult.

Deploying features that span multiple services requires careful coordination.
Deciding when to adopt the microservice architecture is difficult.

Let’s look at each one in turn.

FINDING THE RIGHT SERVICES IS CHALLENGING

One challenge with using the microservice architecture is that there isn’t a concrete,
well-defined algorithm for decomposing a system into services. As with much of soft-
ware development, it’s something of an art. To make matters worse, if you decompose
a system incorrectly, you’ll build a distributed monolith, a system consisting of coupled
services that must be deployed together. A distributed monolith has the drawbacks of
both the monolithic architecture and the microservice architecture.

DISTRIBUTED SYSTEMS ARE COMPLEX

Another issue with using the microservice architecture is that developers must deal
with the additional complexity of creating a distributed system. Services must use an
interprocess communication mechanism. This is more complex than a simple method
call. Moreover, a service must be designed to handle partial failure and deal with the
remote service either being unavailable or exhibiting high latency.

Implementing use cases that span multiple services requires the use of unfamiliar
techniques. Each service has its own database, which makes it a challenge to implement
transactions and queries that span services. As described in chapter 4, a microservices-
based application must use what are known as sagas to maintain data consistency
across services. Chapter 7 explains that a microservices-based application can’t retrieve
data from multiple services using simple queries. Instead, it must implement queries
using either API composition or CQRS views.
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IDEs and other development tools are focused on building monolithic applica-
tions and don’t provide explicit support for developing distributed applications. Writ-
ing automated tests that involve multiple services is challenging. These are all issues
that are specific to the microservice architecture. Consequently, your organization’s
developers must have sophisticated software development and delivery skills in order
to successfully use microservices.

The microservice architecture also introduces significant operational complexity.
Many more moving parts—multiple instances of different types of service—must be
managed in production. To successfully deploy microservices, you need a high level of
automation. You must use technologies such as the following:

Automated deployment tooling, like Netflix Spinnaker
An off-the-shelf PaaS, like Pivotal Cloud Foundry or Red Hat OpenShift
A Docker orchestration platform, like Docker Swarm or Kubernetes

I describe the deployment options in more detail in chapter 12.

DEPLOYING FEATURES SPANNING MULTIPLE SERVICES NEEDS CAREFUL COORDINATION

Another challenge with using the microservice architecture is that deploying features
that span multiple services requires careful coordination between the various develop-
ment teams. You have to create a rollout plan that orders service deployments based
on the dependencies between services. That’s quite different than a monolithic archi-
tecture, where you can easily deploy updates to multiple components atomically.

DECIDING WHEN TO ADOPT IS DIFFICULT

Another issue with using the microservice architecture is deciding at what point during
the lifecycle of the application you should use this architecture. When developing the
first version of an application, you often don’t have the problems that this architec-
ture solves. Moreover, using an elaborate, distributed architecture will slow down
development. That can be a major dilemma for startups, where the biggest problem is
usually how to rapidly evolve the business model and accompanying application.
Using the microservice architecture makes it much more difficult to iterate rapidly. A
startup should almost certainly begin with a monolithic application.

Later on, though, when the problem is how to handle complexity, that’s when it
makes sense to functionally decompose the application into a set of microservices.
You may find refactoring difficult because of tangled dependencies. Chapter 13 goes
over strategies for refactoring a monolithic application into microservices.

As you can see, the microservice architecture offer many benefits, but also has some
significant drawbacks. Because of these issues, adopting a microservice architecture
should not be undertaken lightly. But for complex applications, such as a consumer-
facing web application or SaaS application, it’s usually the right choice. Well-known
sites like eBay (www.slideshare.net/RandyShoup/the-ebay-architecture-striking-a-
balance-between-site-stability-feature-velocity-performance-and-cost), Amazon.com,
Groupon, and Gilt have all evolved from a monolithic architecture to a microservice
architecture.
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You must address numerous design and architectural issues when using the micro-
service architecture. What’s more, many of these issues have multiple solutions, each
with a different set of trade-offs. There is no one single perfect solution. To help guide
your decision making, I've created the Microservice architecture pattern language. I ref-
erence this pattern language throughout the rest of the book as I teach you about the
microservice architecture. Let’s look at what a pattern language is and why it’s helpful.

The Microservice architecture pattern language

Architecture and design are all about making decisions. You need to decide whether
the monolithic or microservice architecture is the best fit for your application. When
making these decisions you have lots of trade-offs to consider. If you pick the microser-
vice architecture, you’ll need to address lots of issues.

A good way to describe the various architectural and design options and improve
decision making is to use a pattern language. Let’s first look at why we need patterns
and a pattern language, and then we’ll take a tour of the Microservice architecture
pattern language.

Microservice architecture is not a silver bullet

Back in 1986, Fred Brooks, author of The Mythical Man-Month (Addison-Wesley Profes-
sional, 1995), said that in software engineering, there are no silver bullets. That means
there are no techniques or technologies that if adopted would give you a tenfold
boost in productivity. Yet decades years later, developers are still arguing passionately
about their favorite silver bullets, absolutely convinced that their favorite technology
will give them a massive boost in productivity.

Aot of arguments follow the suck/rock dichotomy (http://nealford.com/memeagora/
2009/08/05/suck-rock-dichotomy.html), a term coined by Neal Ford that describes
how everything in the software world either sucks or rocks, with no middle ground.
These arguments have this structure: if you do X, then a puppy will die, so therefore
you must do Y. For example, synchronous versus reactive programming, object-oriented
versus functional, Java versus JavaScript, REST versus messaging. Of course, reality is
much more nuanced. Every technology has drawbacks and limitations that are often
overlooked by its advocates. As a result, the adoption of a technology usually follows
the Gartner hype cycle (https:/ /en.wikipedia.org/wiki/Hype_cycle), in which an emerg-
ing technology goes through five phases, including the peak of inflated expectations (it
rocks), followed by the trough of disillusionment (it sucks), and ending with the plateau
of productivity (we now understand the trade-offs and when to use it).

Microservices are not immune to the silver bullet phenomenon. Whether this
architecture is appropriate for your application depends on many factors. Conse-
quently, it’s bad advice to advise always using the microservice architecture, but it’s
equally bad advice to advise never using it. As with many things, it depends.

The underlying reason for these polarized and hyped arguments about technology is
that humans are primarily driven by their emotions. Jonathan Haidt, in his excellent
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book The Righteous Mind: Why Good People Are Divided by Politics and Religion (Vintage,
2013), uses the metaphor of an elephant and its rider to describe how the human mind
works. The elephant represents the emotion part of the human brain. It makes most of
the decisions. The rider represents the rational part of the brain. It can sometimes influ-
ence the elephant, but it mostly provides justifications for the elephant’s decisions.

We—the software development community—need to overcome our emotional
nature and find a better way of discussing and applying technology. A great way to dis-
cuss and describe technology is to use the pattern format, because it’s objective. When
describing a technology in the pattern format, you must, for example, describe the
drawbacks. Let’s take a look at the pattern format.

Patterns and pattern languages

A pattern is a reusable solution to a problem that occurs in a particular context. It’s an
idea that has its origins in real-world architecture and that has proven to be useful in
software architecture and design. The concept of a pattern was created by Christo-
pher Alexander, a real-world architect. He also created the concept of a pattern lan-
guage, a collection of related patterns that solve problems within a particular domain.
His book A Pattern Language: Towns, Buildings, Construction (Oxford University Press,
1977) describes a pattern language for architecture that consists of 253 patterns. The
patterns range from solutions to high-level problems, such as where to locate a city
(“Access to water”), to low-level problems, such as how to design a room (“Light on
two sides of every room”). Each of these patterns solves a problem by arranging physi-
cal objects that range in scope from cities to windows.

Christopher Alexander’s writings inspired the software community to adopt the
concept of patterns and pattern languages. The book Design Patterns: LElements of Reus-
able Object-Oriented Software (Addison-Wesley Professional, 1994), by Erich Gamma,
Richard Helm, Ralph Johnson, and John Vlissides is a collection of object-oriented
design patterns. The book popularized patterns among software developers. Since the
mid-1990s, software developers have documented numerous software patterns. A soft-
ware pattern solves a software architecture or design problem by defining a set of col-
laborating software elements.

Let’s imagine, for example, that you’re building a banking application that must
support a variety of overdraft policies. Each policy defines limits on the balance of an
account and the fees charged for an overdrawn account. You can solve this problem
using the Strategy pattern, which is a well-known pattern from the classic Design Pat-
terns book. The solution defined by the Strategy pattern consists of three parts:

A strategy interface called Overdraft that encapsulates the overdraft algorithm
One or more concrete strategy classes, one for each particular context
The Account class that uses the algorithm

The Strategy pattern is an object-oriented design pattern, so the elements of the solution

are classes. Later in this section, I describe high-level design patterns, where the solu-
tion consists of collaborating services.
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One reason why patterns are valuable is because a pattern must describe the con-
text within which it applies. The idea that a solution is specific to a particular context
and might not work well in other contexts is an improvement over how technology
used to typically be discussed. For example, a solution that solves the problem at the
scale of Netflix might not be the best approach for an application with fewer users.

The value of a pattern, however, goes far beyond requiring you to consider the
context of a problem. It forces you to describe other critical yet frequently overlooked
aspects of a solution. A commonly used pattern structure includes three especially
valuable sections:

Forces
Resulting context
Related patterns

Let’s look at each of these, starting with forces.

FORCES: THE ISSUES THAT YOU MUST ADDRESS WHEN SOLVING A PROBLEM

The forces section of a pattern describes the forces (issues) that you must address
when solving a problem in a given context. Forces can conflict, so it might not be
possible to solve all of them. Which forces are more important depends on the con-
text. You have to prioritize solving some forces over others. For example, code must
be easy to understand and have good performance. Code written in a reactive style
has better performance than synchronous code, yet is often more difficult to under-
stand. Explicitly listing the forces is useful because it makes clear which issues need
to be solved.

RESULTING CONTEXT: THE CONSEQUENCES OF APPLYING A PATTERN
The resulting context section of a pattern describes the consequences of applying the
pattern. It consists of three parts:

Benefits—The benefits of the pattern, including the forces that have been resolved
Drawbacks—The drawbacks of the pattern, including the unresolved forces
Issues—The new problems that have been introduced by applying the pattern

The resulting context provides a more complete and less biased view of the solution,
which enables better design decisions.

RELATED PATTERNS: THE FIVE DIFFERENT TYPES OF RELATIONSHIPS
The related patterns section of a pattern describes the relationship between the pattern
and other patterns. There are five types of relationships between patterns:

Predecessor—A predecessor pattern is a pattern that motivates the need for this
pattern. For example, the Microservice architecture pattern is the predecessor
to the rest of the patterns in the pattern language, except the monolithic archi-
tecture pattern.

Successor—A pattern that solves an issue that has been introduced by this pat-
tern. For example, if you apply the Microservice architecture pattern, you must



22

CHAPTER 1 Escaping monolithic hell

then apply numerous successor patterns, including service discovery patterns
and the Circuit breaker pattern.

Alternative—A pattern that provides an alternative solution to this pattern. For
example, the Monolithic architecture pattern and the Microservice architec-
ture pattern are alternative ways of architecting an application. You pick one or
the other.

Generalization—A pattern that is a general solution to a problem. For example,
in chapter 12 you’ll learn about the different implementations of the Single ser-
vice per host pattern.

Specialization—A specialized form of a particular pattern. For example, in chap-
ter 12 you’ll learn that the Deploy a service as a container pattern is a specializa-
tion of Single service per host.

In addition, you can organize patterns that tackle issues in a particular problem area
into groups. The explicit description of related patterns provides valuable guidance
on how to effectively solve a particular problem. Figure 1.9 shows how the relation-
ships between patterns is visually represented.
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Figure 1.9 The visual representation of different types of relationships
between the patterns: a successor pattern solves a problem created by applying
the predecessor pattern; two or more patterns can be alternative solutions to
the same problem; one pattern can be a specialization of another pattern; and
patterns that solve problems in the same area can be grouped, or generalized.

Deployment

The different kinds of relationships between patterns shown in figure 1.9 are repre-
sented as follows:

Represents the predecessor-successor relationship

Patterns that are alternative solutions to the same problem
Indicates that one pattern is a specialization of another pattern
Patterns that apply to a particular problem area
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A collection of patterns related through these relationships sometimes form what is
known as a pattern language. The patterns in a pattern language work together to
solve problems in a particular domain. In particular, I’'ve created the Microservice
architecture pattern language. It’s a collection of interrelated software architecture
and design patterns for microservices. Let’s take a look at this pattern language.

Overview of the Microservice architecture pattern language

The Microservice architecture pattern language is a collection of patterns that help
you architect an application using the microservice architecture. Figure 1.10 shows
the high-level structure of the pattern language. The pattern language first helps
you decide whether to use the microservice architecture. It describes the monolithic
architecture and the microservice architecture, along with their benefits and draw-
backs. Then, if the microservice architecture is a good fit for your application, the
pattern language helps you use it effectively by solving various architecture and
design issues.

The pattern language consists of several groups of patterns. On the left in figure 1.10
is the application architecture patterns group, the Monolithic architecture pattern
and the Microservice architecture pattern. Those are the patterns we’ve been discussing
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Figure 1.10 A high-level view of the Microservice architecture pattern language showing the different problem
areas that the patterns solve. On the left are the application architecture patterns: Monolithic architecture and
Microservice architecture. All the other groups of patterns solve problems that result from choosing the
Microservice architecture pattern.
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in this chapter. The rest of the pattern language consists of groups of patterns that are
solutions to issues that are introduced by using the Microservice architecture pattern.
The patterns are also divided into three layers:

Infrastructure patterns—These solve problems that are mostly infrastructure issues
outside of development.

Application infrastructure—These are for infrastructure issues that also impact
development.

Application patterns—These solve problems faced by developers.

These patterns are grouped together based on the kind of problem they solve. Let’s
look at the main groups of patterns.

PATTERNS FOR DECOMPOSING AN APPLICATION INTO SERVICES

Deciding how to decompose a system into a set of services is very much an art, but
there are a number of strategies that can help. The two decomposition patterns
shown in figure 1.11 are different strategies you can use to define your application’s
architecture.
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Chapter 2 describes these patterns in detail.

COMMUNICATION PATTERNS

An application built using the microservice architecture is a distributed system. Conse-
quently, interprocess communication (IPC) is an important part of the microservice
architecture. You must make a variety of architectural and design decisions about how
your services communicate with one another and the outside world. Figure 1.12 shows
the communication patterns, which are organized into five groups:

Communication style—What kind of IPC mechanism should you use?
Discovery—How does a client of a service determine the IP address of a service
instance so that, for example, it makes an HTTP request?

Reliability—How can you ensure that communication between services is reli-
able even though services can be unavailable?

Transactional messaging—How should you integrate the sending of messages and
publishing of events with database transactions that update business data?
External API—How do clients of your application communicate with the services?
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Figure 1.12 The five groups of communication patterns

Chapter 3 looks at the first four groups of patterns: communication style, discovery,
reliability, and transaction messaging. Chapter 8 looks at the external API patterns.

DATA CONSISTENCY PATTERNS FOR IMPLEMENTING TRANSACTION MANAGEMENT

As mentioned earlier, in order to ensure loose coupling, each service has its own data-
base. Unfortunately, having a database per service introduces some significant issues. I
describe in chapter 4 that the traditional approach of using distributed transactions
(2PC) isn’t a viable option for a modern application. Instead, an application needs to
maintain data consistency by using the Saga pattern. Figure 1.13 shows data-related
patterns.

Chapters 4, 5, and 6 describe these patterns in more detail.

PATTERNS FOR QUERYING DATA IN A MICROSERVICE ARCHITECTURE

The other issue with using a database per service is that some queries need to join
data that’s owned by multiple services. A service’s data is only accessible via its API, so
you can’t use distributed queries against its database. Figure 1.14 shows a couple of
patterns you can use to implement queries.
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Figure 1.13 Because each service has its own database, you must use the Saga pattern to maintain
data consistency across services.
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Figure 1.14 Because each service has its own database, you must use one
of the querying patterns to retrieve data scattered across multiple services.

Sometimes you can use the API composition pattern, which invokes the APIs of one or
more services and aggregates results. Other times, you must use the Command query
responsibility segregation (CQRS) pattern, which maintains one or more easily queried
replicas of the data. Chapter 7 looks at the different ways of implementing queries.

SERVICE DEPLOYMENT PATTERNS

Deploying a monolithic application isn’t always easy, but it is straightforward in the
sense that there is a single application to deploy. You have to run multiple instances of
the application behind a load balancer.

In comparison, deploying a microservices-based application is much more com-
plex. There may be tens or hundreds of services that are written in a variety of lan-
guages and frameworks. There are many more moving parts that need to be managed.
Figure 1.15 shows the deployment patterns.

The traditional, and often manual, way of deploying applications in a language-
specific packaging format, for example WAR files, doesn’t scale to support a microser-
vice architecture. You need a highly automated deployment infrastructure. Ideally,
you should use a deployment platform that provides the developer with a simple Ul
(command-line or GUI) for deploying and managing their services. The deployment
platform will typically be based on virtual machines (VMs), containers, or serverless
technology. Chapter 12 looks at the different deployment options.
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Figure 1.15 Several patterns for deploying microservices. The traditional approach is to deploy
services in a language-specific packaging format. There are two modern approaches to deploying
services. The first deploys services as VM or containers. The second is the serverless approach.
You simply upload the service’s code and the serverless platform runs it. You should use a service
deployment platform, which is an automated, self-service platform for deploying and managing
services.

OBSERVABILITY PATTERNS PROVIDE INSIGHT INTO APPLICATION BEHAVIOR

A key part of operating an application is understanding its runtime behavior and trouble-
shooting problems such as failed requests and high latency. Though understanding and
troubleshooting a monolithic application isn’t always easy, it helps that requests are han-
dled in a simple, straightforward way. Each incoming request is load balanced to a par-
ticular application instance, which makes a few calls to the database and returns a
response. For example, if you need to understand how a particular request was handled,
you look at the log file of the application instance that handled the request.

In contrast, understanding and diagnosing problems in a microservice architec-
ture is much more complicated. A request can bounce around between multiple ser-
vices before a response is finally returned to a client. Consequently, there isn’t one log
file to examine. Similarly, problems with latency are more difficult to diagnose because
there are multiple suspects.

You can use the following patterns to design observable services:

Health check API—Expose an endpoint that returns the health of the service.
Log aggregation—Log service activity and write logs into a centralized logging
server, which provides searching and alerting.
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Distributed tracing—Assign each external request a unique ID and trace requests
as they flow between services.

Exception tracking—Report exceptions to an exception tracking service, which
deduplicates exceptions, alerts developers, and tracks the resolution of each
exception.

Application metrics—Maintain metrics, such as counters and gauges, and expose
them to a metrics server.

Audit logging—Log user actions.

Chapter 11 describes these patterns in more detail.

PATTERNS FOR THE AUTOMATED TESTING OF SERVICES
The microservice architecture makes individual services easier to test because they’re
much smaller than the monolithic application. At the same time, though, it’s import-
ant to test that the different services work together while avoiding using complex,
slow, and brittle end-to-end tests that test multiple services together. Here are patterns
for simplifying testing by testing services in isolation:
Consumer-driven contract test—Verify that a service meets the expectations of its
clients.
Consumer-side contract test—Verify that the client of a service can communicate
with the service.

Service component test—Test a service in isolation.

Chapters 9 and 10 describe these testing patterns in more detail.

PATTERNS FOR HANDLING CROSS-CUTTING CONCERNS

In a microservice architecture, there are numerous concerns that every service must
implement, including the observability patterns and discovery patterns. It must also
implement the Externalized Configuration pattern, which supplies configuration
parameters such as database credentials to a service at runtime. When developing a
new service, it would be too time consuming to reimplement these concerns from
scratch. A much better approach is to apply the Microservice Chassis pattern and
build services on top of a framework that handles these concerns. Chapter 11
describes these patterns in more detail.

SECURITY PATTERNS
In a microservice architecture, users are typically authenticated by the API gateway. It
must then pass information about the user, such as identity and roles, to the services it
invokes. A common solution is to apply the Access token pattern. The API gateway
passes an access token, such as JWT (JSON Web Token), to the services, which can val-
idate the token and obtain information about the user. Chapter 11 discusses the
Access token pattern in more detail.

Not surprisingly, the patterns in the Microservice architecture pattern language
are focused on solving architect and design problems. You certainly need the right
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architecture in order to successfully develop software, but it’s not the only concern.
You must also consider process and organization.

Beyond microservices: Process and organization

For a large, complex application, the microservice architecture is usually the best
choice. But in addition to having the right architecture, successful software develop-
ment requires you to also have organization, and development and delivery processes.
Figure 1.16 shows the relationships between process, organization, and architecture.

Process:
DevOps/continuous delivery/deployment

Enables Enables
Rapid, frequent,
and reliable delivery

of software
Organization: Architecture:
Small, autonomous, Microservice
) Enables .
cross-functional teams architecture

Figure 1.16 The rapid, frequent, and reliable delivery of large,
complex applications requires a combination of DevOps, which
includes continuous delivery/deployment, small, autonomous
teams, and the microservice architecture.

I’'ve already described the microservice architecture. Let’s look at organization and
process.

Software development and delivery organization

Success inevitably means that the engineering team will grow. On the one hand, that’s
a good thing because more developers can get more done. The trouble with large
teams is, as Fred Brooks wrote in The Mythical Man-Month, the communication over-
head of a team of size Nis O(N?). If the team gets too large, it will become inefficient,
due to the communication overhead. Imagine, for example, trying to do a daily standup
with 20 people.

The solution is to refactor a large single team into a team of teams. Each team is
small, consisting of no more than 8-12 people. It has a clearly defined business-oriented
mission: developing and possibly operating one or more services that implement a
feature or a business capability. The team is cross-functional and can develop, test,
and deploy its services without having to frequently communicate or coordinate with
other teams.
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The reverse Conway maneuver

In order to effectively deliver software when using the microservice architecture, you
need to take into account Conway’s law (https://en.wikipedia.org/wiki/Conway%27s
_law), which states the following:

Organizations which design systems ... are constrained to produce designs
which are copies of the communication structures of these organizations.

Melvin Conway

In other words, your application’s architecture mirrors the structure of the organiza-
tion that developed it. It's important, therefore, to apply Conway’s law in reverse
(www.thoughtworks.com/radar/techniques/inverse-conway-maneuver) and design
your organization so that its structure mirrors your microservice architecture. By doing
S0, you ensure that your development teams are as loosely coupled as the services.

The velocity of the team of teams is significantly higher than that of a single large
team. As described earlier in section 1.5.1, the microservice architecture plays a key
role in enabling the teams to be autonomous. Each team can develop, deploy, and
scale their services without coordinating with other teams. Moreover, it’s very clear
who to contact when a service isn’t meeting its SLA.

What’s more, the development organization is much more scalable. You grow the
organization by adding teams. If a single team becomes too large, you split it and its
associated service or services. Because the teams are loosely coupled, you avoid the
communication overhead of a large team. As a result, you can add people without
impacting productivity.

Software development and delivery process

Using the microservice architecture with a waterfall development process is like driv-
ing a horse-drawn Ferrari—you squander most of the benefit of using microservices. If
you want to develop an application with the microservice architecture, it’s essential
that you adopt agile development and deployment practices such as Scrum or Kan-
ban. Better yet, you should practice continuous delivery/deployment, which is a part
of DevOps.

Jez Humble (https://continuousdelivery.com/) defines continuous delivery as
follows:

Continuous Delivery is the ability to get changes of all types—including new features,
configuration changes, bug fixes and experiments—into production, or into the hands of
users, safely and quickly in a sustainable way.

A key characteristic of continuous delivery is that software is always releasable. It
relies on a high level of automation, including automated testing. Continuous
deployment takes continuous delivery one step further in the practice of automati-
cally deploying releasable code into production. High-performing organizations
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that practice continuous deployment deploy multiple times per day into produc-
tion, have far fewer production outages, and recover quickly from any that do occur
(https://puppet.com/ resources/whitepaper/state-of-devops-report). As described ear-
lier in section 1.5.1, the microservice architecture directly supports continuous
delivery/deployment.

Move fast without breaking things

The goal of continuous delivery/deployment (and, more generally, DevOps) is to rap-
idly yet reliably deliver software. Four useful metrics for assessing software develop-
ment are as follows:

Deployment frequency—How often software is deployed into production

Lead time—Time from a developer checking in a change to that change being
deployed

Mean time to recover—Time to recover from a production problem

Change failure rate—Percentage of changes that result in a production problem

In a traditional organization, the deployment frequency is low, and the lead time is
high. Stressed-out developers and operations people typically stay up late into the
night fixing last-minute issues during the maintenance window. In contrast, a DevOps
organization releases software frequently, often multiple times per day, with far fewer
production issues. Amazon, for example, deployed changes into production every
11.6 seconds in 2014 (www.youtube.com/watch?v=dxk8b9rSK0o0), and Netflix had
a lead time of 16 minutes for one software component (https://medium.com/netflix-
techblog/how-we-build-code-at-netflix-c5d9bd727f15).

The human side of adopting microservices

Adopting the microservice architecture changes your architecture, your organization,
and your development processes. Ultimately, though, it changes the working environ-
ment of people, who are, as mentioned earlier, emotional creatures. If ignored, their
emotions can make the adoption of microservices a bumpy ride. Mary and the other
FTGO leaders will struggle to change how FTGO develops software.

The bestselling book Managing Transitions (Da Capo Lifelong Books, 2017,
https://wmbridges.com/books) by William and Susan Bridges introduces the con-
cept of a transition, which refers to the process of how people respond emotionally to a
change. It describes a three-stage Transition Model:

Ending, Losing, and Letting Go—The period of emotional upheaval and resis-
tance when people are presented with a change that forces them out of their
comfort zone. They often mourn the loss of the old way of doing things. For
example, when people reorganize into cross-functional teams, they miss their
former teammates. Similarly, a data modeling group that owns the global data
model will be threatened by the idea of each service having its own data
model.
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The Neutral Zone—The intermediate stage between the old and new ways of doing
things, where people are often confused. They are often struggling to learn the
new way of doing things.

The New Beginning—The final stage where people have enthusiastically embraced
the new way of doing things and are starting to experience the benefits.

The book describes how best to manage each stage of the transition and increase the
likelihood of successfully implementing the change. FTGO is certainly suffering from
monolithic hell and needs to migrate to a microservice architecture. It must also
change its organization and development processes. In order for FTGO to successfully
accomplish this, however, it must take into account the transition model and consider
people’s emotions.

In the next chapter, you’ll learn about the goal of software architecture and how to
decompose an application into services.

Summary

The Monolithic architecture pattern structures the application as a single deploy-
able unit.

The Microservice architecture pattern decomposes a system into a set of inde-
pendently deployable services, each with its own database.

The monolithic architecture is a good choice for simple applications, but micro-
service architecture is usually a better choice for large, complex applications.
The microservice architecture accelerates the velocity of software development
by enabling small, autonomous teams to work in parallel.

The microservice architecture isn’t a silver bullet—there are significant draw-
backs, including complexity.

The Microservice architecture pattern language is a collection of patterns that
help you architect an application using the microservice architecture. It helps
you decide whether to use the microservice architecture, and if you pick the
microservice architecture, the pattern language helps you apply it effectively.
You need more than just the microservice architecture to accelerate software
delivery. Successful software development also requires DevOps and small,
autonomous teams.

Don’t forget about the human side of adopting microservices. You need to con-
sider employees’ emotions in order to successfully transition to a microservice
architecture.



Decomposition strategies

This chapter covers

= Understanding software architecture and why it’s
important

= Decomposing an application into services by
applying the decomposition patterns Decompose
by business capability and Decompose by
subdomain

= Using the bounded context concept from domain-
driven design (DDD) to untangle data and make
decomposition easier

Sometimes you have to be careful what you wish for. After an intense lobbying
effort, Mary had finally convinced the business that migrating to a microservice
architecture was the right thing to do. Feeling a mixture of excitement and some
trepidation, Mary had a morning-long meeting with her architects to discuss where
to begin. During the discussion, it became apparent that some aspects of the Micro-
service architecture pattern language, such as deployment and service discovery,
were new and unfamiliar, yet straightforward. The key challenge, which is the
essence of the microservice architecture, is the functional decomposition of the
application into services. The first and most important aspect of the architecture is,
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therefore, the definition of the services. As they stood around the whiteboard, the
FTGO team wondered exactly how to do that!

In this chapter, you’ll learn how to define a microservice architecture for an appli-
cation. I describe strategies for decomposing an application into services. You’ll learn
that services are organized around business concerns rather than technical concerns.
I also show how to use ideas from domain-driven design (DDD) to eliminate god
classes, which are classes that are used throughout an application and cause tangled
dependencies that prevent decomposition.

I begin this chapter by defining the microservice architecture in terms of software
architecture concepts. After that, I describe a process for defining a microservice
architecture for an application starting from its requirements. I discuss strategies for
decomposing an application into a collection of services, obstacles to it, and how to
overcome them. Let’s start by examining the concept of software architecture.

What is the microservice architecture exactly?

Chapter 1 describes how the key idea of the microservice architecture is functional
decomposition. Instead of developing one large application, you structure the appli-
cation as a set of services. On one hand, describing the microservice architecture as a
kind of functional decomposition is useful. But on the other hand, it leaves several
questions unanswered, including how does the microservice architecture relate to the
broader concepts of software architecture? What’s a service? And how important is the
size of a service?

In order to answer those questions, we need to take a step back and look at what is
meant by software architecture. The architecture of a software application is its high-level
structure, which consists of constituent parts and the dependencies between those
parts. As you’ll see in this section, an application’s architecture is multidimensional, so
there are multiple ways to describe it. The reason architecture is important is because
it determines the application’s software quality attributes or -ilities. Traditionally, the
goal of architecture has been scalability, reliability, and security. But today it’s import-
ant that the architecture also enables the rapid and safe delivery of software. You’ll
learn that the microservice architecture is an architecture style that gives an applica-
tion high maintainability, testability, and deployability.

I begin this section by describing the concept of software architecture and why it’s
important. Next, I discuss the idea of an architectural style. Then I define the micro-
service architecture as a particular architectural style. Let’s start by looking at the con-
cept of software architecture.

What is software architecture and why does it matter?

Architecture is clearly important. There are at least two conferences dedicated to the
topic: O’Reilly Software Architecture Conference (https://conferences.oreilly.com/
software-architecture) and the SATURN conference (https://resources.sei.cmu.edu/
news-events/events/saturn/). Many developers have the goal of becoming an archi-
tect. But what is architecture and why does it matter?
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To answer that question, I first define what is meant by the term software architecture.
After that, I discuss how an application’s architecture is multidimensional and is best
described using a collection of views or blueprints. I then describe that software archi-
tecture matters because of its impact on the application’s software quality attributes.

A DEFINITION OF SOFTWARE ARCHITECTURE

There are numerous definitions of software architecture. For example, see https://
en.wikiquote.org/wiki/Software_architecture to read some of them. My favorite defi-
nition comes from Len Bass and colleagues at the Software Engineering Institute
(www.sei.cmu.edu), who played a key role in establishing software architecture as a
discipline. They define software architecture as follows:

The software architecture of a computing system is the set of structures needed to reason about
the system, which comprise software elements, relations among them, and properties of both.

Documenting Software Architectures by Bass et al.

That’s obviously a quite abstract definition. But its essence is that an application’s
architecture is its decomposition into parts (the elements) and the relationships (the
relations) between those parts. Decomposition is important for a couple of reasons:

It facilitates the division of labor and knowledge. It enables multiple people (or
multiple teams) with possibly specialized knowledge to work productively together
on an application.

It defines how the software elements interact.

It’s the decomposition into parts and the relationships between those parts that deter-
mine the application’s -ilities.

THE 4+1 VIEW MODEL OF SOFTWARE ARCHITECTURE

More concretely, an application’s architecture can be viewed from multiple perspec-
tives, in the same way that a building’s architecture can be viewed from structural,
plumbing, electrical, and other perspectives. Phillip Krutchen wrote a classic paper
describing the 4+1 view model of software architecture, “Architectural Blueprints—
The ‘4+1’ View Model of Software Architecture” (www.cs.ubc.ca/~gregor/teaching/
papers/4+1view-architecture.pdf). The 4+1 model, shown in Figure 2.1, defines four
different views of a software architecture. Each describes a particular aspect of the
architecture and consists of a particular set of software elements and relationships
between them.

The purpose of each view is as follows:

Logical view—The software elements that are created by developers. In object-
oriented languages, these elements are classes and packages. The relations
between them are the relationships between classes and packages, including
inheritance, associations, and depends-on.

Implementation viev—The output of the build system. This view consists of mod-
ules, which represent packaged code, and components, which are executable
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What developers create What is produced by the build system

Elements: Classes and packages Elements: Modules, (JAR files) and

Relations: The relationships components (WAR files
between them or executables)

Relations: Their dependencies

Logical Implementation
view view

) Animate the views.
Scenarios  Ja—  —~—

Process Deployment
view view
Running components Processes running on “machines”
Elements: Processes Elements: Machines and processes
Relations: Inter-process Relations: Networking

communication

Figure 2.1 The 4+1 view model describes an application’s architecture using four views,
along with scenarios that show how the elements within each view collaborate to handle
requests.

or deployable units consisting of one or more modules. In Java, a module is a
JAR file, and a component is typically a WAR file or an executable JAR file. The
relations between them include dependency relationships between modules
and composition relationships between components and modules.

Process view—The components at runtime. Each element is a process, and the
relations between processes represent interprocess communication.
Deployment—How the processes are mapped to machines. The elements in this
view consist of (physical or virtual) machines and the processes. The relations
between machines represent networking. This view also describes the relation-
ship between processes and machines.

In addition to these four views, there are the scenarios—the +1 in the 4+1 model—
that animate views. Each scenario describes how the various architectural components
within a particular view collaborate in order to handle a request. A scenario in the log-
ical view, for example, shows how the classes collaborate. Similarly, a scenario in the
process view shows how the processes collaborate.

The 4+1 view model is an excellent way to describe an applications’s architec-
ture. Each view describes an important aspect of the architecture, and the scenarios
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illustrate how the elements of a view collaborate. Let’s now look at why architecture
is important.

WHY ARCHITECTURE MATTERS

An application has two categories of requirements. The first category includes the
Jfunctional requirements, which define what the application must do. They’re usually
in the form of use cases or user stories. Architecture has very little to do with the func-
tional requirements. You can implement functional requirements with almost any
architecture, even a big ball of mud.

Architecture is important because it enables an application to satisfy the second
category of requirements: its qualily of service requirements. These are also known as
quality attributes and are the so-called -ilities. The quality of service requirements
define the runtime qualities such as scalability and reliability. They also define devel-
opment time qualities including maintainability, testability, and deployability. The
architecture you choose for your application determines how well it meets these
quality requirements.

Overview of architectural styles

In the physical world, a building’s architecture often follows a particular style, such as
Victorian, American Craftsman, or Art Deco. Each style is a package of design deci-
sions that constrains a building’s features and building materials. The concept of
architectural style also applies to software. David Garlan and Mary Shaw (An Introduc-
tion to Software Architecture, January 1994, https://www.cs.cmu.edu/afs/cs/project/
able/ftp/intro_softarch/intro_softarch.pdf), pioneers in the discipline of software
architecture, define an architectural style as follows:

An architectural style, then, defines a family of such systems in lerms of a pattern of
structural organization. More specifically, an architectural style determines the vocabulary
of components and connectors that can be used in instances of that style, together with a
set of constraints on how they can be combined.

A particular architectural style provides a limited palette of elements (components)
and relations (connectors) from which you can define a view of your application’s
architecture. An application typically uses a combination of architectural styles. For
example, later in this section I describe how the monolithic architecture is an archi-
tectural style that structures the implementation view as a single (executable/deploy-
able) component. The microservice architecture structures an application as a set of
loosely coupled services.

THE LAYERED ARCHITECTURAL STYLE

The classic example of an architectural style is the layered architecture. A layered archi-
lecture organizes software elements into layers. Each layer has a well-defined set of
responsibilities. A layered architecture also constraints the dependencies between the
layers. A layer can only depend on either the layer immediately below it (if strict layer-
ing) or any of the layers below it.
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You can apply the layered architecture to any of the four views discussed earlier.
The popular three-tier architecture is the layered architecture applied to the logical
view. It organizes the application’s classes into the following tiers or layers:

Presentation layer—Contains code that implements the user interface or exter-
nal APIs

Business logic layer—Contains the business logic

Persistence layer—Implements the logic of interacting with the database

The layered architecture is a great example of an architectural style, but it does have
some significant drawbacks:

Single presentation layer—It doesn’t represent the fact that an application is likely
to be invoked by more than just a single system.

Single persistence layer—It doesn’t represent the fact that an application is likely
to interact with more than just a single database.

Defines the business logic layer as depending on the persistence layer—In theory, this
dependency prevents you from testing the business logic without the database.

Also, the layered architecture misrepresents the dependencies in a well-designed
application. The business logic typically defines an interface or a repository of inter-
faces that define data access methods. The persistence tier defines DAO classes that
implement the repository interfaces. In other words, the dependencies are the reverse
of what’s depicted by a layered architecture.

Let’s look at an alternative architecture that overcomes these drawbacks: the hex-
agonal architecture.

ABOUT THE HEXAGONAL ARCHITECTURE STYLE

Hexagonal architecture is an alternative to the layered architectural style. As figure 2.2
shows, the hexagonal architecture style organizes the logical view in a way that places
the business logic at the center. Instead of the presentation layer, the application has
one or more inbound adapters that handle requests from the outside by invoking the
business logic. Similarly, instead of a data persistence tier, the application has one or
more outbound adapters that are invoked by the business logic and invoke external
applications. A key characteristic and benefit of this architecture is that the business
logic doesn’t depend on the adapters. Instead, they depend upon it.

The business logic has one or more ports. A port defines a set of operations and is
how the business logic interacts with what’s outside of it. In Java, for example, a port is
often a Java interface. There are two kinds of ports: inbound and outbound ports. An
inbound port is an API exposed by the business logic, which enables it to be invoked
by external applications. An example of an inbound port is a service interface, which
defines a service’s public methods. An outbound port is how the business logic invokes
external systems. An example of an output port is a repository interface, which defines a
collection of data access operations.
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Figure 2.2 An example of a hexagonal architecture, which consists of the business logic and one or
more adapters that communicate with external systems. The business logic has one or more ports.
Inbound adapters, which handled requests from external systems, invoke an inbound port. An
outbound adapter implements an outbound port, and invokes an external system.

Surrounding the business logic are adapters. As with ports, there are two types of
adapters: inbound and outbound. An inbound adapter handles requests from the out-
side world by invoking an inbound port. An example of an inbound adapter is a
Spring MVC Controller that implements either a set of REST endpoints or a set of
web pages. Another example is a message broker client that subscribes to messages.
Multiple inbound adapters can invoke the same inbound port.

An outbound adapter implements an outbound port and handles requests from
the business logic by invoking an external application or service. An example of an
outbound adapter is a data access object (DAO) class that implements operations for
accessing a database. Another example would be a proxy class that invokes a remote
service. Outbound adapters can also publish events.

An important benefit of the hexagonal architectural style is that it decouples the
business logic from the presentation and data access logic in the adapters. The busi-
ness logic doesn’t depend on either the presentation logic or the data access logic.
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Because of this decoupling, it’s much easier to test the business logic in isolation.
Another benefit is that it more accurately reflects the architecture of a modern appli-
cation. The business logic can be invoked via multiple adapters, each of which imple-
ments a particular API or Ul The business logic can also invoke multiple adapters,
each one of which invokes a different external system. Hexagonal architecture is a
great way to describe the architecture of each service in a microservice architecture.

The layered and hexagonal architectures are both examples of architectural styles.
Each defines the building blocks of an architecture and imposes constraints on the
relationships between them. The hexagonal architecture and the layered architec-
ture, in the form of a three-tier architecture, organize the logical view. Let’s now
define the microservice architecture as an architectural style that organizes the imple-
mentation view.

The microservice architecture is an architectural style

I've discussed the 4+1 view model and architectural styles, so I can now define mono-
lithic and microservice architecture. They're both architectural styles. Monolithic
architecture is an architectural style that structures the implementation view as a sin-
gle component: a single executable or WAR file. This definition says nothing about
the other views. A monolithic application can, for example, have a logical view that’s
organized along the lines of a hexagonal architecture.

Pattern: Monolithic architecture

Structure the application as a single executable/deployable component. See http://
microservices.io/patterns/ monolithic.html.

The microservice architecture is also an architectural style. It structures the imple-
mentation view as a set of multiple components: executables or WAR files. The com-
ponents are services, and the connectors are the communication protocols that
enable those services to collaborate. Each service has its own logical view architecture,
which is typically a hexagonal architecture. Figure 2.3 shows a possible microservice
architecture for the FTGO application. The services in this architecture correspond to
business capabilities, such as Order management and Restaurant management.

Pattern: Microservice architecture

Structure the application as a collection of loosely coupled, independently deployable
services. See http://microservices.io/patterns/microservices.html.

Later in this chapter, I describe what is meant by business capability . The connectors
between services are implemented using interprocess communication mechanisms
such as REST APIs and asynchronous messaging. Chapter 3 discusses interprocess
communication in more detail.


http://microservices.io/patterns/microservices.html
http://microservices.io/patterns/monolithic.html
http://microservices.io/patterns/monolithic.html
http://microservices.io/patterns/monolithic.html

What is the microservice architecture exactly? 41

The APl Gateway routes
requests from the mobile Services corresponding
applications to services. REST to business capabilities/
API DDD subdomains

/

[ ]
Stripe
— REST Adapter
e API .
: API REST Accounting
Courier < API Servi
ervice
o Gateway Restaurant
REST Service
API
Twilio
REST Adapter
Consumer REST API ificati
. e Notification >
Restaurant Kitchen Service
estaura Service Amazon
SES
Adapter
Restaurant
REST
API

Delivery
Service

Services have APIs. \

Figure 2.3 A possible microservice architecture for the FTGO application. It consists of numerous
services.

A service’s data is private.

A key constraint imposed by the microservice architecture is that the services are
loosely coupled. Consequently, there are restrictions on how the services collaborate.
In order to explain those restrictions, I'll attempt to define the term service, describe
what it means to be loosely coupled, and tell you why this matters.

WHAT IS A SERVICE?

A service is a standalone, independently deployable software component that imple-
ments some useful functionality. Figure 2.4 shows the external view of a service, which in
this example is the Order Service. A service has an API that provides its clients access to
its functionality. There are two types of operations: commands and queries. The API
consists of commands, queries, and events. A command, such as createOrder (), per-
forms actions and updates data. A query, such as £indOrderById (), retrieves data. A ser-
vice also publishes events, such as OrderCreated, which are consumed by its clients.

A service’s API encapsulates its internal implementation. Unlike in a monolith, a
developer can’t write code that bypasses its API. As a result, the microservice architec-
ture enforces the application’s modularity.

Each service in a microservice architecture has its own architecture and, potentially,
technology stack. But a typical service has a hexagonal architecture. Its API is imple-
mented by adapters that interact with the service’s business logic. The operations
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Figure 2.4 A service has an API that encapsulates the implementation. The API defines
operations, which are invoked by clients. There are two types of operations: commands update
data, and queries retrieve data. When its data changes, a service publishes events that clients
can subscribe to.

adapter invokes the business logic, and the events adapter publishes events emitted by
the business logic.

Later in chapter 12, when I discuss deployment technologies, you’ll see that the
implementation view of a service can take many forms. The component might be a
standalone process, a web application or OSGI bundle running in a container, or a
serverless cloud function. An essential requirement, however, is that a service has an
API and is independently deployable.

WHAT IS LOOSE COUPLING?

An important characteristic of the microservice architecture is that the services are
loosely coupled (https://en.wikipedia.org/wiki/Loose_coupling). All interaction with a
service happens via its API, which encapsulates its implementation details. This enables
the implementation of the service to change without impacting its clients. Loosely
coupled services are key to improving an application’s development time attributes,
including its maintainability and testability. They are much easier to understand, change,
and test.

The requirement for services to be loosely coupled and to collaborate only via APIs
prohibits services from communicating via a database. You must treat a service’s
persistent data like the fields of a class and keep them private. Keeping the data pri-
vate enables a developer to change their service’s database schema without having to
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spend time coordinating with developers working on other services. Not sharing data-
base tables also improves runtime isolation. It ensures, for example, that one service
can’t hold database locks that block another service. Later on, though, you’ll learn
that one downside of not sharing databases is that maintaining data consistency and
querying across services are more complex.

THE ROLE OF SHARED LIBRARIES

Developers often package functionality in a library (module) so that it can be reused
by multiple applications without duplicating code. After all, where would we be today
without Maven or npm repositories? You might be tempted to also use shared libraries
in microservice architecture. On the surface, it looks like a good way to reduce code
duplication in your services. But you need to ensure that you don’t accidentally intro-
duce coupling between your services.

Imagine, for example, that multiple services need to update the Order business
object. One approach is to package that functionality as a library that’s used by multi-
ple services. On one hand, using a library eliminates code duplication. On the other
hand, consider what happens when the requirements change in a way that affects the
Order business object. You would need to simultaneously rebuild and redeploy those
services. A much better approach would be to implement functionality that’s likely to
change, such as Order management, as a service.

You should strive to use libraries for functionality that’s unlikely to change. For
example, in a typical application it makes no sense for every service to implement a
generic Money class. Instead, you should create a library that’s used by the services.

THE SIZE OF A SERVICE IS MOSTLY UNIMPORTANT

One problem with the term microservice is that the first thing you hear is micro. This
suggests that a service should be very small. This is also true of other size-based terms
such as miniservice or nanoservice. In reality, size isn’t a useful metric.

A much better goal is to define a well-designed service to be a service capable of
being developed by a small team with minimal lead time and with minimal collabora-
tion with other teams. In theory, a team might only be responsible for a single service,
so that service is by no means micro. Conversely, if a service requires a large team or
takes a long time to test, it probably makes sense to split the team and the service. Or
if you constantly need to change a service because of changes to other services or if it’s
triggering changes in other services, that’s a sign that it’s not loosely coupled. You
might even have built a distributed monolith.

The microservice architecture structures an application as a set of small, loosely
coupled services. As a result, it improves the development time attributes—main-
tainability, testability, deployability, and so on—and enables an organization to
develop better software faster. It also improves an application’s scalability, although
that’s not the main goal. To develop a microservice architecture for your application,
you need to identify the services and determine how they collaborate. Let’s look at
how to do that.
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Defining an application’s microservice architecture

How should we define a microservice architecture? As with any software development
effort, the starting points are the written requirements, hopefully domain experts, and
perhaps an existing application. Like much of software development, defining an
architecture is more art than science. This section describes a simple, three-step pro-
cess, shown in figure 2.5, for defining an application’s architecture. It’s important to
remember, though, that it’s not a process you can follow mechanically. It’s likely to be
iterative and involve a lot of creativity.

The starting point are the requirements, A system operation represents
such as the user stories. an external request.

Step 1: Identify system operations

r
Functional requirements

createOrder ()

As a consumer

| want to place an order
so that | can ...

[ 2 FTGO

As a restaurant

—_— -
| want to accept an order

so that | can acceptorder ()
L e e e e e e e e e e - I
Step 2: Identify services Step 3: Define service APIs and collaborations
FTGO FTGO
createOrder ()
createOrder () JR——
Ord.er verifyOrder ()
Service

—)

Restaurant

- : Iterate Restaurant
Service createTicket () Service
Kitchen -
Service
—_—
acceptOrder () acceptOrder () Kitchen

Service

Figure 2.5 A three-step process for defining an application’s microservice architecture

An application exists to handle requests, so the first step in defining its architecture is
to distill the application’s requirements into the key requests. But instead of describing
the requests in terms of specific IPC technologies such as REST or messaging, I use
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the more abstract notion of system operation. A system operation is an abstraction of a
request that the application must handle. It’s either a command, which updates data,
or a query, which retrieves data. The behavior of each command is defined in terms
of an abstract domain model, which is also derived from the requirements. The sys-
tem operations become the architectural scenarios that illustrate how the services
collaborate.

The second step in the process is to determine the decomposition into services.
There are several strategies to choose from. One strategy, which has its origins in the
discipline of business architecture, is to define services corresponding to business
capabilities. Another strategy is to organize services around domain-driven design sub-
domains. The end result is services that are organized around business concepts
rather than technical concepts.

The third step in defining the application’s architecture is to determine each ser-
vice’s API. To do that, you assign each system operation identified in the first step to a
service. A service might implement an operation entirely by itself. Alternatively, it
might need to collaborate with other services. In that case, you determine how the ser-
vices collaborate, which typically requires services to support additional operations.
You’ll also need to decide which of the IPC mechanisms I describe in chapter 3 to
implement each service’s APL

There are several obstacles to decomposition. The first is network latency. You
might discover that a particular decomposition would be impractical due to too many
round-trips between services. Another obstacle to decomposition is that synchronous
communication between services reduces availability. You might need to use the con-
cept of self-contained services, described in chapter 3. The third obstacle is the
requirement to maintain data consistency across services. You’ll typically need to use
sagas, discussed in chapter 4. The fourth and final obstacle to decomposition is so-
called god classes, which are used throughout an application. Fortunately, you can use
concepts from domain-driven design to eliminate god classes.

This section first describes how to identity an application’s operations. After that,
we’ll look at strategies and guidelines for decomposing an application into services,
and at obstacles to decomposition and how to address them. Finally, I'll describe how
to define each service’s APL

Identifying the system operations

The first step in defining an application’s architecture is to define the system opera-
tions. The starting point is the application’s requirements, including user stories and
their associated user scenarios (note that these are different from the architectural
scenarios). The system operations are identified and defined using the two-step pro-
cess shown in figure 2.6. This process is inspired by the object-oriented design process
covered in Craig Larman’s book Applying UML and Patterns (Prentice Hall, 2004) (see
www.craiglarman.com/wiki/index.php?title=Book_Applying UML_and_Patterns for
details). The first step creates the high-level domain model consisting of the key classes
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that provide a vocabulary with which to describe the system operations. The second
step identifies the system operations and describes each one’s behavior in terms of the
domain model.

Step 1 Step 2
_______________ ) e m oo
: High-level domain model : : Functional requirements :
! 1
: : ! ! createOrder ()
| Order , ] [ As a consumer |
| 1 Domain model | | |want to place an order !
! ! derivedfrom | | sothatlcan .. \
| , requirements ! 1
! ."—: ! FTGO
1 | ! |
1 | ! 1
: Restaurant 1 : As a restaurant :
| : 1 | want to accept an order | N
I | " | sothatlcan .. ! acceptorder ()
! Delivery | : ! i
, i
| 1 I_ ________________ | H

System operations are defined
in terms of domain model.

Figure 2.6 System operations are derived from the application’s requirements using a two-step process. The first
step is to create a high-level domain model. The second step is to define the system operations, which are defined
in terms of the domain model.

The domain model is derived primarily from the nouns of the user stories, and the sys-
tem operations are derived mostly from the verbs. You could also define the domain
model using a technique called Event Storming, which I talk about in chapter 5.
The behavior of each system operation is described in terms of its effect on one or
more domain objects and the relationships between them. A system operation can
create, update, or delete domain objects, as well as create or destroy relationships
between them.

Let’s look at how to define a high-level domain model. After that I’ll define the sys-
tem operations in terms of the domain model.

CREATING A HIGH-LEVEL DOMAIN MODEL
The first step in the process of defining the system operations is to sketch a high-
level domain model for the application. Note that this domain model is much sim-
pler than what will ultimately be implemented. The application won’t even have a
single domain model because, as you'll soon learn, each service has its own domain
model. Despite being a drastic simplification, a high-level domain model is useful at
this stage because it defines the vocabulary for describing the behavior of the system
operations.

A domain model is created using standard techniques such as analyzing the nouns
in the stories and scenarios and talking to the domain experts. Consider, for example,
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the Place Order story. We can expand that story into numerous user scenarios includ-
ing this one:

Given a consumer
And a restaurant
And a delivery address/time that can be served by that restaurant
And an order total that meets the restaurant's order minimum
When the consumer places an order for the restaurant
Then consumer's credit card is authorized
And an order is created in the PENDING ACCEPTANCE state
And the order is associated with the consumer
And the order is associated with the restaurant

The nouns in this user scenario hint at the existence of various classes, including
Consumer, Order, Restaurant, and CreditCard.
Similarly, the Accept Order story can be expanded into a scenario such as this one:

Given an order that is in the PENDING ACCEPTANCE state
and a courier that is available to deliver the order
When a restaurant accepts an order with a promise to prepare by a particular
time
Then the state of the order is changed to ACCEPTED
And the order's promiseByTime is updated to the promised time
And the courier is assigned to deliver the order

This scenario suggests the existence of Courier and Delivery classes. The end result
after a few iterations of analysis will be a domain model that consists, unsurprisingly,
of those classes and others, such as MenuItem and Address. Figure 2.7 is a class dia-
gram that shows the key classes.

Assigned to
Placed by For Restaurant Courier Location
Consumer |+————] Order
name available lat
* state S o lon
Pays using Paid using
PaymentInfo DeliveryInfo OrderLinelItem MenuItem Address
creditcardId deliveryTime quantity na@e streetl
price street2
4 city
state
zip

Figure 2.7 The key classes in the FTGO domain model
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The responsibilities of each class are as follows:

Consumer—A consumer who places orders.

Order—An order placed by a consumer. It describes the order and tracks its status.
OrderLineItem—A line item of an Order.

DeliveryInfo—The time and place to deliver an order.

Restaurant—A restaurant that prepares orders for delivery to consumers.
MenuItem—An item on the restaurant’s menu.

Courier—A courier who deliver orders to consumers. It tracks the availability of
the courier and their current location.

Address—The address of a Consumer or a Restaurant.

Location—The latitude and longitude of a Courier.

A class diagram such as the one in figure 2.7 illustrates one aspect of an application’s
architecture. But it isn’t much more than a pretty picture without the scenarios to ani-
mate it. The next step is to define the system operations, which correspond to archi-
tectural scenarios.

DEFINING SYSTEM OPERATIONS

Once you've defined a high-level domain model, the next step is to identify the requests
that the application must handle. The details of the UI are beyond the scope of this
book, but you can imagine that in each user scenario, the UI will make requests to the
backend business logic to retrieve and update data. FTGO is primarily a web applica-
tion, which means that most requests are HI'TP-based, but it’s possible that some clients
might use messaging. Instead of committing to a specific protocol, therefore, it makes
sense to use the more abstract notion of a system operation to represent requests.

There are two types of system operations:

Commands—System operations that create, update, and delete data
Queries—System operations that read (query) data

Ultimately, these system operations will correspond to REST, RPC, or messaging
endpoints, but for now thinking of them abstractly is useful. Let’s first identify some
commands.

A good starting point for identifying system commands is to analyze the verbs in the
user stories and scenarios. Consider, for example, the Place Order story. It clearly sug-
gests that the system must provide a Create Order operation. Many other stories individ-
ually map directly to system commands. Table 2.1 lists some of the key system commands.

Table 2.1 Key system commands for the FTGO application

Command Description
Consumer Create Order | createOrder () Creates an order
Restaurant | Accept Order | acceptOrder () Indicates that the restaurant has

accepted the order and is committed
to preparing it by the indicated time




Defining an application’s microservice architecture 49

Table 2.1 Key system commands for the FTGO application (continued)

Actor Story Command Description

Restaurant | Order Ready noteOrderReadyForPickup () Indicates that the order is ready for
for Pickup pickup

Courier Update noteUpdatedLocation () Updates the current location of the
Location courier

Courier Delivery noteDeliveryPickedUp () Indicates that the courier has
picked up picked up the order

Courier Delivery noteDeliveryDelivered () Indicates that the courier has deliv-
delivered ered the order

A command has a specification that defines its parameters, return value, and behavior
in terms of the domain model classes. The behavior specification consists of precondi-
tions that must be true when the operation is invoked, and post-conditions that are
true after the operation is invoked. Here, for example, is the specification of the
createOrder () system operation:

Operation createOrder (consumer id, payment method, delivery address, delivery time,
restaurant id, order line items)

Returns orderlId, ...

Preconditions The consumer exists and can place orders.
The line items correspond to the restaurant’s menu items.
The delivery address and time can be serviced by the restaurant.

Post-conditions The consumer’s credit card was authorized for the order total.
An order was created in the PENDING ACCEPTANCE state.

The preconditions mirror the givens in the Place Order user scenario described ear-
lier. The post-conditions mirror the thens from the scenario. When a system operation
is invoked it will verify the preconditions and perform the actions required to make
the post-conditions true.

Here’s the specification of the acceptOrder () system operation:

Operation acceptOrder (restaurantId, orderId, readyByTime)
Returns —
Preconditions The order.status is PENDING ACCEPTANCE.

A courier is available to deliver the order.

Post-conditions The order.status was changed to ACCEPTED.
The order.readyByTime was changed to the readyByTime.
The courier was assigned to deliver the order.
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Its pre- and post-conditions mirror the user scenario from earlier.

Most of the architecturally relevant system operations are commands. Sometimes,
though, queries, which retrieve data, are also important.

Besides implementing commands, an application must also implement queries.
The queries provide the UI with the information a user needs to make decisions. At
this stage, we don’t have a particular Ul design for FTGO application in mind, but
consider, for example, the flow when a consumer places an order:

User enters delivery address and time.
System displays available restaurants.
User selects restaurant.

System displays menu.

User selects item and checks out.

System creates order.
This user scenario suggests the following queries:

findAvailableRestaurants (deliveryAddress, deliveryTime)—Retrieves the
restaurants that can deliver to the specified delivery address at the specified time
findRestaurantMenu (id)—Retrieves information about a restaurant including
the menu items

Of the two queries, findAvailableRestaurants () is probably the most architecturally
significant. It’s a complex query involving geosearch. The geosearch component of
the query consists of finding all points—restaurants—that are near a location—the
delivery address. It also filters out those restaurants that are closed when the order
needs to be prepared and picked up. Moreover, performance is critical, because this
query is executed whenever a consumer wants to place an order.

The high-level domain model and the system operations capture what the applica-
tion does. They help drive the definition of the application’s architecture. The behav-
ior of each system operation is described in terms of the domain model. Each
important system operation represents an architecturally significant scenario that’s
part of the description of the architecture.

Once the system operations have been defined, the next step is to identify the
application’s services. As mentioned earlier, there isn’t a mechanical process to follow.
There are, however, various decomposition strategies that you can use. Each one
attacks the problem from a different perspective and uses its own terminology. But
with all strategies, the end result is the same: an architecture consisting of services that
are primarily organized around business rather than technical concepts.

Let’s look at the first strategy, which defines services corresponding to business
capabilities.
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Defining services by applying the Decompose by business
capability pattern

One strategy for creating a microservice architecture is to decompose by business
capability. A concept from business architecture modeling, a business capability is some-
thing that a business does in order to generate value. The set of capabilities for a given
business depends on the kind of business. For example, the capabilities of an insur-
ance company typically include Underwriting, Claims management, Billing, Compliance,
and so on. The capabilities of an online store include Order management, Inventory
management, Shipping, and so on.

Pattern: Decompose by business capability

Define services corresponding to business capabilities. See http://microservices.io/
patterns/decomposition/decompose-by-business-capability.html.

BUSINESS CAPABILITIES DEFINE WHAT AN ORGANIZATION DOES

An organization’s business capabilities capture what an organization’s business is.
They’re generally stable, as opposed to how an organization conducts its business, which
changes over time, sometimes dramatically. That’s especially true today, with the rapidly
growing use of technology to automate many business processes. For example, it wasn’t
that long ago that you deposited checks at your bank by handing them to a teller. It then
became possible to deposit checks using an ATM. Today you can conveniently deposit
most checks using your smartphone. As you can see, the Deposit check business capabil-
ity has remained stable, but the manner in which it’s done has drastically changed.

IDENTIFYING BUSINESS CAPABILITIES

An organization’s business capabilities are identified by analyzing the organization’s
purpose, structure, and business processes. Each business capability can be thought of
as a service, except it’s business-oriented rather than technical. Its specification con-
sists of various components, including inputs, outputs, and service-level agreements.
For example, the input to an Insurance underwriting capability is the consumer’s
application, and the outputs include approval and price.

A business capability is often focused on a particular business object. For example,
the Claim business object is the focus of the Claim management capability. A capability
can often be decomposed into sub-capabilities. For example, the Claim management
capability has several sub-capabilities, including Claim information management, Claim
review, and Claim payment management.

It is not difficult to imagine that the business capabilities for FT'GO include the
following:

Supplier management
—  Courier management—Managing courier information

— Restaurant information management—Managing restaurant menus and other
information, including location and open hours
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Consumer management—Managing information about consumers

Order taking and fulfillment

—  Order management—Enabling consumers to create and manage orders

— Restaurant order management—Managing the preparation of orders at a
restaurant

— Logistics

— Courier availability management—Managing the real-time availability of couri-
ers to delivery orders

— Delivery management—Delivering orders to consumers

Accounting

— Consumer accounting—Managing billing of consumers

— Restaurant accounting—Managing payments to restaurants

— Courier accounting—Managing payments to couriers

The top-level capabilities include Supplier management, Consumer management,
Order taking and fulfillment, and Accounting. There will likely be many other top-
level capabilities, including marketing-related capabilities. Most top-level capabilities
are decomposed into sub-capabilities. For example, Order taking and fulfillment is
decomposed into five sub-capabilities.

On interesting aspect of this capability hierarchy is that there are three restaurant-
related capabilities: Restaurant information management, Restaurant order manage-
ment, and Restaurant accounting. That’s because they represent three very different
aspects of restaurant operations.

Next we’ll look at how to use business capabilities to define services.

FROM BUSINESS CAPABILITIES TO SERVICES
Once you’ve identified the business capabilities, you then define a service for each
capability or group of related capabilities. Figure 2.8 shows the mapping from capabil-
ities to services for the FTGO application. Some top-level capabilities, such as the
Accounting capability, are mapped to services. In other cases, sub-capabilities are
mapped to services.

The decision of which level of the capability hierarchy to map to services, because
is somewhat subjective. My justification for this particular mapping is as follows:

I mapped the sub-capabilities of Supplier management to two services, because
Restaurants and Couriers are very different types of suppliers.

I mapped the Order taking and fulfillment capability to three services that are
each responsible for different phases of the process. I combined the Courier
availability management and Delivery management capabilities and mapped
them to a single service because they’re deeply intertwined.

I mapped the Accounting capability to its own service, because the different
types of accounting seem similar.
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Figure 2.8 Mapping FTGO business capabilities to services. Capabilities at various levels of the
capability hierarchy are mapped to services.

Later on, it may make sense to separate payments (of Restaurants and Couriers) and
billing (of Consumers).

A key benefit of organizing services around capabilities is that because they’re sta-
ble, the resulting architecture will also be relatively stable. The individual components
of the architecture may evolve as the how aspect of the business changes, but the archi-
tecture remains unchanged.

Having said that, it’s important to remember that the services shown in figure 2.8
are merely the first attempt at defining the architecture. They may evolve over time as
we learn more about the application domain. In particular, an important step in the
architecture definition process is investigating how the services collaborate in each of
the key architectural services. You might, for example, discover that a particular
decomposition is inefficient due to excessive interprocess communication and that
you must combine services. Conversely, a service might grow in complexity to the
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point where it becomes worthwhile to split it into multiple services. What’s more, in
section 2.2.5, I describe several obstacles to decomposition that might cause you to
revisit your decision.

Let’s take a look at another way to decompose an application that is based on
domain-driven design.

Defining services by applying the Decompose by
sub-domain pattern

DDD, as described in the excellent book Domain-driven design by Eric Evans
(Addison-Wesley Professional, 2003), is an approach for building complex software
applications that is centered on the development of an object-oriented domain
model. A domain mode captures knowledge about a domain in a form that can be
used to solve problems within that domain. It defines the vocabulary used by the
team, what DDD calls the Ubiquitous Language. The domain model is closely mir-
rored in the design and implementation of the application. DDD has two concepts
that are incredibly useful when applying the microservice architecture: subdomains
and bounded contexts.

Pattern: Decompose by subdomain

Define services corresponding to DDD subdomains. See http://microservices.io
/patterns/decomposition/decompose-by-subdomain.html.

DDD is quite different than the traditional approach to enterprise modeling, which
creates a single model for the entire enterprise. In such a model there would be, for
example, a single definition of each business entity, such as customer, order, and so
on. The problem with this kind of modeling is that getting different parts of an orga-
nization to agree on a single model is a monumental task. Also, it means that from the
perspective of a given part of the organization, the model is overly complex for their
needs. Moreover, the domain model can be confusing because different parts of the
organization might use either the same term for different concepts or different terms
for the same concept. DDD avoids these problems by defining multiple domain mod-
els, each with an explicit scope.

DDD defines a separate domain model for each subdomain. A subdomain is a part
of the domain, DDD’s term for the application’s problem space. Subdomains are iden-
tified using the same approach as identifying business capabilities: analyze the busi-
ness and identify the different areas of expertise. The end result is very likely to be
subdomains that are similar to the business capabilities. The examples of subdomains
in FTGO include Order taking, Order management, Kitchen management, Delivery,
and Financials. As you can see, these subdomains are very similar to the business capa-
bilities described earlier.
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DDD calls the scope of a domain model a bounded context. A bounded context
includes the code artifacts that implement the model. When using the microservice
architecture, each bounded context is a service or possibly a set of services. We can
create a microservice architecture by applying DDD and defining a service for each
subdomain. Figure 2.9 shows how the subdomains map to services, each with its own
domain model.

FTGO domain

Order Service

Order
domain model

Order taking
subdomain

Delivery Service

Delivery
domain model

Delivery
subdomain

Kitchen
subdomain

Kitchen Service

Kitchen
domain model

.... Service

Accounting
subdomain

Accounting Service

Accounting
domain model

Figure 2.9 From subdomains to services: each subdomain of the FTGO application domain
is mapped to a service, which has its own domain model.

DDD and the microservice architecture are in almost perfect alignment. The DDD
concept of subdomains and bounded contexts maps nicely to services within a micro-
service architecture. Also, the microservice architecture’s concept of autonomous
teams owning services is completely aligned with the DDD’s concept of each domain
model being owned and developed by a single team. Even better, as I describe later in
this section, the concept of a subdomain with its own domain model is a great way to
eliminate god classes and thereby make decomposition easier.

Decompose by subdomain and Decompose by business capability are the two main
patterns for defining an application’s microservice architecture. There are, however,
some useful guidelines for decomposition that have their roots in object-oriented
design. Let’s take a look at them.



56

2.24

CHAPTER 2 Decomposition strategies

Decomposition guidelines

So far in this chapter, we’ve looked at the main ways to define a microservice architec-
ture. We can also adapt and use a couple of principles from object-oriented design
when applying the microservice architecture pattern. These principles were created
by Robert C. Martin and described in his classic book Designing Object Oriented C++
Applications Using The Booch Method (Prentice Hall, 1995). The first principle is the Sin-
gle Responsibility Principle (SRP), for defining the responsibilities of a class. The sec-
ond principle is the Common Closure Principle (CCP), for organizing classes into
packages. Let’s take a look at these principles and see how they can be applied to the
microservice architecture.

SINGLE RESPONSIBILITY PRINCIPLE
One of the main goals of software architecture and design is determining the respon-
sibilities of each software element. The Single Responsibility Principle is as follows:

A class should have only one reason to change.

Robert C. Martin

Each responsibility that a class has is a potential reason for that class to change. If a
class has multiple responsibilities that change independently, the class won’t be stable.
By following the SRP, you define classes that each have a single responsibility and
hence a single reason for change.

We can apply SRP when defining a microservice architecture and create small,
cohesive services that each have a single responsibility. This will reduce the size of the
services and increase their stability. The new FTGO architecture is an example of SRP
in action. Each aspect of getting food to a consumer—order taking, order prepara-
tion, and delivery—is the responsibility of a separate service.

CoMMON CLOSURE PRINCIPLE
The other useful principle is the Common Closure Principle:

The classes in a package should be closed together against the same kinds of changes. A
change that affects a package affects all the classes in that package.

Robert C. Martin

The idea is that if two classes change in lockstep because of the same underlying rea-
son, then they belong in the same package. Perhaps, for example, those classes imple-
ment a different aspect of a particular business rule. The goal is that when that
business rule changes, developers only need to change code in a small number of
packages (ideally only one). Adhering to the CCP significantly improves the maintain-
ability of an application.

We can apply CCP when creating a microservice architecture and package compo-
nents that change for the same reason into the same service. Doing this will minimize
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the number of services that need to be changed and deployed when some require-
ment changes. Ideally, a change will only affect a single team and a single service. CCP
is the antidote to the distributed monolith anti-pattern.

SRP and CCP are 2 of the 11 principles developed by Bob Martin. They’re particu-
larly useful when developing a microservice architecture. The remaining nine princi-
ples are used when designing classes and packages. For more information about SRP,
CCP, and the other OOD principles, see the article “The Principles of Object Ori-
ented Design” on Bob Martin’s website (http://butunclebob.com/ArticleS.UncleBob
.PrinciplesOfOod).

Decomposition by business capability and by subdomain along with SRP and CCP
are good techniques for decomposing an application into services. In order to apply
them and successfully develop a microservice architecture, you must solve some trans-
action management and interprocess communication issues.

Obstacles to decomposing an application into services

On the surface, the strategy of creating a microservice architecture by defining ser-
vices corresponding to business capabilities or subdomains looks straightforward. You
may, however, encounter several obstacles:

Network latency

Reduced availability due to synchronous communication
Maintaining data consistency across services

Obtaining a consistent view of the data

God classes preventing decomposition

Let’s take a look at each obstacle, starting with network latency.

NETWORK LATENCY

Network latency is an ever-present concern in a distributed system. You might discover
that a particular decomposition into services results in a large number of round-trips
between two services. Sometimes, you can reduce the latency to an acceptable amount
by implementing a batch API for fetching multiple objects in a single round trip. But
in other situations, the solution is to combine services, replacing expensive IPC with
language-level method or function calls.

SYNCHRONOUS INTERPROCESS COMMUNICATION REDUCES AVAILABILITY

Another problem is how to implement interservice communication in a way that
doesn’t reduce availability. For example, the most straightforward way to implement
the createOrder () operation is for the Order Service to synchronously invoke the
other services using REST. The drawback of using a protocol like REST is that it
reduces the availability of the Order Service. It won’t be able to create an order if any
of those other services are unavailable. Sometimes this is a worthwhile trade-off, but in
chapter 3 you’ll learn that using asynchronous messaging, which eliminates tight cou-
pling and improves availability, is often a better choice.
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MAINTAINING DATA CONSISTENCY ACROSS SERVICES

Another challenge is maintaining data consistency across services. Some system opera-
tions need to update data in multiple services. For example, when a restaurant accepts
an order, updates must occur in both the Kitchen Service and the Delivery Service.
The Kitchen Service changes the status of the Ticket. The Delivery Service sched-
ules delivery of the order. Both of these updates must be done atomically.

The traditional solution is to use a two-phase, commit-based, distributed trans-
action management mechanism. But as you’ll see in chapter 4, this is not a good
choice for modern applications, and you must use a very different approach to trans-
action management, a saga. A saga is a sequence of local transactions that are coordi-
nated using messaging. Sagas are more complex than traditional ACID transactions
but they work well in many situations. One limitation of sagas is that they are eventu-
ally consistent. If you need to update some data atomically, then it must reside within
a single service, which can be an obstacle to decomposition.

OBTAINING A CONSISTENT VIEW OF THE DATA

Another obstacle to decomposition is the inability to obtain a truly consistent view of
data across multiple databases. In a monolithic application, the properties of ACID
transactions guarantee that a query will return a consistent view of the database. In
contrast, in a microservice architecture, even though each service’s database is consis-
tent, you can’t obtain a globally consistent view of the data. If you need a consistent
view of some data, then it must reside in a single service, which can prevent decompo-
sition. Fortunately, in practice this is rarely a problem.

GOD CLASSES PREVENT DECOMPOSITION

Another obstacle to decomposition is the existence of so-called god classes. God classes
are the bloated classes that are used throughout an application (http://wiki.c2.com/
?GodClass). A god class typically implements business logic for many different aspects
of the application. It normally has a large number of fields mapped to a database
table with many columns. Most applications have at least one of these classes, each
representing a concept that’s central to the domain: accounts in banking, orders in
e-commerce, policies in insurance, and so on. Because a god class bundles together
state and behavior for many different aspects of an application, it’s an insurmountable
obstacle to splitting any business logic that uses it into services.

The Order class is a great example of a god class in the FTGO application. That’s
not surprising—after all, the purpose of FTGO is to deliver food orders to customers.
Most parts of the system involve orders. If the FT'GO application had a single domain
model, the Order class would be a very large class. It would have state and behavior
corresponding to many different parts of the application. Figure 2.10 shows the struc-
ture of this class that would be created using traditional modeling techniques.

As you can see, the Order class has fields and methods corresponding to order pro-
cessing, restaurant order management, delivery, and payments. This class also has a
complex state model, due to the fact that one model has to describe state transitions
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Order

OrderTotal
deliveryTime
status

<<deliverys>>
pickupTime

<<billing>>
transactionid l

<<orderTakings>>
create () —| Address Courier Consumer Restaurant PaymentInfo
cancel ()

<<restaurant>>
accept ()

reject ()
noteReadyForPickup ()

<<deliverys>>
assignCourier ()
notePickedUp ()
noteDelivered ()

OrderLineItem

Figure 2.10 The Order god class is bloated with numerous responsibilities.

from disparate parts of the application. In its current form, this class makes it extremely
difficult to split code into services.

One solution is to package the Order class into a library and create a central Order
database. All services that process orders use this library and access the access data-
base. The trouble with this approach is that it violates one of the key principles of the
microservice architecture and results in undesirable, tight coupling. For example, any
change to the Order schema requires the teams to update their code in lockstep.

Another solution is to encapsulate the Order database in an Order Service, which
is invoked by the other services to retrieve and update orders. The problem with that
design is that the Order Service would be a data service with an anemic domain
model containing little or no business logic. Neither of these options is appealing, but
fortunately, DDD provides a solution.

A much better approach is to apply DDD and treat each service as a separate sub-
domain with its own domain model. This means that each of the services in the FTGO
application that has anything to do with orders has its own domain model with its
version of the Order class. A great example of the benefit of multiple domain mod-
els is the Delivery Service. Its view of an Order, shown in figure 2.11, is extremely
simple: pickup address, pickup time, delivery address, and delivery time. Moreover,
rather than call it an Order, the Delivery Service uses the more appropriate name of
Delivery.
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Pickup location

Delivery Delivery location Address

status
scheduledPickupTime Assigned to
ScheduledDeliveryTime \\\\\\\\\\““-~\\\\\§\\\\‘\\\§‘

Courier

Figure 2.11 The Delivery Service domain model

The Delivery Service isn’t interested in any of the other attributes of an order.

The Kitchen Service also has a much simpler view of an order. Its version of an
Order is called a Ticket. As figure 2.12 shows, a Ticket simply consist of a status, the
requestedDeliveryTime, a prepareByTime, and a list of line items that tell the
restaurant what to prepare. It’s unconcerned with the consumer, payment, delivery,

and so on.

Ticket TicketLineItem
status quantity
requestedDeliveryTime item
preparedByTime

Figure 2.12 The Kitchen Service domain model

The Order service has the most complex view of an order, shown in figure 2.13. Even
though it has quite a few fields and methods, it’s still much simpler than the original

version.
Order
status *
ordérTota} Address PaymentInfo Consumer Restaurant
deliveryTime
OrderLinelItem

Figure 2.13 The Order Service domain model

The Order class in each domain model represents different aspects of the same Order
business entity. The FTGO application must maintain consistency between these differ-
ent objects in different services. For example, once the Order Service has authorized
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the consumer’s credit card, it must trigger the creation of the Ticket in the Kitchen
Service. Similarly, if the restaurant rejects the order via the Kitchen Service, it must
be cancelled in the Order Service service, and the customer credited in the billing
service. In chapter 4, you’ll learn how to maintain consistency between services, using
the previously mentioned event-driven mechanism sagas.

As well as creating technical challenges, having multiple domain models also
impacts the implementation of the user experience. An application must translate
between the user experience, which is its own domain model, and the domain models
of each of the services. In the FTGO application, for example, the Order status dis-
played to a consumer is derived from Order information stored in multiple services.
This translation is often handled by the API gateway, discussed in chapter 8. Despite
these challenges, it’s essential that you identify and eliminate god classes when defin-
ing a microservice architecture.

We’ll now look at how to define the service APIs.

Defining service APIs

So far, we have a list of system operations and a list of a potential services. The next
step is to define each service’s API: its operations and events. A service API operation
exists for one of two reasons: some operations correspond to system operations. They
are invoked by external clients and perhaps by other services. The other operations
exist to support collaboration between services. These operations are only invoked by
other services.

A service publishes events primarily to enable it to collaborate with other ser-
vices. Chapter 4 describes how events can be used to implement sagas, which main-
tain data consistency across services. And chapter 7 discusses how events can be used
to update CQRS views, which support efficient querying. An application can also use
events to notify external clients. For example, it could use WebSockets to deliver
events to a browser.

The starting point for defining the service APIs is to map each system operation to
a service. After that, we decide whether a service needs to collaborate with others to
implement a system operation. If collaboration is required, we then determine what
APIs those other services must provide in order to support the collaboration. Let’s
begin by looking at how to assign system operations to services.

ASSIGNING SYSTEM OPERATIONS TO SERVICES

The first step is to decide which service is the initial entry point for a request. Many
system operations neatly map to a service, but sometimes the mapping is less obvious.
Consider, for example, the noteUpdatedLocation() operation, which updates the
courier location. On one hand, because it’s related to couriers, this operation should
be assigned to the Courier service. On the other hand, it’s the Delivery Service
that needs the courier location. In this case, assigning an operation to a service that
needs the information provided by the operation is a better choice. In other situations,
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it might make sense to assign an operation to the service that has the information nec-
essary to handle it.

Table 2.2 shows which services in the FTGO application are responsible for which
operations.

Table 2.2 Mapping system operations to services in the FTGO application

Service Operations

Consumer Service createConsumer ()

Order Service createOrder ()

Restaurant Service findAvailableRestaurants ()
Kitchen Service acceptOrder ()

noteOrderReadyForPickup ()

Delivery Service noteUpdatedLocation ()
noteDeliveryPickedUp ()
noteDeliveryDelivered ()

After having assigned operations to services, the next step is to decide how the services
collaborate in order to handle each system operation.

DETERMINING THE APIS REQUIRED TO SUPPORT COLLABORATION BETWEEN SERVICES

Some system operations are handled entirely by a single service. For example, in the
FTGO application, the Consumer Service handles the createConsumer () operation
entirely by itself. But other system operations span multiple services. The data needed
to handle one of these requests might, for instance, be scattered around multiple ser-
vices. For example, in order to implement the createOrder () operation, the Order
Service must invoke the following services in order to verify its preconditions and
make the post-conditions become true:

Consumer Service—Verify that the consumer can place an order and obtain their
payment information.

Restaurant Service—Validate the order line items, verify that the delivery
address/time is within the restaurant’s service area, verify order minimum is
met, and obtain prices for the order line items.

Kitchen Service—Create the Ticket.

Accounting Service—Authorize the consumer’s credit card.

Similarly, in order to implement the acceptOrder () system operation, the Kitchen
Service must invoke the Delivery Service to schedule a courier to deliver the order.
Table 2.3 shows the services, their revised APIs, and their collaborators. In order to
fully define the service APIs, you need to analyze each system operation and deter-
mine what collaboration is required.
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Table 2.3 The services, their revised APls, and their collaborators

Service Operations Collaborators

Consumer Service | verifyConsumerDetails () —

Order Service createOrder () Consumer Service
verifyConsumerDetails ()
Restaurant Service
verifyOrderDetails ()
Kitchen Service
createTicket ()
Accounting Service

authorizeCard()
Restaurant findAvailableRestaurants () —
Service verifyOrderDetails ()
Kitchen Service createTicket () Delivery Service
acceptOrder () scheduleDelivery ()

noteOrderReadyForPickup ()

Delivery Service scheduleDelivery () —
noteUpdatedLocation ()

noteDeliveryPickedUp ()
noteDeliveryDelivered ()

Accounting authorizeCard () —
Service

So far, we’ve identified the services and the operations that each service implements.
But it’s important to remember that the architecture we’ve sketched out is very
abstract. We’ve not selected any specific IPC technology. Moreover, even though the
term operation suggests some kind of synchronous request/response-based IPC mecha-
nism, you'll see that asynchronous messaging plays a significant role. Throughout this
book I describe architecture and design concepts that influence how these services
collaborate.

Chapter 3 describes specific IPC technologies, including synchronous communica-
tion mechanisms such as REST, and asynchronous messaging using a message broker.
I discuss how synchronous communication can impact availability and introduce the
concept of a self-contained service, which doesn’t invoke other services synchronously.
One way to implement a self-contained service is to use the CQRS pattern, covered in
chapter 7. The Order Service could, for example, maintain a replica of the data owned
by the Restaurant Service in order to eliminate the need for it to synchronously
invoke the Restaurant Service to validate an order. It keeps the replica up-to-date by
subscribing to events published by the Restaurant Service whenever it updates
its data.

Chapter 4 introduces the saga concept and how it uses asynchronous messaging
for coordinating the services that participate in the saga. As well as reliably updating
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data scattered across multiple services, a saga is also a way to implement a self-contained
service. For example, I describe how the createOrder () operation is implemented
using a saga, which invokes services such as the Consumer Service, Kitchen Service,
and Accounting Service using asynchronous messaging.

Chapter 8 describes the concept of an API gateway, which exposes an API to exter-
nal clients. An API gateway might implement a query operation using the API compo-
sition pattern, described in chapter 7, rather than simply route it to the service. Logic
in the API gateway gathers the data needed by the query by calling multiple services
and combining the results. In this situation, the system operation is assigned to the
API gateway rather than a service. The services need to implement the query opera-
tions needed by the API gateway.

Summary

Architecture determines your application’s -ilities, including maintainability,

testability, and deployability, which directly impact development velocity.

The microservice architecture is an architecture style that gives an application

high maintainability, testability, and deployability.

Services in a microservice architecture are organized around business concerns—

business capabilities or subdomains—rather than technical concerns.

There are two patterns for decomposition:

— Decompose by business capability, which has its origins in business archi-
tecture

— Decompose by subdomain, based on concepts from domain-driven design

You can eliminate god classes, which cause tangled dependencies that prevent

decomposition, by applying DDD and defining a separate domain model for

each service.



In terprocess
communication i1n
a microservice architecture

This chapter covers

Applying the communication patterns: Remote
procedure invocation, Circuit breaker, Client-side
discovery, Self registration, Server-side discovery,
Third party registration, Asynchronous messaging,
Transactional outbox, Transaction log tailing,
Polling publisher

The importance of interprocess communication in
a microservice architecture

Defining and evolving APIs

The various interprocess communication options
and their trade-offs

The benefits of services that communicate using
asynchronous messaging

Reliably sending messages as part of a database
transaction

Mary and her team, like most other developers, had some experience with inter-
process communication (IPC) mechanisms. The FTGO application has a REST API
that’s used by mobile applications and browser-side JavaScript. It also uses various
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cloud services, such as the Twilio messaging service and the Stripe payment service.
But within a monolithic application like FTGO, modules invoke one another via
language-level method or function calls. FTGO developers generally don’t need to
think about IPC unless they’re working on the REST API or the modules that inte-
grate with cloud services.

In contrast, as you saw in chapter 2, the microservice architecture structures an
application as a set of services. Those services must often collaborate in order to han-
dle a request. Because service instances are typically processes running on multiple
machines, they must interact using IPC. It plays a much more important role in a
microservice architecture than it does in a monolithic application. Consequently, as
they migrate their application to microservices, Mary and the rest of the FTGO devel-
opers will need to spend a lot more time thinking about IPC.

There’s no shortage of IPC mechanisms to chose from. Today, the fashionable
choice is REST (with JSON). It’s important, though, to remember that there are no
silver bullets. You must carefully consider the options. This chapter explores various
IPC options, including REST and messaging, and discusses the trade-offs.

The choice of IPC mechanism is an important architectural decision. It can impact
application availability. What’s more, as I explain in this chapter and the next, IPC
even intersects with transaction management. I favor an architecture consisting of
loosely coupled services that communicate with one another using asynchronous mes-
saging. Synchronous protocols such as REST are used mostly to communicate with
other applications.

I begin this chapter with an overview of interprocess communication in micro-
service architecture. Next, I describe remote procedure invocation-based IPC, of which
REST is the most popular example. I cover important topics including service discov-
ery and how to handle partial failure. After that, I describe asynchronous messaging-
based IPC. I also talk about scaling consumers while preserving message ordering,
correctly handling duplicate messages, and transactional messaging. Finally, I go
through the concept of self-contained services that handle synchronous requests with-
out communicating with other services in order to improve availability.

Overview of interprocess communication in a
microservice architecture

There are lots of different IPC technologies to choose from. Services can use
synchronous request/response-based communication mechanisms, such as HTTP-
based REST or gRPC. Alternatively, they can use asynchronous, message-based com-
munication mechanisms such as AMQP or STOMP. There are also a variety of differ-
ent messages formats. Services can use human-readable, text-based formats such as JSON
or XML. Alternatively, they could use a more efficient binary format such as Avro or
Protocol Buffers.

Before getting into the details of specific technologies, I want to bring up several
design issues you should consider. I start this section with a discussion of interaction
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styles, which are a technology-independent way of describing how clients and services
interact. Next I discuss the importance of precisely defining APIs in a microservice
architecture, including the concept of APIfirst design. After that, I discuss the
important topic of API evolution. Finally, I discuss different options for message for-
mats and how they can determine ease of API evolution. Let’s begin by looking at
interaction styles.

Interaction styles

It’s useful to first think about the style of interaction between a service and its clients
before selecting an IPC mechanism for a service’s API. Thinking first about the inter-
action style will help you focus on the requirements and avoid getting mired in the
details of a particular IPC technology. Also, as described in section 3.4, the choice of
interaction style impacts the availability of your application. Furthermore, as you’ll see
in chapters 9 and 10, it helps you select the appropriate integration testing strategy.

There are a variety of client-service interaction styles. As table 3.1 shows, they can
be categorized in two dimensions. The first dimension is whether the interaction is
one-to-one or one-to-many:

One-to-one—Each client request is processed by exactly one service.
One-to-many—Each request is processed by multiple services.
The second dimension is whether the interaction is synchronous or asynchronous:

Synchronous—The client expects a timely response from the service and might
even block while it waits.

Asynchronous—The client doesn’t block, and the response, if any, isn’t necessar-
ily sent immediately.

Table 3.1 The various interaction styles can be characterized in two dimensions: one-to-one vs one-to-
many and synchronous vs asynchronous.

one-to-one one-to-many
Synchronous Request/response —
Asynchronous Asynchronous request/response Publish/subscribe
One-way notifications Publish/async responses

The following are the different types of one-to-one interactions:

Request/response—A service client makes a request to a service and waits for a
response. The client expects the response to arrive in a timely fashion. It might
event block while waiting. This is an interaction style that generally results in
services being tightly coupled.

Asynchronous request/response—A service client sends a request to a service, which
replies asynchronously. The client doesn’t block while waiting, because the ser-
vice might not send the response for a long time.
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One-way notifications—A service client sends a request to a service, but no reply
is expected or sent.

It’s important to remember that the synchronous request/response interaction style is
mostly orthogonal to IPC technologies. A service can, for example, interact with
another service using request/response style interaction with either REST or messag-
ing. Even if two services are communicating using a message broker, the client service
might be blocked waiting for a response. It doesn’t necessarily mean they’re loosely
coupled. That’s something I revisit later in this chapter when discussing the impact of
inter-service communication on availability.
The following are the different types of one-to-many interactions:

Publish/subscribe—A client publishes a notification message, which is consumed
by zero or more interested services.

Publish/async responses—A client publishes a request message and then waits for
a certain amount of time for responses from interested services.

Each service will typically use a combination of these interaction styles. Many of the
services in the FTGO application have both synchronous and asynchronous APIs for
operations, and many also publish events.

Let’s look at how to define a service’s API.

Defining APIs in a microservice architecture

APIs or interfaces are central to software development. An application is comprised of
modules. Each module has an interface that defines the set of operations that mod-
ule’s clients can invoke. A well-designed interface exposes useful functionality while
hiding the implementation. It enables the implementation to change without impact-
ing clients.

In a monolithic application, an interface is typically specified using a program-
ming language construct such as a Java interface. A Java interface specifies a set of
methods that a client can invoke. The implementation class is hidden from the client.
Moreover, because Java is a statically typed language, if the interface changes to be
incompatible with the client, the application won’t compile.

APIs and interfaces are equally important in a microservice architecture. A ser-
vice’s APl is a contract between the service and its clients. As described in chapter 2, a
service’s API consists of operations, which clients can invoke, and events, which are
published by the service. An operation has a name, parameters, and a return type. An
event has a type and a set of fields and is, as described in section 3.3, published to a
message channel.

The challenge is that a service API isn’t defined using a simple programming lan-
guage construct. By definition, a service and its clients aren’t compiled together. If a
new version of a service is deployed with an incompatible API, there’s no compilation
error. Instead, there will be runtime failures.
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Regardless of which IPC mechanism you choose, it’s important to precisely define
a service’s API using some kind of inlerface definition language (IDL). Moreover, there
are good arguments for using an APIfirst approach to defining services (see www
.programmableweb.com/news,/how-to-design-great-apis-api-first-design-and-raml/how-to/
2015/07/10 for more). First you write the interface definition. Then you review the
interface definition with the client developers. Only after iterating on the API defini-
tion do you then implement the service. Doing this up-front design increases your
chances of building a service that meets the needs of its clients.

APlfirst design is essential

Even in small projects, I've seen problems occur because components don’t agree
on an API. For example, on one project the backend Java developer and the AngularJS
frontend developer both said they had completed development. The application, how-
ever, didn’t work. The REST and WebSocket API used by the frontend application to
communicate with the backend was poorly defined. As a result, the two applications
couldn’t communicate!

The nature of the API definition depends on which IPC mechanism you’re using. For
example, if you’re using messaging, the API consists of the message channels, the mes-
sage types, and the message formats. If you're using HTTP, the API consists of the
URLs, the HTTP verbs, and the request and response formats. Later in this chapter,
I explain how to define APIs.

A service’s APl is rarely set in stone. It will likely evolve over time. Let’s take a look
at how to do that and consider the issues you’ll face.

Evolving APIs

APIs invariably change over time as new features are added, existing features are
changed, and (perhaps) old features are removed. In a monolithic application, it’s rel-
atively straightforward to change an API and update all the callers. If you're using a
statically typed language, the compiler helps by giving a list of compilation errors. The
only challenge may be the scope of the change. It might take a long time to change a
widely used API.

In a microservices-based application, changing a service’s API is a lot more diffi-
cult. A service’s clients are other services, which are often developed by other teams.
The clients may even be other applications outside of the organization. You usually
can’t force all clients to upgrade in lockstep with the service. Also, because modern
applications are usually never down for maintenance, you’ll typically perform a rolling
upgrade of your service, so both old and new versions of a service will be running
simultaneously.

It’s important to have a strategy for dealing with these challenges. How you handle
a change to an API depends on the nature of the change.
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USE SEMANTIC VERSIONING
The Semantic Versioning specification (http://semver.org) is a useful guide to ver-
sioning APIs. It’s a set of rules that specify how version numbers are used and incre-
mented. Semantic versioning was originally intended to be used for versioning of
software packages, but you can use it for versioning APIs in a distributed system.

The Semantic Versioning specification (Semvers) requires a version number to
consist of three parts: MAJOR .MINOR.PATCH. You must increment each part of a version
number as follows:

MAJOR—When you make an incompatible change to the API
MINOR—When you make backward-compatible enhancements to the API
PATCH—When you make a backward-compatible bug fix

There are a couple of places you can use the version number in an API. If you’re
implementing a REST API, you can, as mentioned below, use the major version as
the first element of the URL path. Alternatively, if you’re implementing a service
that uses messaging, you can include the version number in the messages that it
publishes. The goal is to properly version APIs and to evolve them in a controlled
fashion. Let’s look at how to handle minor and major changes.

MAKING MINOR, BACKWARD-COMPATIBLE CHANGES
Ideally, you should strive to only make backward-compatible changes. Backward-
compatible changes are additive changes to an API:

Adding optional attributes to request
Adding attributes to a response
Adding new operations

If you only ever make these kinds of changes, older clients will work with newer services,
provided that they observe the Robustness principle (https://en.wikipedia.org/wiki/
Robustness_principle), which states: “Be conservative in what you do, be liberal in
what you accept from others.” Services should provide default values for missing
request attributes. Similarly, clients should ignore any extra response attributes. In
order for this to be painless, clients and services must use a request and response for-
mat that supports the Robustness principle. Later in this section, I describe how text-
based formats such as JSON and XML generally make it easier to evolve APIs.

MAKING MAJOR, BREAKING CHANGES

Sometimes you must make major, incompatible changes to an API. Because you can’t
force clients to upgrade immediately, a service must simultaneously support old and
new versions of an API for some period of time. If you're using an HTTP-based IPC
mechanism, such as REST, one approach is to embed the major version number in the
URL. For example, version 1 paths are prefixed with '/v1/..', and version 2 paths
with ' /v2/..".
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Another option is to use HITP’s content negotiation mechanism and include the
version number in the MIME type. For example, a client would request version 1.x of
an Order using a request like this:

GET /orders/xyz HTTP/1.1
Accept: application/vnd.example.resource+json; version=1

This request tells the Order Service that the client expects a version 1.x response.

In order to support multiple versions of an API, the service’s adapters that imple-
ment the APIs will contain logic that translates between the old and new versions.
Also, as described in chapter 8, the API gateway will almost certainly use versioned
APIs. It may even have to support numerous older versions of an API.

Now we’ll look at the issue of message formats, the choice of which can impact how
easy evolving an API will be.

Message formats

The essence of IPC is the exchange of messages. Messages usually contain data, and so
an important design decision is the format of that data. The choice of message format
can impact the efficiency of IPC, the usability of the API, and its evolvability. If you’re
using a messaging system or protocols such as HTTP, you get to pick your message for-
mat. Some IPC mechanisms—such as gRPC, which you’ll learn about shortly—might
dictate the message format. In either case, it’s essential to use a cross-language mes-
sage format. Even if you're writing your microservices in a single language today, it’s
likely that you’ll use other languages in the future. You shouldn’t, for example, use
Java serialization.

There are two main categories of message formats: text and binary. Let’s look at
each one.

TEXT-BASED MESSAGE FORMATS

The first category is text-based formats such as JSON and XML. An advantage of these
formats is that not only are they human readable, they’re self describing. A JSON mes-
sage is a collection of named properties. Similarly, an XML message is effectively a col-
lection of named elements and values. This format enables a consumer of a message
to pick out the values of interest and ignore the rest. Consequently, many changes to
the message schema can easily be backward-compatible.

The structure of XML documents is specified by an XML schema (www.w3.org/
XML/Schema). Over time, the developer community has come to realize that JSON also
needs a similar mechanism. One popular option is to use the JSON Schema standard
(http://json-schema.org). A JSON schema defines the names and types of a message’s
properties and whether they’re optional or required. As well as being useful documenta-
tion, a JSON schema can be used by an application to validate incoming messages.

A downside of using a text-based messages format is that the messages tend to be
verbose, especially XML. Every message has the overhead of containing the names of
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the attributes in addition to their values. Another drawback is the overhead of parsing
text, especially when messages are large. Consequently, if efficiency and performance
are important, you may want to consider using a binary format.

BINARY MESSAGE FORMATS

There are several different binary formats to choose from. Popular formats include
Protocol Buffers (https://developers.google.com/protocol-buffers/docs/overview)
and Avro (https://avro.apache.org). Both formats provide a typed IDL for defining
the structure of your messages. A compiler then generates the code that serializes and
deserializes the messages. You're forced to take an API{first approach to service
design! Moreover, if you write your client in a statically typed language, the compiler
checks that it uses the API correctly.

One difference between these two binary formats is that Protocol Buffers uses
tagged fields, whereas an Avro consumer needs to know the schema in order to inter-
pret messages. As a result, handling API evolution is easier with Protocol Buffers
than with Avro. This blog post (http://martin.kleppmann.com/2012/12/05/schema-
evolution-in-avro-protocol-buffers-thrift. html) is an excellent comparison of Thrift,
Protocol Buffers, and Avro.

Now that we’ve looked at message formats, let’s look at specific IPC mechanisms
that transport the messages, starting with the Remote procedure invocation (RPI)
pattern.

Communicating using the synchronous Remote
procedure invocation pattern

When using a remote procedure invocation-based IPC mechanism, a client sends a
request to a service, and the service processes the request and sends back a response.
Some clients may block waiting for a response, and others might have a reactive, non-
blocking architecture. But unlike when using messaging, the client assumes that the
response will arrive in a timely fashion.

Figure 3.1 shows how RPI works. The business logic in the client invokes a proxy
interface , implemented by an RPI proxy adapter class. The RPI proxy makes a request to
the service. The request is handled by an RPI server adapter class, which invokes the
service’s business logic via an interface. It then sends back a reply to the RPI proxy,
which returns the result to the client’s business logic.

Pattern: Remote procedure invocation

A client invokes a service using a synchronous, remote procedure invocation-based
protocol, such as REST (http://microservices.io/patterns/communication-style/
messaging.html).

The proxy interface usually encapsulates the underlying communication protocol.
There are numerous protocols to choose from. In this section, I describe REST and
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Figure 3.1 The client’s business logic invokes an interface that is implemented by an RPI proxy
adapter class. The RPI proxy class makes a request to the service. The RPI server adapter class
handles the request by invoking the service’s business logic.

gRPC. I cover how to improve the availability of your services by properly handling
partial failure and explain why a microservices-based application that uses RPI must
use a service discovery mechanism.

Let’s first take a look at REST.

Using REST

Today, it’s fashionable to develop APIs in the RESTful style (https://en.wikipedia
.org/wiki/Representational_state_transfer). REST is an IPC mechanism that (almost
always) uses HTTP. Roy Fielding, the creator of REST, defines REST as follows:

REST provides a set of architectural constraints that, when applied as a whole, emphasizes
scalability of component interactions, generality of interfaces, independent deployment of
components, and intermediary components to reduce interaction latency, enforce security,
and encapsulate legacy systems.

www.ics.uci.edu/~fielding/pubs/dissertation/top.htm

A key concept in REST is a resource, which typically represents a single business
object, such as a Customer or Product, or a collection of business objects. REST
uses the HTTP verbs for manipulating resources, which are referenced using a
URL. For example, a GET request returns the representation of a resource, which is
often in the form of an XML document or JSON object, although other formats
such as binary can be used. A POST request creates a new resource, and a PUT
request updates a resource. The Order Service, for example, has a POST /orders
endpoint for creating an Order and a GET /orders/{orderId} endpoint for retriev-
ing an Order.


https://en.wikipedia.org/wiki/Representational_state_transfer
https://en.wikipedia.org/wiki/Representational_state_transfer
https://en.wikipedia.org/wiki/Representational_state_transfer
http://www.ics.uci.edu/~fielding/pubs/dissertation/top.htm

74

CHAPTER 3  Interprocess communication in a microservice architecture

Many developers claim their HTTP-based APIs are RESTful. But as Roy Fielding
describes in a blog post, not all of them actually are (http://roy.gbiv.com/untangled/
2008 /rest-apis-must-be-hypertext-driven). To understand why, let’s take a look at the
REST maturity model.

THE REST MATURITY MODEL

Leonard Richardson (no relation to your author) defines a very useful maturity model
for REST (http://martinfowler.com/articles/richardsonMaturityModel.html) that con-
sists of the following levels:

Level 0—Clients of a level 0 service invoke the service by making HTTP POST
requests to its sole URL endpoint. Each request specifies the action to perform,
the target of the action (for example, the business object), and any parameters.
Level 1—A level 1 service supports the idea of resources. To perform an action
on a resource, a client makes a POST request that specifies the action to per-
form and any parameters.

Level 2—A level 2 service uses HTTP verbs to perform actions: GET to retrieve,
POST to create, and PUT to update. The request query parameters and body, if
any, specify the actions' parameters. This enables services to use web infrastruc-
ture such as caching for GET requests.

Level 3—The design of a level 3 service is based on the terribly named
HATEOAS (Hypertext As The Engine Of Application State) principle. The
basic idea is that the representation of a resource returned by a GET request
contains links for performing actions on that resource. For example, a client
can cancel an order using a link in the representation returned by the GET
request that retrieved the order. The benefits of HATEOAS include no longer
having to hard-wire URLs into client code (www.infoq.com/news/2009/04/
hateoas-restful-api-advantages).

I encourage you to review the REST APIs at your organization to see which level they
correspond to.

SPECIFYING REST APIs

As mentioned earlier in section 3.1, you must define your APIs using an interface defi-
nition language (IDL). Unlike older communication protocols like CORBA and
SOAP, REST did not originally have an IDL. Fortunately, the developer community
has rediscovered the value of an IDL for RESTful APIs. The most popular REST IDL is
the Open API Specification (www.openapis.org), which evolved from the Swagger
open source project. The Swagger project is a set of tools for developing and docu-
menting REST APIs. It includes tools that generate client stubs and server skeletons
from an interface definition.

THE CHALLENGE OF FETCHING MULTIPLE RESOURCES IN A SINGLE REQUEST
REST resources are usually oriented around business objects, such as Consumer and
Order. Consequently, a common problem when designing a REST API is how to
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enable the client to retrieve multiple related objects in a single request. For example,
imagine that a REST client wanted to retrieve an Order and the Order's Consumer. A
pure REST API would require the client to make at least two requests, one for the
Order and another for its Consumer. A more complex scenario would require even
more round-trips and suffer from excessive latency.

One solution to this problem is for an API to allow the client to retrieve related
resources when it gets a resource. For example, a client could retrieve an Order and its
Consumer using GET /orders/order-id-1345?expand=consumer. The query parame-
ter specifies the related resources to return with the Order. This approach works well
in many scenarios but it’s often insufficient for more complex scenarios. It’s also
potentially time consuming to implement. This has led to the increasing popularity of
alternative API technologies such as GraphQL (http://graphql.org) and Netflix Falcor
(http://netflix.github.io/falcor/), which are designed to support efficient data fetching.

THE CHALLENGE OF MAPPING OPERATIONS TO HTTP VERBS
Another common REST API design problem is how to map the operations you want
to perform on a business object to an HTTP verb. A REST API should use PUT for
updates, but there may be multiple ways to update an order, including cancelling it,
revising the order, and so on. Also, an update might not be idempotent, which is a
requirement for using PUT. One solution is to define a sub-resource for updating a
particular aspect of a resource. The Order Service, for example, has a POST /orders/
{orderId}/cancel endpoint for cancelling orders, and a POST /orders/{orderId}/
revise endpoint for revising orders. Another solution is to specify a verb as a URL
query parameter. Sadly, neither solution is particularly RESTful.

This problem with mapping operations to HTTP verbs has led to the growing pop-
ularity of alternatives to REST, such as gPRC, discussed shortly in section 3.2.2. But
first let’s look at the benefits and drawbacks of REST.

BENEFITS AND DRAWBACKS OF REST
There are numerous benefits to using REST:

It’s simple and familiar.

You can test an HTTP API from within a browser using, for example, the Post-
man plugin, or from the command line using curl (assuming JSON or some
other text format is used).

It directly supports request/response style communication.

HTTP is, of course, firewall friendly.

It doesn’t require an intermediate broker, which simplifies the system’s archi-
tecture.

There are some drawbacks to using REST:

It only supports the request/response style of communication.

Reduced availability. Because the client and service communicate directly with-
out an intermediary to buffer messages, they must both be running for the
duration of the exchange.
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= Clients must know the locations (URLs) of the service instances(s). As described
in section 3.2.4, this is a nontrivial problem in a modern application. Clients must
use what is known as a service discovery mechanism to locate service instances.

= Fetching multiple resources in a single request is challenging.

= It’s sometimes difficult to map multiple update operations to HTTP verbs.

Despite these drawbacks, REST seems to be the de facto standard for APIs, though
there are a couple of interesting alternatives. GraphQL, for example, implements
flexible, efficient data fetching. Chapter 8 discusses GraphQL and covers the API
gateway pattern.

gRPC is another alternative to REST. Let’s take a look at how it works.

Using gRPC

As mentioned in the preceding section, one challenge with using REST is that
because HTTP only provides a limited number of verbs, it’s not always straightforward
to design a REST API that supports multiple update operations. An IPC technology
that avoids this issue is gRPC (www.grpc.io), a framework for writing cross-language
clients and servers (see https://en.wikipedia.org/wiki/Remote_procedure_call for
more). gRPC is a binary message-based protocol, and this means—as mentioned ear-
lier in the discussion of binary message formats—you’re forced to take an API-first
approach to service design. You define your gRPC APIs using a Protocol Buffers-based
IDL, which is Google’s language-neutral mechanism for serializing structured data.
You use the Protocol Buffer compiler to generate client-side stubs and server-side skel-
etons. The compiler can generate code for a variety of languages, including Java, C#,
Node]S, and GoLang. Clients and servers exchange binary messages in the Protocol
Buffers format using HTTP/2.

A gRPC API consists of one or more services and request/response message defini-
tions. A service definition is analogous to a Java interface and is a collection of strongly
typed methods. As well as supporting simple request/response RPC, gRPC support
streaming RPC. A server can reply with a stream of messages to the client. Alterna-
tively, a client can send a stream of messages to the server.

gRPC uses Protocol Buffers as the message format. Protocol Buffers is, as men-
tioned earlier, an efficient, compact, binary format. It’s a tagged format. Each field of
a Protocol Buffers message is numbered and has a type code. A message recipient can
extract the fields that it needs and skip over the fields that it doesn’t recognize. As a
result, gRPC enables APIs to evolve while remaining backward-compatible.

Listing 3.1 shows an excerpt of the gRPC API for the Order Service. It defines sev-
eral methods, including createOrder (). This method takes a CreateOrderRequest as
a parameter and returns a CreateOrderReply.

Listing 3.1 An excerpt of the gRPC API for the Order Service

service OrderService ({
rpc createOrder (CreateOrderRequest) returns (CreateOrderReply) {}
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rpc cancelOrder (CancelOrderRequest) returns (CancelOrderReply) {}
rpc reviseOrder (ReviseOrderRequest) returns (ReviseOrderReply) {}

}

message CreateOrderRequest {
inté64 restaurantId = 1;
int64 consumerId = 2;
repeated LinelItem lineltems = 3;

}

message LineItem {
string menultemId = 1;
int32 quantity = 2;

}

message CreateOrderReply {
int64 orderId = 1;
1

CreateOrderRequest and CreateOrderReply are typed messages. For example, Create-
OrderRequest message has a restaurantId field of type int64. The field’s tag value is 1.
gRPC has several benefits:

It’s straightforward to design an API that has a rich set of update operations.

It has an efficient, compact IPC mechanism, especially when exchanging large
messages.

Bidirectional streaming enables both RPI and messaging styles of communication.
It enables interoperability between clients and services written in a wide range
of languages.

gRPC also has several drawbacks:

It takes more work for JavaScript clients to consume gRPC-based API than
REST/JSON-based APIs.
Older firewalls might not support HTTP/2.

gRPC is a compelling alternative to REST, but like REST, it’s a synchronous communi-
cation mechanism, so it also suffers from the problem of partial failure. Let’s take a
look at what that is and how to handle it.

Handling partial failure using the Circuit breaker pattern

In a distributed system, whenever a service makes a synchronous request to another
service, there is an ever-present risk of partial failure. Because the client and the ser-
vice are separate processes, a service may not be able to respond in a timely way to a
client’s request. The service could be down because of a failure or for maintenance.
Or the service might be overloaded and responding extremely slowly to requests.
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Because the client is blocked waiting for a response, the danger is that the failure
could cascade to the client’s clients and so on and cause an outage.

Pattern: Circuit breaker

An RPI proxy that immediately rejects invocations for a timeout period after the num-
ber of consecutive failures exceeds a specified threshold. See http://microservices
.io/patterns/reliability/circuit-breaker.html.

Consider, for example, the scenario shown in figure 3.2, where the Order Service is
unresponsive. A mobile client makes a REST request to an API gateway, which, as dis-
cussed in chapter 8, is the entry point into the application for API clients. The API
gateway proxies the request to the unresponsive Order Service.

Unresponsive remote service

API
gateway
Mobile POST/orders Create Ord.er POST/orders Order
app order Service Service
endpoint proxy

Figure 3.2 An API gateway must protect itself from unresponsive services, such as the Order
Service.

A naive implementation of the OrderServiceProxy would block indefinitely, waiting
for a response. Not only would that result in a poor user experience, but in many
applications it would consume a precious resource, such as a thread. Eventually the
API gateway would run out of resources and become unable to handle requests. The
entire API would be unavailable.

It’s essential that you design your services to prevent partial failures from cascading
throughout the application. There are two parts to the solution:

You must use design RPI proxies, such as OrderServiceProxy, to handle unre-
sponsive remote services.
You need to decide how to recover from a failed remote service.

First we’ll look at how to write robust RPI proxies.
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DEVELOPING ROBUST RPI PROXIES

Whenever one service synchronously invokes another service, it should protect itself
using the approach described by Netflix (http://techblog.netflix.com/2012/02/fault-
tolerance-in-high-volume.html). This approach consists of a combination of the fol-
lowing mechanisms:

Network timeouts—Never block indefinitely and always use timeouts when wait-
ing for a response. Using timeouts ensures that resources are never tied up
indefinitely.

Limiting the number of outstanding requests from a client to a service—Impose an upper
bound on the number of outstanding requests that a client can make to a par-
ticular service. If the limit has been reached, it’s probably pointless to make
additional requests, and those attempts should fail immediately.

Circuit breaker pattern—Track the number of successful and failed requests,
and if the error rate exceeds some threshold, trip the circuit breaker so that
further attempts fail immediately. A large number of requests failing suggests
that the service is unavailable and that sending more requests is pointless.
After a timeout period, the client should try again, and, if successful, close the
circuit breaker.

Netflix Hystrix (https://github.com/Netflix/Hystrix) is an open source library that
implements these and other patterns. If you're using the JVM, you should definitely
consider using Hystrix when implementing RPI proxies. And if you're running in a
non-JVM environment, you should use an equivalent library. For example, the Polly
library is popular in the .NET community (https://github.com/App-vNext/Polly).

RECOVERING FROM AN UNAVAILABLE SERVICE

Using a library such as Hystrix is only part of the solution. You must also decide on a
case-by-case basis how your services should recover from an unresponsive remote ser-
vice. One option is for a service to simply return an error to its client. For example,
this approach makes sense for the scenario shown in figure 3.2, where the request to
create an Order fails. The only option is for the API gateway to return an error to the
mobile client.

In other scenarios, returning a fallback value, such as either a default value or a
cached response, may make sense. For example, chapter 7 describes how the API gate-
way could implement the findOrder () query operation by using the API composition
pattern. As figure 3.3 shows, its implementation of the GET /orders/{orderId} end-
point invokes several services, including the Order Service, Kitchen Service, and
Delivery Service, and combines the results.

It’s likely that each service’s data isn’t equally important to the client. The data
from the Order Service is essential. If this service is unavailable, the API gateway
should return either a cached version of its data or an error. The data from the other
services is less critical. A client can, for example, display useful information to the user
even if the delivery status was unavailable. If the Delivery Service is unavailable,
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Figure 3.3 The API gateway implements the GET /orders/{orderId} endpoint using API
composition. It calls several services, aggregates their responses, and sends a response to the
mobile app. The code that implements the endpoint must have a strategy for handling the failure
of each service that it calls.

the API gateway should return either a cached version of its data or omit it from the
response.

It’s essential that you design your services to handle partial failure, but that’s not
the only problem you need to solve when using RPI. Another problem is that in order
for one service to invoke another service using RPI, it needs to know the network
location of a service instance. On the surface this sounds simple, but in practice it’s
a challenging problem. You must use a service discovery mechanism. Let’s look at
how that works.

Using service discovery

Say you’re writing some code that invokes a service that has a REST API. In order to
make a request, your code needs to know the network location (IP address and port)
of a service instance. In a traditional application running on physical hardware, the
network locations of service instances are usually static. For example, your code could
read the network locations from a configuration file that’s occasionally updated. But
in a modern, cloud-based microservices application, it’s usually not that simple. As is
shown in figure 3.4, a modern application is much more dynamic.

Service instances have dynamically assigned network locations. Moreover, the set of
service instances changes dynamically because of autoscaling, failures, and upgrades.
Consequently, your client code must use a service discovery.
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Figure 3.4 Service instances have dynamically assigned IP addresses.

OVERVIEW OF SERVICE DISCOVERY

As you’ve just seen, you can’t statically configure a client with the IP addresses of the
services. Instead, an application must use a dynamic service discovery mechanism. Ser-
vice discovery is conceptually quite simple: its key component is a service registry,
which is a database of the network locations of an application’s service instances.

The service discovery mechanism updates the service registry when service instances
start and stop. When a client invokes a service, the service discovery mechanism que-
ries the service registry to obtain a list of available service instances and routes the
request to one of them.

There are two main ways to implement service discovery:

The services and their clients interact directly with the service registry.
The deployment infrastructure handles service discovery. (I talk more about
that in chapter 12.)

Let’s look at each option.

APPLYING THE APPLICATION-LEVEL SERVICE DISCOVERY PATTERNS

One way to implement service discovery is for the application’s services and their cli-
ents to interact with the service registry. Figure 3.5 shows how this works. A service
instance registers its network location with the service registry. A service client invokes
a service by first querying the service registry to obtain a list of service instances. It
then sends a request to one of those instances.
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Figure 3.5 The service registry keeps track of the service instances. Clients query the service
registry to find network locations of available service instances.

This approach to service discovery is a combination of two patterns. The first pat-
tern is the Self registration pattern. A service instance invokes the service registry’s
registration API to register its network location. It may also supply a health check
URL, described in more detail in chapter 11. The health check URL is an API end-
point that the service registry invokes periodically to verify that the service instance
is healthy and available to handle requests. A service registry may require a service
instance to periodically invoke a “heartbeat” API in order to prevent its registration
from expiring.

Pattern: Self registration

A service instance registers itself with the service registry. See http://microser-
vices.io/patterns/self-registration.html.

The second pattern is the Client-side discovery pattern. When a service client wants to
invoke a service, it queries the service registry to obtain a list of the service’s instances.
To improve performance, a client might cache the service instances. The service client
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then uses a load-balancing algorithm, such as a round-robin or random, to select a ser-
vice instance. It then makes a request to a select service instance.

Pattern: Client-side discovery

A service client retrieves the list of available service instances from the service reg-
istry and load balances across them. See http://microservices.io/patterns/client-
side-discovery.html.

Application-level service discovery has been popularized by Netflix and Pivotal. Netflix
developed and open sourced several components: Eureka, a highly available service
registry, the Eureka Java client, and Ribbon, a sophisticated HTTP client that supports
the Eureka client. Pivotal developed Spring Cloud, a Spring-based framework that
makes it remarkably easy to use the Netflix components. Spring Cloud-based services
automatically register with Eureka, and Spring Cloud-based clients automatically use
Eureka for service discovery.

One benefit of application-level service discovery is that it handles the scenario
when services are deployed on multiple deployment platforms. Imagine, for example,
you’ve deployed only some of services on Kubernetes, discussed in chapter 12, and the
rest is running in a legacy environment. Application-level service discovery using
Eureka, for example, works across both environments, whereas Kubernetes-based ser-
vice discovery only works within Kubernetes.

One drawback of application-level service discovery is that you need a service dis-
covery library for every language—and possibly framework—that you use. Spring
Cloud only helps Spring developers. If you're using some other Java framework or a
non-JVM language such as Node]S or GoLang, you must find some other service dis-
covery framework. Another drawback of application-level service discovery is that
you’re responsible for setting up and managing the service registry, which is a distrac-
tion. As a result, it’s usually better to use a service discovery mechanism that’s pro-
vided by the deployment infrastructure.

APPLYING THE PLATFORM-PROVIDED SERVICE DISCOVERY PATTERNS
Later in chapter 12 you’ll learn that many modern deployment platforms such as
Docker and Kubernetes have a built-in service registry and service discovery mecha-
nism. The deployment platform gives each service a DNS name, a virtual IP (VIP)
address, and a DNS name that resolves to the VIP address. A service client makes a
request to the DNS name/VIP, and the deployment platform automatically routes the
request to one of the available service instances. As a result, service registration, ser-
vice discovery, and request routing are entirely handled by the deployment platform.
Figure 3.6 shows how this works.

The deployment platform includes a service registry that tracks the IP addresses of
the deployed services. In this example, a client accesses the Order Service using the
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Figure 3.6 The platform is responsible for service registration, discovery, and request routing. Service
instances are registered with the service registry by the registrar. Each service has a network location,
a DNS name/virtual IP address. A client makes a request to the service’s network location. The router
queries the service registry and load balances requests across the available service instances.

DNS name order-service, which resolves to the virtual IP address 10.1.3.4. The
deployment platform automatically load balances requests across the three instances
of the Order Service.

This approach is a combination of two patterns:

3rd party registration pattern—Instead of a service registering itself with the ser-
vice registry, a third party called the registrar, which is typically part of the
deployment platform, handles the registration.
Server-side discovery pattern—Instead of a client querying the service registry, it
makes a request to a DNS name, which resolves to a request router that queries
the service registry and load balances requests.
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Pattern: 3rd party registration

Service instances are automatically registered with the service registry by a third party.
See http://microservices.io/patterns/3rd-party-registration.html.

Pattern: Server-side discovery

A client makes a request to a router, which is responsible for service discovery. See
http://microservices.io/patterns/server-side-discovery.htmil.

The key benefit of platform-provided service discovery is that all aspects of service dis-
covery are entirely handled by the deployment platform. Neither the services nor the
clients contain any service discovery code. Consequently, the service discovery mecha-
nism is readily available to all services and clients regardless of which language or
framework they’re written in.

One drawback of platform-provided service discovery is that it only supports the
discovery of services that have been deployed using the platform. For example, as
mentioned earlier when describing application-level discovery, Kubernetes-based dis-
covery only works for services running on Kubernetes. Despite this limitation, I rec-
ommend using platform-provided service discovery whenever possible.

Now that we’ve looked at synchronous IPC using REST or gRPC, let’s take a look at
the alternative: asynchronous, message-based communication.

Communicating using the Asynchronous messaging
pattern

When using messaging, services communicate by asynchronously exchanging mes-
sages. A messaging-based application typically uses a message broker, which acts as an
intermediary between the services, although another option is to use a brokerless
architecture, where the services communicate directly with each other. A service client
makes a request to a service by sending it a message. If the service instance is expected
to reply, it will do so by sending a separate message back to the client. Because the
communication is asynchronous, the client doesn’t block waiting for a reply. Instead,
the client is written assuming that the reply won’t be received immediately.

Pattern: Messaging

A client invokes a service using asynchronous messaging. See http://microservices
.io/patterns/communication-style/messaging.html.

I start this section with an overview of messaging. I show how to describe a messaging
architecture independently of messaging technology. Next I compare and contrast
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brokerless and broker-based architectures and describe the criteria for selecting a
message broker. I then discuss several important topics, including scaling consum-
ers while preserving message ordering, detecting and discarding duplicate messages,
and sending and receiving messages as part of a database transaction. Let’s begin by
looking at how messaging works.

Overview of messaging

A useful model of messaging is defined in the book Enterprise Integration Patterns
(Addison-Wesley Professional, 2003) by Gregor Hohpe and Bobby Woolf. In this
model, messages are exchanged over message channels. A sender (an application or
service) writes a message to a channel, and a receiver (an application or service) reads
messages from a channel. Let’s look at messages and then look at channels.

ABOUT MESSAGES

A message consists of a header and a message body (www.enterpriseintegrationpatterns
.com/Message.html). The header is a collection of name-value pairs, metadata that
describes the data being sent. In addition to name-value pairs provided by the mes-
sage’s sender, the message header contains name-value pairs, such as a unique message
id generated by either the sender or the messaging infrastructure, and an optional
return address, which specifies the message channel that a reply should be written to.
The message body is the data being sent, in either text or binary format.

There are several different kinds of messages:

Document—A generic message that contains only data. The receiver decides how
to interpret it. The reply to a command is an example of a document message.
Command—A message that’s the equivalent of an RPC request. It specifies the
operation to invoke and its parameters.

FEvent—A message indicating that something notable has occurred in the sender.
An event is often a domain event, which represents a state change of a domain
object such as an Order, or a Customer.

The approach to the microservice architecture described in this book uses commands
and events extensively.
Let’s now look at channels, the mechanism by which services communicate.

ABOUT MESSAGE CHANNELS

As figure 3.7 shows, messages are exchanged over channels (www.enterpriseintegra-
tionpatterns.com/MessageChannel.html). The business logic in the sender invokes a
sending port interface, which encapsulates the underlying communication mechanism.
The sending port is implemented by a message sender adapter class, which sends a mes-
sage to a receiver via a message channel. A message channel is an abstraction of the
messaging infrastructure. A message handler adapter class in the receiver is invoked to
handle the message. It invokes a receiving port interface implemented by the consumer’s
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Figure 3.7 The business logic in the sender invokes a sending port interface, which is implemented by a message
sender adapter. The message sender sends a message to a receiver via a message channel. The message channel
is an abstraction of messaging infrastructure. A message handler adapter in the receiver is invoked to handle the
message. It invokes the receiving port interface implemented by the receiver’s business logic.

business logic. Any number of senders can send messages to a channel. Similarly, any
number of receivers can receive messages from a channel.

There are two kinds of channels: point-to-point (www.enterpriseintegrationpatterns
.com/PointToPointChannel.html) and publish-subscribe (www.enterpriseintegration-
patterns.com/PublishSubscribeChannel.html):

A point-to-point channel delivers a message to exactly one of the consumers that
is reading from the channel. Services use point-to-point channels for the one-
to-one interaction styles described earlier. For example, a command message is
often sent over a point-to-point channel.

A publish-subscribe channel delivers each message to all of the attached consum-
ers. Services use publish-subscribe channels for the one-to-many interaction
styles described earlier. For example, an event message is usually sent over a
publish-subscribe channel.

3.3.2 Implementing the interaction styles using messaging

One of the valuable features of messaging is that it’s flexible enough to support all the
interaction styles described in section 3.1.1. Some interaction styles are directly imple-
mented by messaging. Others must be implemented on top of messaging.

Let’s look at how to implement each interaction style, starting with request/response
and asynchronous request/response.

IMPLEMENTING REQUEST/RESPONSE AND ASYNCHRONOUS REQUEST/RESPONSE
When a client and service interact using either request/response or asynchronous
request/response, the client sends a request and the service sends back a reply. The
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difference between the two interaction styles is that with request/response the client
expects the service to respond immediately, whereas with asynchronous request/
response there is no such expectation. Messaging is inherently asynchronous, so only
provides asynchronous request/response. But a client could block until a reply is
received.

The client and service implement the asynchronous request/response style inter-
action by exchanging a pair of messages. As figure 3.8 shows, the client sends a com-
mand message, which specifies the operation to perform, and parameters, to a point-
to-point messaging channel owned by a service. The service processes the requests
and sends a reply message, which contains the outcome, to a point-to-point channel
owned by the client.

Client sends message contain