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Introduction

Methodology

The Hacktivist group Anonymous is known for
having a loosely structured, swarm-like
composition.1 The group holds a disdain for
hierarchy and leadership, and claims no set
interest or ideologies.2
Anonymous is unusual amongst hacktivist
groups, relying on social media to broadcast its
operations and generate publicity.
Our research examined the presence of
Anonymous on Twitter, testing its claims of
being swarm-like in nature, against the group’s
behaviours as they appeared on the platform.3

Machine Learning
Classification
- A supervised
machine learning
approach aimed at
training a model to
classify inputs into
one of a set number
of classes.
- Used to identify
over 20,000
Anonymous
accounts present in
a list of ~2.5million
Twitter accounts.

Social Network
Analysis
- Maps
follower/friend
relationships
between Anonymous
accounts.
- Centrality metrics
are then used to
measure the amount
of influence each
account has over the
network as a whole.

Topic Modelling
- Identifies the
overarching topics
present in a set of
tweets.
- Used to examine
and compare the
topics present in the
tweets of the top
influencer accounts
identified in the
Anonymous network.
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Scores for each centrality metric are recorded in
Fig.1, for the top 1,000 highest scoring accounts.
A higher score indicates that the account has more
influence over the network.
The scores are heavily skewed towards a small
number of highly influential Anonymous accounts,
contradicting the group’s claims.
Table 1

Analysis of accounts being created over time, as seen in
Fig.2, indicates a substantial drop in recent years of
Anonymous accounts being created.
The timing of this drop, around 2013, strengthens
suggestions that the group fragmented after the arrest of
key members around this time.

Topic Modelling
The key topics were extracted from the latest 1,500 tweets of
the 5 most influential Anonymous accounts identified. An
example of the topics from one account can be seen in Table 1.
An analysis of account topics revealed a focus on politics,
activism, and digital security across all 5 accounts.
This consistency in topics of interest across accounts
contradicts the Anonymous’ claims of being swarm-like in
composition.
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