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nft42 and its related companies (“we” or “us” or “our”) respect the privacy of our users 

(“user” or “you” or “your”) and are committed to protecting your privacy. This Privacy 

Policy explains how we collect, use, disclose, and safeguard your information in 

connection with our websites (the “Website”), in connection with any web-based 

development tools and other software associated with our services, as described in our 

Terms of Use (collectively, the “Services”), and when you communicate with us in 

connection with our Services. 

 

Please read this Privacy Policy carefully. If you do not agree with the terms of this Privacy 

Policy, please do not access the site. If you provide the personal information of another 

individual, it means that you have informed him/her of the purpose for which we require 

his/her personal information and he/she has consented to the collection, use and 

disclosure of his/her personal data in accordance with this Privacy Policy. 

 

We reserve the right to make changes to this Privacy Policy at any time and for any 

reason. We will alert you about any changes by updating the “Last Updated” date of this 

Privacy Policy. Any changes or modifications will be effective immediately upon posting 

the updated Privacy Policy on the Website, and you waive the right to receive specific 

notice of each such change or modification. 

 

You are encouraged to periodically review this Privacy Policy to stay informed of updates. 

You will be deemed to have been made aware of, will be subject to, and will be deemed 

to have accepted the changes in any revised Privacy Policy by your continued use of the 

Website as of the date such revised Privacy Policy is posted. 

 

COLLECTION OF YOUR PERSONAL DATA 
We may collect information about you in a variety of ways. The information we may collect 

when you visit the Website or use the Services includes: 

 

Personal Information  

Personally identifiable information, such as your full name, address, email address, 

telephone number, payment information, social media profile information, demographic 

information, such as your age, gender, and hometown, current and previous work history, 

and technical information, such as your blockchain wallet address, that you voluntarily 

give to us when you register for the Website or the Services, or when you choose to 

participate in accessing or using the Website or the Services. You are under no obligation 

to provide us with personal data of any kind, however your refusal to do so may prevent 

you from using certain aspects of the Website and the Services. 

 



 
 

Derivative Data  

Information our servers automatically collect when you access the Website or the 

Services, such as your IP address, your device type, your browser type, your operating 

system, the web pages you viewed on the Website, how long you spent on a page of the 

Website, access times and information about your use of and actions on our Website, 

and/or the pages you have viewed directly before and after accessing the Website. If you 

access the Website from a mobile device, this information may also include your device 

ID, model, and manufacturer, information about the location of your device, and other 

interactions with the Website via server log files, as well as any other information you 

choose to provide. 

 

USE OF YOUR PERSONAL DATA 
Having accurate information about you permits us to provide you with a smooth, efficient, 

and customized experience. Specifically, we may use information collected about you via 

the Website or the Services for any of the following purposes: 

 

● Administer sweepstakes, promotions, and contests.  

● Compile anonymous statistical data and analysis for use internally or with third 

parties. 

● Comply with legal and/or regulatory requirements. 

● Contact you and request feedback about your use of the Website and the Services. 

● Create and manage your account and personal profile in connection with the 

Website and the Services. 

● Deliver advertising, newsletters, and other information to you regarding the 

Website and the Services. 

● Email you regarding your account and send information including confirmations, 

technical notices, updates, security alerts, and support and administrative 

messages regarding the Website and the Services. 

● Manage our business and perform other business activities as needed. 

● Monitor and analyze usage and trends to improve your experience with the 

Website and the Services. 

● Offer you new products, services, and/or recommendations. 

● Operate, maintain, and optimize our Website and the Services, and improve and 

increase the efficiency and operation of the Website and the Services. 

● Prevent and detect fraudulent transactions, monitor against theft, and deter and 

protect against criminal, illegal, or unauthorized activity, including violations of our 

policies and Terms of Service or Terms of Use. 

● Process orders, subscriptions, and payments. 

● Respond to product and customer service requests and resolve disputes and 

troubleshoot problems. 

● Act in any other way we may describe when you provide personal data to us. 

 



 
 

DISCLOSURE OF YOUR PERSONAL DATA 
We may share information we have collected about you in certain situations. Your 

information may be disclosed for any of the following purposes: 

 

Third Party Service Providers  

We may share your information with third parties that perform services for us or on our 

behalf, including business and data analysis, processing orders, subscriptions and 

payments, email delivery, hosting services, IT infrastructure and support, customer 

service, advertising and marketing assistance and communications, and other similar 

services. These service providers may collect and/or use your information, including 

information that identifies you personally, to assist us in achieving the above purposes. 

 

Affiliates  

We may share your information with our affiliates, in which case we will require those 

affiliates to honor this Privacy Policy. Affiliates include our parent company and any 

subsidiaries, joint venture partners or other companies that we control or that are under 

common control with us. 

 

Legal Purposes  

If we believe the release of information about you is necessary to comply with applicable 

law, to respond to legal process, to exercise our legal rights or defend against legal 

claims, to cooperate with law enforcement or regulatory investigations, to investigate or 

remedy potential violations of our policies, or to protect the rights, property, and safety of 

others, we may, in our sole discretion, share your information with government agencies 

or other regulatory bodies and law enforcement officials, or as otherwise permitted or 

required by any applicable law, rule, or regulation. 

 

Business Transactions 

We may share some or all of your personal data in connection with or during negotiation 

of any merger, financing, acquisition, or dissolution transaction or proceeding involving 

sale, transfer, divestiture, or disclosure of all or a portion of our business or assets, or 

those of our affiliates. In the event of an insolvency, bankruptcy, or receivership, personal 

data may also be transferred as a business asset. If another company acquires our 

company, business, or assets, that company will possess the personal data collected by 

us and will assume the rights and obligations regarding your personal data as described 

in this Privacy Policy. 

 

DATA TECHNOLOGY 
 

Cookies, Web Beacons, and Pixel Tags 

We may use cookies, web beacons, pixel tags, log files, and other tracking technologies 

on the Website or in connection with the Services to help customize the Website and the 



 
 

Services and improve your experience. We may use both session Cookies (which expire 

once you close your web browser) and persistent Cookies (which stay on your computer 

until you delete them) to analyze how users interact with our Website and the Services, 

make improvements to our product quality, and provide users with a more personalized 

experience. 

 

Third Party Advertising and Marketing 

We may use third-party vendors, such as the Google Advertising Program, to implement 

email advertising and marketing campaigns, and manage other interactive advertising 

and marketing initiatives. Third-party vendors may use cookies or similar tracking 

technology to help manage and optimize your online experience with us. By accessing 

the Website or using the Services, you consent to the collection and use of your 

information by these third-party vendors, whose advertising and marketing services are 

governed by their own privacy policies and terms. 

 

Third Party Analytics and Tracking 

We may also partner with certain third-party vendors, such as Google Analytics, to allow 

tracking technologies and remarketing services on the Website through the use of first 

party cookies and third-party cookies, to, among other things, collect, analyze, and track 

users’ use of the Website and the Services, determine the popularity of certain content, 

features, and products, and better understand online activity. By accessing the Website 

or using the Services, you consent to the collection and use of your information by these 

third-party vendors, whose analytics and tracking services are governed by their own 

privacy policies and terms. 
 

Third Party Plugins and Extensions 

Our Website and Services may include plugins and extensions from other companies, 

including social media companies and wallet providers. These plugins and extensions 

may collect information, such as information about the pages you visit and your 

blockchain transaction history, and share it with the company that created the plugin or 

the extension even if you do not click on the plugin or the extension. By accessing the 

Website or using the Services, you consent to the collection and use of your information 

by these third-party plugins and extensions, which are governed by the terms and the 

privacy policies of the companies that created them. 

 

Third Party Sites and External Links 

The Website and the Services may contain links to third-party sites and applications of 

interest, including advertisements and external services, that are not affiliated with us. 

Once you have used a link to leave the Website, any information you provide to these 

third parties is not covered by this Privacy Policy, and we cannot guarantee the safety 

and privacy of your information. We have not reviewed such third-party sites and 

applications, and do not control and are not responsible for any of these sites or 



 
 

applications, their content, or their privacy policy. Thus, we do not endorse or make any 

representations about them, or any information, software, or other products or materials 

found there. If you decide to access any of the third-party sites listed on our Website, you 

do so at your own risk. We are not responsible for the content or privacy and security 

practices and policies of any third parties, including other sites, services or applications 

that may be linked to or from the Website or the Services. 

 

DATA OPTIONS 
If you want to learn more about the personal data that we have about you, or you would 

like to update, change, or delete that information, please contact us using the contact 

information provided below. If you no longer wish to receive correspondence, emails, or 

other communications from us, you may opt-out by contacting us using the contact 

information provided below. If you no longer wish to receive correspondence, emails, or 

other communications from third parties, you are responsible for contacting the third party.  

 

DATA PROTECTION 
We use physical, administrative, and technical security measures to help protect your 

personal data. While we have taken reasonable steps to secure the personal data you 

provide to us, please be aware that despite our efforts, no security measures are perfect 

or impenetrable, and no method of data transmission can be guaranteed against any 

interception or other type of misuse. Any data disclosed online is vulnerable to 

interception and misuse by unauthorized parties. Therefore, we cannot guarantee 

complete security of your personal data. You transmit such data at your own risk. 

 

If you make a purchase using the Website or the Services, your payment information is 

collected by a third-party payment processor and transmitted to it directly via an encrypted 

connection. Our payment processors use, process, and store your information in 

accordance with their own privacy policies, and they maintain that they are PCI compliant. 

 

DATA RETENTION 
We may retain your personal data as long as you continue to use the Services, have an 

account with us, or for as long as is necessary to fulfill the purposes for which that 

information was collected as outlined in our policies, or as required or permitted by law. 

We may continue to retain your personal data even after you deactivate your account 

and/or cease to use the Services if such retention is reasonably necessary to comply with 

our legal obligations, to resolve disputes, prevent fraud and abuse, enforce our Terms of 

Service or Terms of Use or other agreements, and/or protect our legitimate interests. 

Where your personal data is no longer required for these purposes, we will delete it. 

 

DATA ACCESS AND CONTROL 

You may have certain additional rights depending on your location: 

 



 
 

1. If you are a user in the European Economic Area or United Kingdom, you have 

certain rights under the respective European and UK General Data Protection 

Regulations (“GDPR”). These include the right to: (i) request access and obtain a 

copy of your personal data; (ii) request rectification or erasure; (iii) object to or 

restrict the processing of your personal data; and (iv) request portability of your 

personal data. Additionally, if we have collected and processed your personal data 

with your consent, you have the right to withdraw your consent at any time. 

 

2. If you are a California resident, you have certain rights under the California 

Consumer Privacy Act (“CCPA”). These include the right to: (i) request access to, 

details regarding, and a copy of the personal information we have collected about 

you and/or shared with third parties; (ii) request deletion of the personal information 

that we have collected about you; and (iii) the right to opt-out of sale of your 

personal information. 

 

3. If you wish to exercise your rights under the GDPR, CCPA, or other applicable 

data protection or privacy laws, please contact us at the email or mailing address 

provided below, specify your request, and reference the applicable law. We may 

ask you to verify your identity, or ask for more information about your request. We 

will consider and act upon any above request in accordance with applicable law. 

We will not discriminate against you for exercising any of these rights. 

 

4. Notwithstanding the above, we cannot edit or delete any information that is stored 

on a blockchain, for example the Ethereum blockchain, as we do not have custody 

or control over any blockchains. The information stored on the blockchain may 

include purchases, sales, and transfers related to your blockchain address and 

NFTs held at that address. 

 

INTERNATIONAL DATA TRANSFER AND PROCESSING 

The information that we collect through or in connection with the Website and the Services 

is transferred to and processed in the United States for the purposes described above. 

We may also subcontract the processing of your data to, or otherwise share your data 

with, affiliates or third parties in the United States or countries other than your country of 

residence. The data-protection laws in these countries may be different from, and less 

stringent than, those in your country of residence. By accessing the Website, using the 

Services or providing any personal or other information to us, you expressly consent to 

such transfer and processing. 

 

CHILDREN 
Our Website and Services are directed at individuals over the age of 13. We do not 

knowingly solicit or collect personally identifiable information from children under the age 



 
 

of 13. If you become aware of any data we have collected from children under age 13, 

please contact us using the contact information provided below.  

 

CONTACT US 
If you have any questions or comments about this Privacy Policy, please contact us via 

email at legal@nft42.com, or at: 

 

nft42 

Attn: Legal Department 

PO Box 20310 #52531 

Cheyenne, Wyoming 82003    

 
 

mailto:legal@nft42.com

