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Program Overview

The Diploma in Cybersecurity and
Network program is an educational
offering that provides students with
a comprehensive understanding of
cybersecurity principles and network
technologies.

The program is designed to equip
students with the practical skills and
knowledge needed to pursue
entry-level positions in the field of
cybersecurity and networking.

Career Opportunity

Network Administrator:
Manage an organization’s computer
network.

Network Security Analyst:

Secure computer systems through security
measures, hetwork monitoring, and incident
response.

Cybersecurity Analyst:
Analyze security risks, prevent security
breaches, and safeguard digital assets.

Network Engineer:

Design and implement computer networks,
including local area networks (LANs), wide
area networks (WANsSs), and cloud-based
networks.

IT Support Specialist (Security):
Provide technical support to end-users on
security-related issues.
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Duration #f2
15 months

Assessment E{G
100% Coursework
100% IRFZ1EA

Entry Requirement \45E
Age 16 and above
1655

Medium HFES

Curriculum is in English. Classes are
conducted in English & Mandarin.
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Programme Fee i§12%H

1st Semester: RM 13,000
RM 5,000

RM 4,500

2nd Semester:

3rd Semester:

Grand Total:

RM 22,500

Area of Study

Network Fundamentals
Understanding the basics of computer
networks, protocols, and network architecture.

Cybersecurity Principles

Learning about the principles of cybersecurity,
including risk management, threat analysis,
and security policies.

Network Security

Studying techniques and technologies for
securing computer networks, including
firewalls, intrusion detection systems, and
virtual private networks (VPNs).

Cyber Threats and Attacks

Identifying and analyzing common cyber
threats and attacks, such as malware, phishing,
and denial-of-service attacks.

Cryptography

Exploring the principles and applications of
cryptography for securing commmunications
and data.

Operating System Security

Understanding how to secure operating
systems to protect against vulnerabilities and
unauthorized access.

Network Administration

Acquiring skills in network administration,
including the setup, configuration, and
maintenance of network infrastructure.
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