Maaser App
Privacy Policy

Your privacy and security is very important to us at My Maaser, the owner and operator of
mymasser.com and the MaaserApp mobile app ("MaaserApp", "My Maaser", the "Company",
"we", "us", or "our"). This Privacy Policy explains how we collect, use, share and protect
information about the users of our Website and any mobile App (collectively referred to as "you",
"your", or "user"). MaaserApp collects information about you ("Your Information™) when you use
our Website ("Website" or "Site"), any mobile application ("App") that allows you to access our
services, and other online products and services (collectively, the "Services") and through other
interactions and communications you have with us. The term Services includes, collectively,
various applications, websites,, email notifications and other mediums, or portions of such
mediums, through which you have accessed this Privacy Policy. By accessing or using our
Services, you consent to the collection, transfer, manipulation, storage, disclosure and other
uses of Your Information (collectively, "Use of Your Information") as described in this Privacy
Policy. For purposes of this Privacy Policy, "Your Information" means information about you,
which may be of a confidential or sensitive nature and may include personally identifiable
information ("PI") and/or financial information. Pl means individually identifiable information that
would allow us to determine the actual identity of a specific living person, while sensitive data
may include information, comments, content and other information that you voluntarily provide.

This Privacy Policy ("Privacy Policy") applies to persons and businesses anywhere in the world
that use our Services. By accessing and using the Services we offer, you are agreeing to be
bound by this Privacy Policy in respect of the information collected about you.

How We Collect Information

Information You Provide To Us. We collect information you provide directly to us, such as when
you request information, create or modify your personal account, request Services, complete a
Maaser App form or application, contact customer support, make a purchase or otherwise
communicate with us. This information may include, without limitation: your name, profile
photograph, date of birth, e-mail address, other taxpayer identification number, physical
address, phone number, information about your charitable giving or charity preferences,
newsletter preference or other personal information you choose to provide.

Log Files, and Anonymous ldentifiers

We collect information about how you interact with our Services, preferences expressed, and
settings chosen. We gather certain information automatically and store it in log files. This
information may include internet protocol (IP) addresses, browser type, app version, operating
system type/version, device type, internet service provider (ISP), date/time stamp.We may
combine this automatically collected log information with other information we collect about you.



We do this to improve services we offer you, to improve analytics, fraud prevention, and/or
App/Site functionality.

Bank Information

When you register for an account or use our Service you may choose to provide our secure
third party payment provider with your banking information. These secure third party payment
processors will handle and store this information, and by using Maaser App you agree to their
terms of service and privacy policy. Maaser App does not store your banking information. We
store the last four digits of your banking number to show you which bank account is connected.

Location Information

When you use the Services we may collect your precise location data. We may also derive your
approximate location from your IP address. This is done for the purpose of fraud prevention and
displaying relevant content.

Device Information

When you use our Services through your computer, mobile phone or other device, we collect
information regarding and related to your device, such as hardware models and IDs, device
type, IP address, operating system version, the request type, the content of your request and
basic usage information about your use of our Services, such as date and time. In addition, we
may collect information regarding application-level events and associate that with your account
to provide customer service. We may also collect and store information locally on your device
using mechanisms such as browser web storage and application data caches.

How We Protect Your Information
Protective Measures

We protect your information using commercially reasonable technical and administrative
security measures to reduce the risks of loss, misuse, unauthorized access, disclosure and
alteration. Some of the safeguards we use are firewalls and data encryption, physical access
controls to our data centers, and information access authorization controls. Although we take
measures to secure your information, we do not promise, and you should not expect, that your
personal information,or searches, or other information will always remain secure. We cannot
guarantee the security of our information storage, nor can we guarantee that the information you
supply will not be intercepted while being transmitted to and from us over the Internet, including,
without limitation, email and text transmissions.

Children's Privacy
The Site and Services are intended for users who are 18 years old or older. Furthermore, we do
not knowingly collect Personal Information from persons under the age of 13. If you are under



the age of 13, please do not provide us with information of any kind whatsoever. We encourage
parents and guardians to spend time with their children online and to be familiar with the
websites they visit and the Apps they use. If you have reason to believe that we may have
accidentally received information from a child under the age of 13, please contact us
immediately at masserapp@gmail.com. If we become aware that we have inadvertently
received Personal Information from a person under the age of 13, we will delete such
information from our records.

How We Use Information

We do not sell your personally identifiable information (Your Information) to third parties. Our
primary purpose in collecting Your Information is to provide you with a safe, smooth, efficient,
and customized experience.

Services

We will use this information in order to provide users with our services and customer support
including, but not limited to, confirming emails related to our services, reminders, confirmations,
requests for information and transactions. Contact you and provide you with information.
Analyze, improve and manage our Services and operations. Resolve problems and disputes,
and engage in other legal and security matters. Enforce our Terms of Service.

Additionally, we may use the information we collect about you to:

Send you communications we think will be of interest to you, including information about
products, services, promotions, news, and events of Maaser App and other companies, where
permissible and according to local applicable laws.Display advertising, including advertising that
is targeted to you based on your location, interests, as well as your Maaser App activities.

Verify your identity and prevent impersonation, spam or other unauthorized or illegal activity
including, without limitation, infringement of intellectual property rights of third parties.We may
transfer the information described in this Privacy Policy to, and process and store it in, the
United States and other countries, some of which may have less protective data protection laws
than the region in which you reside. Where this is the case, we will take appropriate measures
to protect your personal information in accordance with this Privacy Policy.

We may disclose Your Information:

To any person who, in our reasonable judgment, is authorized to receive your

Information as your agent, including as a result of your business dealings with that

person (for example, your attorney). To our third-party vendors and service providers so that
they may provide support for our internal and business operations, including for the processing
of payments, handling of data processing, data verification, data storage, surveys, research,



internal marketing, delivery of promotional, marketing and transaction materials, and our
Services maintenance and security. These companies are authorized to use Your
Information only as necessary to provide these services to us and are contractually
obligated to keep Your Information confidential.

Law Enforcement

Maaser App is committed to cooperating with law enforcement while respecting each
individual's right to privacy. If Maaser App receives a request for user account information

from a government agency investigating criminal activity, we will review the request to

be certain that it satisfies all legal requirements before releasing information to the

requesting agency. Furthermore, under 18 U.S.C. §§ 2702(b)(8) and 2702(c)(4) (Voluntary
Disclosure Of Customer Communications or Records), Maaser App may disclose user account
information to law enforcement, without a subpoena, court order, or search warrant, in response
to a valid emergency when we believe that doing so is necessary to prevent death or serious
physical harm to someone. Maaser App will not release more information than it prudently
believes is necessary to prevent harm in an emergency situation.

We may also share data in response to a request for information by a competent authority if we
believe disclosure is in accordance with, or is otherwise required by, any applicable law,
regulation, or legal process. With law enforcement officials, government authorities, or other
third parties if we believe your actions are inconsistent with our user agreements, Terms of
Service, or policies, or to protect the rights, property, or safety of Maaser App or others.

User Directed Information Sharing Options

Your Information may be shared with the organizations you have donated to. At the time of
donation you will be presented with an option to donate anonymously. If you do not choose to
donate anonymously we will share your name, email memo, amount and date to the
organization you are donating to.

In addition if you choose to utilize our share feature and share content outside of our
app/website our privacy policy no longer covers the shared content. The content is subject to
the privacy policy of the location/service that you shared your content with.

Other Sharing
With affiliated entities that provide payment processing services on our behalf,
With vendors, consultants, marketing partners, and other service providers who need

access to such information to carry out work on our behalf.

In connection with, or during negotiations of, any merger, sale of company assets, consolidation
or restructuring, financing, or acquisition of all or a portion of our business by or into another



company If we otherwise notify you and you consent to the sharing; and In an aggregated
and/or anonymized form which cannot reasonably be used to identify you.

Links to Third-Party Websites

Our Services, as well as the email messages sent with respect to our Services, may contain
links or access to websites operated by third parties that are beyond our control. Links or
access to third parties from our Services are not an endorsement by us of such third

parties, or their websites, applications, products, services, or practices. We are not
responsible for the privacy policy, terms and conditions, practices or the content of such

third parties. These third-parties may send their own cookies to you and independently

collect data. If you visit or access a third-party Website, application or other property that is
linked or accessed from our Services, we encourage you to read any privacy policies and terms
and conditions of that third party before providing any personally identifiable information. If you
have a question about the terms and conditions, privacy policy, practices or contents of a third
party, please contact the third party directly.

Do Not Track

Some web browsers may give you the ability to enable a "do not track" feature that sends
signals to the websites you visit, indicating that you do not want your online activities tracked.
This is different from blocking or deleting cookies, as browsers with a "do not track" feature
enabled may still accept cookies. There is currently no industry standard for how companies
should respond to "do not track" signals, although one may develop in the future. We do not
respond to "do not track" signals at this time; if we do so in the future, we will describe how in
this Privacy Policy.

International Privacy Practices

In order to provide our products and services to you, we may send and store your personal
information outside of the country where you reside or are located, including to the United
States. Accordingly, if you reside or are located outside of the United States, your personal
information may be transferred outside of the country where you reside or are located, including
countries that may not, or do not, provide the same level of protection for your personal
information. We are committed to protecting the privacy and confidentiality of personal
information when it is transferred. If you reside or are located within the European Economic
Area and such transfers occur, we take appropriate steps to provide the same level of protection
for the processing carried out in any such countries as you would have within the European
Economic Area to the extent feasible under applicable law. By using and accessing our products
and services, users who reside or are located in countries outside of the United States agree
and consent to the transfer to and processing of personal information on servers located outside
of the country where they reside, and that the protection of such information may be different
than required under the laws of their residence or location.



Account Information

You may delete your account at any time by logging into our app/website and going to the user
profile/settings page. If you have outstanding balances when you close your account we are still
permitted to collect the money from you. If you do not comply with requests to pay the balance
you owe we will involve law enforcement. If you have funds in your dwolla account after deleting
your maaser account we will assist you in recovering the funds. Please email us at

masserapp@gmail.com for assistance.

Please note that in some cases we may retain certain information about you as required by law,
or for legitimate business purposes to the extent permitted by law. For instance, if you have a
standing credit or debit on your account, or if we believe you have committed fraud or violated
our Terms of Service, we may seek to resolve the issue before deleting your information.

Your Preferences
Access Rights

Maaser App will comply with individual's requests regarding access, correction, and/or deletion
of the personal data it stores in accordance with applicable law. To make changes to your
account affecting your personal information contact us at masserapp@gmail.com.

Promotional Information Opt Out

You may opt out of receiving promotional messages from us by following the instructions in
those messages. If you opt out, we may still send you non-promotional communications, such
as those about your account, about Services you have requested, or our ongoing business
relations.

Your California Privacy Rights

a. California Civil Code Section 1798.83 entitles California customers to request information
concerning whether a business has disclosed Personal Information to any third parties for
their direct marketing purposes. California residents may request and obtain from us once

a year, free of charge, information about the personal information, if any, we disclosed

to third parties for direct marketing purposes within the immediately preceding calendar
year. If applicable, this information would include a list of the categories of personal
information that was shared and the names and addresses of all third parties with which

we shared information within the immediately preceding calendar year. If you are a California
resident and would like to make such a request, please submit your

request in writing to: masserapp@gmail.com.
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Changes to the Privacy Policy

We may change this Privacy Policy from time to time. If we decide to change this Privacy Policy,
we will inform you by posting the revised Privacy Policy on the Site. Those changes will go into
effect on the "Last updated" date shown below. By continuing to use the Site or Services, you
consent to the revised Privacy Policy. We encourage you to periodically review the Privacy
Policy for the latest information on our privacy practices.

Contact Us

If you have any questions about this Privacy Policy, please contact us at
masserapp@gmail.com.

Last updated: October 26, 2022
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