RON GALPERIN
CONTROLLER

April 16, 2019

Honorable Eric Garcetti, Mayor
Honorable Michael Feuer, City Attorney
Honorable Members of the Los Angeles City Council

Re: Strengthening Oversight of the City’s Information Technology Contracts

The Controller’s office is empowered to examine how well City departments are serving
Angelenos, and also review the internal processes and procedures in place to prevent financial
or contracting fraud and abuse. While bad behavior is not the norm for City employees or
contractors, it does happen on occasion, which can hurt the City’s coffers and undermine public
trust in government. My latest report discusses ways to prevent such harm by strengthening
internal controls relative to the City’s information technology (IT) contracts with outside vendors.

Last year, an investigation spearheaded by the Los Angeles Department of Building and Safety
(LADBS) found that a small number of employees in its Technology Services Bureau were
creating fake invoices and falsifying the receipt of products and services from IT contractors, an
alleged fraud of at least $3.5 million in public funds. Although the bulk has been retrieved, and
the City Attorney and District Attorney are in the middle of investigations, my office took a
thorough look at the systems in place to prevent this type of fraud from recurring at LADBS. We
concluded that, despite the rigors of the City’s IT contracting process, there is a need for
additional internal control mechanisms at both LADBS and citywide to make it more difficult for
fraud to occur in the future. Stronger internal mechanisms, rules and procedures are necessary
to defend against those who may attempt to exploit the system for personal gain.

Enhanced oversight and controls needed

The report outlines specific steps that will help LADBS better manage foreseeable risks and
ensure greater accountability:
e Expressly state that professional services cannot be procured through existing IT
contracts and must be bid on separately in a competitive process;
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e Mandate the use of work orders and performance metrics to track costs and outcomes;

e Require background checks for all employees with access to sensitive information;

e Assure that outside business activities by LADBS employees are reported to prevent
conflicts of interest.

Additionally, the report identifies several opportunities to strengthen the City’s oversight of IT
contracts for all departments:
e Annual reporting to the City Council on the amounts spent by departments for IT
commaodity contracts;
e Include language in all City contracts mandating contractors to report City employees
who seek bribes or kickbacks to the Controller’s office and Ethics Commission;
e Require City departments to notify the Information Technology Oversight Committee of
all large-scale IT projects expected to exceed one million dollars.

| urge City leaders and the relevant departments to fully implement these recommendations as
they will not only enhance the management of public dollars, but also demonstrate our collective
dedication to delivering on the promise of good government.

Respectfully submitted,

e

RON GALPERIN
L.A. Controller
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Executive Summary

Every Department and employee of the City of Los Angeles (City) is expected to perform their
functions with diligence and dedication on behalf of Angelenos. Public trust is vital to our City’s
effectiveness and sustainability. All City Departments and employees are held to the highest of
standards of conduct to ensure City decisions are — and are perceived to be — fair, impartial, and
made in the best interests of the public.

In November 2017, the City’s Department of Building and Safety (“Building and Safety”)
management initiated an investigation after allegations of information technology (“IT”)
contracting fraud had been raised by a Building and Safety employee. The alleged fraud,
estimated at over $3.5 million, involved the improper use of two City IT commodity contractors
by certain employees, assigned to Building and Safety’s Technology Services Bureau
(“Technology Services”).

Building and Safety’s management informed the Controller’s Office when their investigation
commenced. When the investigation concluded in May 2018, Building and Safety management
provided a briefing on the outcome of their investigation.

As a result of Building and Safety’s investigation substantiating allegations of creating fictitious
invoices and falsifying the receipt of products and services, both the Office of the City Attorney
(“City Attorney”) and Los Angeles County District Attorney are completing their respective
investigations into this matter. Notwithstanding, there is no reason to wait for implementing
necessary enhancements to business processes and the internal control environment at Building
and Safety, as well as the City as a whole. Due to the ongoing investigations by the City Attorney
and Los Angeles County District Attorney, certain details regarding the alleged fraud and
contracting violations have not been included in this report. It appears that certain issues
addressed in this report may have been exacerbated by misconduct, and possible fraud, on the
part of certain City IT contractors. However, this report focuses on strengthening the City’s
internal processes and procedures rather than the details of alleged misconduct. The report is
intended to provide lessons to all City Departments on the importance and need for strong
internal controls.

The City’s contracting process for IT services can be burdensome and the circumvention of
controls that led to the alleged contracting violations in which professional services had been
purchased through IT commodity contractors may have originated from an attempt to speed up
IT projects needed by Building and Safety. But, while efforts to streamline the City’s contracting
process for professional services may be desirable, appropriate controls are needed to promote
public accountability and assure responsible stewardship of City resources.



In this Review, we offer a number of recommendations designed to make it more difficult for
potential fraud, abuse, and contracting violations to occur or remain undetected in the future.
These recommendations broadly relate to:

1. Enhancing management oversight and control;
2. Strengthening Citywide policies and controls; and,

3. Increasing Building and Safety budget and fee transparency.

ENHANCING MANAGEMENT OVERSIGHT AND CONTROL

Internal control is broadly defined as any action taken to manage risk and increase the likelihood
that established objectives and goals will be achieved. Even while encouraging flexibility and
responsiveness in providing services to customers, internal controls are a necessary defense
against the few individuals who may seek to abuse or profit from such flexibility. Department
management is primarily responsible for designing, implementing, and maintaining a system of
internal controls.

Based upon our Review, we recommended a number of control enhancements for Building and
Safety to implement including:

o Adding explicit language in its newly developed policies and procedures highlighting that
professional services (i.e., general consulting, application development, and programing
services) are not permitted to be procured through the City’s IT commodity contracts. Best
practices dictate that professional services be separately scoped out and competitively bid;

o Requiring work orders and formal performance metrics to track costs and monitor
outcomes for specifically defined IT projects;

o Assure that outside business activities by Building and Safety employees is reported, and
vetted to ensure that such activities do not represent a potential conflict of interest; and

o Requiring background checks for all individuals with access to sensitive or confidential
information.

STRENGTHENING CITYWIDE POLICIES AND CONTROLS

We also identified opportunities to strengthen the City’s oversight of IT commodity contract
usage, such as General Services Department:

o Submitting an annual information report to policy makers (including both the Information
Technology and General Services Sub-Committee and Budget and Finance Sub-Committee of



City Council) delineating the amounts spent by departments through the City’s IT commodity
contracts;

o Requiring City departments to upload receiving documents into the City’s Financial
Management System (FMS) prior to payment on any IT commodity contract;

o Working with the City Attorney to ensure all IT commodity contracts consistently contain
clauses to emphasize professional services (e.g., general consulting and IT application
development) are not allowed to be procured by the commodity contracts and the City
maintains its right to complete audits on the contract; and

o Requiring all City departments to notify the City’s IT Oversight Committee of all large-scale
IT projects that are expected to exceed a certain dollar threshold (e.g., S1 million) to
periodically monitor these projects to ensure City resources are effectively used in
completing these IT projects. The IT Oversight Committee meets once a month and includes
representatives from the Office of the City Administrative Officer (CAO), the Office of the
Chief Legislative Analyst, and the Mayor’s Office.

INCREASING BUILDING AND SAFETY BUDGET AND FEE
TRANSPARENCY

The Building Permit Enterprise Fund derives its revenue by assessing fees for its services. Itis a
best practice to conduct a detailed “Fee Study” periodically to assure that the set fees recover
the full cost of delivering services — no more or no less. A fee study has not been conducted in
more than ten years. We recommend that a fee study be conducted as soon as practicable, and
every three years thereafter.

Lastly, the total Building Permit Enterprise Fund Budget for FY2018 is $328 million. The budget
includes $138 (42%) in reserves. The large budget reserve must be broken into greater detail
to enable City leaders to determine if the reserve is necessary and properly supported.

REVIEW OF REPORT AND ACTION PLANS

A draft of this report was provided to Building and Safety, the CAO, and General Services’
management on February 8, 2019 and we received each of their action plans to implement the
recommendations contained in this report (see Appendix I).



Background

In June 2018, the Controller’s Office initiated this Special Review to identify:

4+ Possible reasons why IT contracting problems arose and were either undetected or
unreported; and,

4+ Necessary internal control enhancements to prevent the potential for fraud, abuse, and IT
contracting violations from occurring or remain undetected in the future.

We interviewed multiple Building and Safety employees and representatives of other City
Departments including the Information Technology Agency, the CAO, the City Attorney, General
Services Department, Public Works — Bureau of Contract Administration, the Office of the Mayor,
and the Controller’s Office. In addition, we conducted a limited inquiry of Los Angeles County’s
(“County”) Public Works and Internal Services Departments to identify possible practices for City
management’s consideration. We also reviewed: 1) hundreds of documents from the use of two
IT Commodity Contractors, including certain information collected during Building and Safety’s
investigation; 2) documentation on IT contracted staff Technology Services’ used to supplement
existing resources; 3) City payroll (PaySR) information regarding use of Technology Services’
overtime; 4) Building and Safety’s Systems Development Budget and the Building Permit
Enterprise Fund Budget; 5) General Services Department recently obtained contractor utilization
reports for one IT Commodity Contractor; 6) various City ordinances, rules, and standards; and
7) other pertinent documents.

Our observations relate to three areas, and thus are presented in the following sections of the
detailed report:

- Enhancing Management Oversight and Control
- Strengthening Citywide Policies and Control
- Increasing Building and Safety Budget and Fee Transparency

To address opportunities noted in these areas, we offer a series of recommendations to City
Officials, especially those at Building and Safety, General Services Department, and the CAO.



Observations and Recommendations

I. Enhancing Management Oversight and Control

Lack of Documented Review

Building and Safety has a budget of $178 million, with 1,000 people organized into seven primary
Bureaus. The Resource Management Bureau (Resource Management) is responsible for the
procuring products and services for the Department as a whole. For example, if the Permit,
Inspection, or Code Enforcement Bureaus needed services, Resource Management procured it.
About seven years ago, Building and Safety instituted a different process for Technology Services
purchase requisitions (also referred to as S1Bs), limiting the role of Resource Management in the
procurement of Technology purchases to verifying the availability of funds. Beginning in 2012,
Technology Services, for the most part, obtained quotes and purchased good and services
independently of Resource Management.

We evaluated Technology Services’ approved S1Bs from August 2013 through October 2016, and
found that a Building and Safety Executive Advisor had vetted at least 354 S1Bs from Technology
Services for $38 million in purchases, yet many of the S1Bs did not contain written justification
for the purchases.! While some of the high-dollar S1Bs (greater than $100,000) contained the
approval of Building and Safety’s executive management, the majority did not. In fact, two of
the S1Bs without executive management approval were for Building and Safety’s expanded data
center ($1.1 million and $2.0 million) where monies appear to have been paid to several
unauthorized subcontractors. Another payment totaling $2.4 million was made for the data
center, but the S1B could not be located.

In May 2018, Building and Safety’s General Manager implemented revised procurement
policies and procedures that now require all of Technology Services’ requests of more than
$10,000 to be reviewed and approved by both Resource Management’s Assistant General
Manager, and executive management with supporting documentation to accompany the S1B.2
We applaud this additional oversight.

1 According to the Executive Advisor, vetting meant reviewing the related quote, S1B, and adherence to the related
contract.
2 Building and Safety’s new procurement procedures also require all requests for IT products and services to:
1) clearly describe the products and services being requested; 2) justification establishing the need for the requested
products and services; and, 3) information on how the requested product or service will fulfill that need. If needed,
Technology Services will generate an S1B, and the S1B, with all supporting documentation will be submitted to
Resource Management for review and approval, with requests over $10,000 requiring Building and Safety executive
management review and approval.
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Lack of Clarity

On the other hand, the revised procurement policies and procedures remain unclear with regard
to the purchase of services. We noted that the new policy and procedures could be further
strengthened by including language to remind employees that professional services, such as
general consulting, application development, and programming services are not permitted to
be paid through an IT commodity contract. See Recommendation 1a.

Lack of Formal Budgets and Work Orders for IT Projects

Building and Safety’s executive management neither required Technology Services to establish
formal budgets for all defined IT projects, nor did they require consistent work orders to track all
costs, including internal labor costs, product costs, and other professional service costs
associated with those IT projects. As stated above, nearly all Technology Services’ S1Bs did not
include a written justification for the operational need for procured IT related products and
services, and many did not include the associated IT project or the person requesting the
products or services. As a result, Building and Safety cannot provide an accurate or reliable
accounting for how much it spent on various IT projects. See Recommendation 1b. A further
problem for accounting is that there were informal transfers between line items in the budget
for Technology Services’ approved systems development, but no established dollar threshold
requiring the approval from Building and Safety’s General Manager with written justification for
the transfers. See Recommendation Ic.

Lack of Formal Metrics to Monitor IT Projects

Building and Safety did not establish formal metrics to monitor IT projects, and when City
contractors developed and managed IT applications, the Department did not always define
milestones or deliverables. For example, we found that for years the City had professional
service contracts with a business but this same business was also paid by Building and Safety for
professional services through the two IT commodity contractors and subcontractors. This
business was used for an unusual number of projects through the commodity contract that were
not competitively bid, and the commodity contractors retained commissions for making these
payments. Duringinterviews, we learned that some of the projects from this business had either:
1) experienced significant unexplained delays in completion; 2) required Technology Services’
employees to substantially assist the business’ staff to complete the projects; or, 3) had not been
completed.? 4 See Recommendation 1d.

3 Two Technology Services supervisors indicated that the former Technology Services Assistant General Manager

outsourced application development projects to this business when Technology Services had many full-time

employees capable to complete these projects. Between FYs 2012 and 2018, Technology Services had over 40 full-

time employees.

4 Further, according to the new Technology Services Assistant General Manager, the department had outsourced

some of its IT projects using an hourly based cost structure, which can be especially costly when there are delays.
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Excess Overtime Usage

Building and Safety executive management should enhance its monitoring of overtime usage and
require additional information in overtime reports to justify operational need for the overtime.
Specifically, between FYs 2012 and 2018, Technology Services’ employees were paid $2.9
million in overtime. Strikingly, five of approximately 40 employees received 52% of that
amount, or $1.5 million for 21,097 hours in premium overtime compensation. A review of a
few of these overtime reports found that the reports lacked information to justify that the
overtime was worked to meet operational needs. While Technology Services’ paid overtime has
significantly declined since the investigation, this concern highlights the need to better monitor
overtime and ensure it is justified by actual operational needs.> See Recommendation 1e.

Potential for Conflicts of Interest

Building and Safety did not periodically remind employees to report any outside business
activities. As this is an area where conflicts of interest could exist, Building and Safety’s
management should send an annual reminder to its employees to report outside business
activities for management review, approval, and acknowledgement. See Recommendation 1f.

Further, we found that several Building and Safety supervisors and managers who had the
responsibility of approving Technology Services S1Bs, also had family members working as IT
contracted staff for Technology Services. When we requested interview evaluation and
selection sheets for a sample of the contracted staff who were identified as family members of
Building and Safety management and supervisors, Building and Safety was unable to locate the
requested documentation; they indicated that the responsible employee had resigned and any
documentation she may have had on this matter was “lost.”

These practices raise numerous concerns. Namely: 1) were these contractors needed; 2) were
the most qualified contractors selected; and, 3) was the selection process completed in a fair and
objective manner?

To address these concerns, Building and Safety should establish an IT contracted staff selection
committee comprised of the new Assistant General Managers for Technology Services and
Resource Management, as well as Building and Safety’s Personnel Director (or their designees).
This committee should ensure that requests for Technology Services’ contracted staff are
justified, and that resume reviews, interviews, and selections are conducted in a fair and
objective manner, with the most qualified individuals being selected. Moreover, many of the IT
contracted staff used by Technology Services had been paid for their professional services

As a result, she indicated that going forward Technology Services will be using delivery based cost structures for
outsourced IT projects, when applicable.

5 Building and Safety paid more than $47.6 million in overtime to its employees over the seven years ending FY
2018.



through the IT commodity contract.? Going forward, Building and Safety should ensure all
contracted staff are paid through properly established professional service contracts maintained
by either Building and Safety or the City’s Information Technology Agency (ITA). See
Recommendation 1g.

Failure to Conduct Background Checks

We also noted that the Building and Safety IT contracted staff had not received background
checks. The City’s ITA requires its IT contracted staff working with sensitive or confidential
information to undergo a background check. Similarly, the Los Angeles County Internal Services
Department requires its IT contractors to undergo a background check if placed within a County
building. When Building and Safety’s IT contracted staff are working on projects that involve
sensitive or confidential information, a background check is warranted and in line with best
practice. See Recommendation 1h.

Non-Reporting of Internal Control Weaknesses

Adherence to strong fiscal controls helps deter and detect fraud, procurement violations, and
other problems. To help achieve this, the Controller’s Office periodically requires Department
General Managers to certify adherence to certain fiscal-related internal controls. The
Controller’s Internal Control Certification Program (ICCP) provides an opportunity for department
management to review, evaluate, and attest to the adequacy of internal controls in key areas of
the department’s fiscal operations.

However, we found that Building and Safety’s FY 2015 ICCP attestation by the prior General
Manager did not report certain required internal control weaknesses. Had these problems
been reported, it may have prompted further questions and faster solutions. Specifically,
Building and Safety should have identified and reported the following weaknesses in expenditure
coding, inventory controls, and product receiving.

Expenditures Improperly Coded

Building and Safety did not review IT expenditures to ensure they were coded to the correct
account. For years, Technology Services’ IT expenditures had been improperly coded to
Building and Safety’s Office & Administrative Expense Account. For example, in FY 2015, one
IT commodity contractor was paid $12.5 million, but because those expenditures were
improperly coded to the Office & Administrative Expense Account, it would have been difficult
for City management to identify the anomaly.

5 The second IT Commodity Contractor did not comply with General Services Department requests (made behalf of
the Office of Controller’s) to provide information on subcontractor usage since 2009.

8



Resource Management’s new Chief Accountant identified this problem in late FY 2017. After
research, she found that the employees did not understand the reason for or importance of FMS
“object codes” and had likely not been trained on coding the transactions to the proper
expenditure account. Thereafter, she updated Building and Safety’s accounting procedures and
instructed these employees to code expenditures properly. As a result, the expenditures coded
as Office & Administrative Expense dropped significantly, from an average of $9.4 million
between FYs 2012 and 2017, to $563,000 in FY 2018.

Expenditure

Acct.

Exhibit 1 — Building and Safety’s Expenditures per FMS

FY 2012

FY 2013

FY 2014

FY 2016

FY 2017

FY 2018

2 - Printing & Binding $206,643 $45,543 $481,870 $141,250 $112,697 485,692 $82,417
213 - Travel Expense $48,362 $72,518 $40,162 $59,445 $67,629 $70,546 $88,218
:gfvi'cizntra““a' $764,904 $1,337,425 $5,401,718 $2,808,612 36,714,332 48,942,496 45,389,796
530 - Non-Capital $609 $90,861 $189,763 $5,600 0 $403,206 $433,005
Equip Expense
gg;énng'ce &Admin | o) 833406 | $8,216,522 $6,726,555 | $18,433,240 | $12,015,829 $6,308,539 $563,001
602 - Operating

) $157,426 $125,499 $125,127 $192,104 $235,600 $893,141 $377,954
Supplies & Expense
641 - Property
Management Expense | 981,660 $948,494 $107,363 $202,251 $337,516 $410,496 $474,840
677 - Reimbursement | o, 595 236 | 419576162 | $21,630,791 | $30,658370 | $35,860,266 $44,816,548 | $50,047,050
to General Fund
678 - Reimbursement %0 ) 30 $40,000 $40,000 $40,000 $35,200
to Other Fund
730 - Furn, Office &
Tech Equip Under $5K 33,527 52,990 50 50 30 50 50
731 - Furn, Office &
Tech Equip Over $5K $0 S0 $0 $0 $266,784 $73,343 S0
733 - Computer
Hordware S5K & Over ) ) ) 30 $0 $200,360 $460,493
740 — Software 0 50 ) 50 ) $2,332,516 ($658,338)
741 - Software
Maintenance 30 ) 30 30 30 41,626,642 43,018,922
Agreement
742 - Hardware
Maintenance S0 S0 S0 S0 S0 $1,715,079 ($323,807)
Agreement
911 - Operating
Transfer to General $64,623,794 | $65723,560 | $41,487,605° | $75,107,184 | $84,462,786 | $94,930,249 | $112,986,777
Fund
925 - Operating
Bl 30 ) $11,459 $73,725 $281,552 $159,376 $48,796
995 - Addl Operating
Transfer - General $640,570 $2,479,704 | $33,383,928° | $3,830,892 35,165,784 43,121,290 43,042,534
Fund
997 - Add| Operating $70,000 $0 $90,000 $45,000 $65,000 $107,553 $141,753
Transfer - Special Fund

Total $93,323,637 | $98,619,278 | $109,676,341 | $131,597,673 | $145,625,775 | $166,237,072 | $176,208,611

7 The approximate $3.5 million returned to the City from a commodity contractor’s fulfillment subcontractor was used to reverse
expenditures, resulting in negative expenditure balances in FY 2018.
8 The Resource Management Chief Accountant indicated that in FY 2014, Building and Safety had coded $33+ million as additional
operating transfers to the general fund (995) instead of operating transfers to the general fund (911).
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Failure to Conduct Independent Inventories

A physical and independent inventory count — separate from Technology Services’ supply,
procurement, and inventory functions — did not take place for many years prior to 2016.
Despite this lapse, Building and Safety certified that there was no internal control weakness
related to this area. Prior to Building and Safety’s investigation, Technology Services had been
allowed to manage its own inventory, warehouse, transfers, and salvaging of Building and
Safety’s IT assets. The internal investigation found that asset transfers and salvaging by
Technology Services were not formally approved or documented.?

With over 5000 IT assets, Building and Safety must keep accurate records of where its assets are
located, to whom they have been assigned, and what happens to the asset when assigned
employees transfer or leave the Department.® To ensure Building and Safety’s inventory records
are accurate, the Department should require an independent, physical inventory be completed
once a year.

Lack of Supporting Documentation for Receipt of IT Products and Services

The Building and Safety investigation and this Review confirmed that for many years, a
Resource Management supply clerk relied, many times, on Technology Services employees to
verbally acknowledge or email acknowledgement of receiving IT products and services without
providing any supporting documentation (e.g., a packing slip or deliverable terms for
services).!! This weakness in internal control should also have been identified through Building
and Safety’s 2015 ICCP, but it was not.

9 Building and Safety’s new procurement procedures (issued May 2018) requires all requests to salvage any inventory items to
be submitted to Resource Management for record keeping, processing, and coordination with other City Departments. All salvage
requests must include a Bureau Assistant General Manager’s signature.

10 After the Building and Safety investigation, the Resource Management Chief Accountant initiated a physical inventory of
Technology Services’ items. While it was not complete as of this Review, it had already identified over 260 items that could not
be located, and that some items were located in other City departments and offices. Building and Safety indicated that
independent physical inventories would be completed annually going forward.

11 Building and Safety’s new procurement procedures (issued May 2018) requires, for tangible product deliveries, that receiver
for Technology Services have a Department purchasing expert or a designated Resource Management employee present to verify
receipt. The receiver for Technology Services must also sign and include the receipt or packing slip with the completed receiving
report, with shipments of computers and other IT equipment including serial numbers on the packing slip. The receiver
Technology Services must then obtain approval from the Technology Services Assistant General Manager and submit the receiving
report to the Department purchasing expert with notification to Resource Management to ensure new products received are
entered into the inventory database. For non-tangible products (e.g., software delivered electronically) and professional services,
the receiver for Technology Services must include necessary receipts, deliverables, timesheets, and other documents that show
the products or services had been rendered consistent with the original approved request. For example, requests for professional
services that note the payment terms as “Hourly” shall include timesheets with the receiving report and requests for professional
services that note payment terms as “By Deliverable” shall include documentation for the completed deliverable(s) for the
associated receiving report. These deliverables shall be consistent with one or more of the deliverables listed on the original
request forms. The receiving report must be signed by the receiver for Technology Services, approved by the Technology Services
Assistant General Manager, and submitted with all required attachments to the Resource Management supply clerk. The new
procedures also requires all original receiving reports and associated attachments to be maintained by Resource Management to
ensure proper record keeping.
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Il. Strengthening Citywide Policies and Controls

The General Services Department and the City’s financial system require that three key
procurement documents match (purchase order, invoice and receiving information) before
payment is authorized. However, they rely on City departments to ensure that commodity
purchases are justified, received, and comply with the contract. General Services Department
has recently instituted additional procedures that require supervisor and management level
approval for payments over a certain dollar threshold.'? The Controller’s Office is also expected
to review payments over $100,000, and has recently enhanced its review process to include
analytical procedures.

In addition to these enhanced procedures, General Services Department management indicated,
and we agree, that City staff responsible for procuring, receiving, or processing payments need
periodic reminders on what is allowed and not allowed to be purchased through the City’s IT
commodity contracts. See Recommendation 2a.

The City’s IT commodity contracts do not allow for the professional services, such as general
consulting, IT application development, and IT programming to be procured; however, some
commodity contracts include installation and maintenance services related to the IT equipment
being purchased.!* Representatives from ITA management and Los Angeles County indicated
that implementing a percentage limit on any authorized installation and maintenance services
(up to 30 percent of total) that can be associated with IT equipment purchases can help to
prevent improper procurement for professional services through these types of commodity
contracts. See Recommendation 2b.

While commodity contracts do not require approval by City Council [City Administrative Code
- Section 10.5 (Limitation and Power to Make Contracts)], periodic reports should be submitted
to policymakers on the use of these contracts by City departments. Currently, General Services
Department submits a summary of commodity contract activity to the Mayor’s Office, the CAO,
and the Information, Technology, and General Services Sub-Committee of City Council. However,
these reports do not include a breakdown by department. For example, between FYs 2012 and
2018, Building and Safety’s expended $23.8 million for products and services through an IT

12 The Los Angeles City Administrative Code, Division 9, Chapter 1, Article 1, Section 9.1 specifies: “All purchases of
materials, supplies, equipment and equipment rental or repair and maintenance services therefor, required for any
officer, board, or employee of the City, shall be made by the Purchasing Agent of the City...upon requisition delivered
to him or her and signed by the department, officer, or employee for whom the purchase is to be made or upon his
or her own requisition for this purpose. The requisition signed by the department, officer or employee for whom
the purchase is to be made shall constitute authority for expenditures of funds allocated for said purchase.”
BAccording to the General Services Department, none of their IT commodity contracts allow for the purchase of
professional services such as general consulting, IT application development, or IT programing. But some include
installation and maintenance of the purchased equipment. General Services Department clarified that IT
maintenance is designed to keep the equipment in proper operating condition.
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Commodity Contractor, representing 71% ($33.4 million) of all City expenditures to this
commodity contractor during the period. Had this information been provided, it may have
prompted questions regarding Building and Safety’s significant use of this IT Commodity
Contractor. Further, this detailed report should also be provided to City Council’s Budget and
Finance Sub-Committee to monitor IT commodity expenditures by City departments. See
Recommendation 2c.

In July 2017, the City began utilizing the fully integrated procurement module within FMS. This
allows for documentation supporting the receipt of products, installation services, or software
and hardware maintenance to be uploaded into FMS prior to payments processing, but this is
not a requirement. Having this type of additional information could help to identify and detect
some of the irregularities and problems identified in this Review. See Recommendation 2d.

During this Review, we also learned that departments are not currently required to report all
large-scale IT projects to the City’s IT Oversight Committee. The IT Oversight Committee meets
once a month and includes representatives from the CAO, Mayor’s Office, and the Office of the
Chief Legislative Analyst. Given the complexity and risk of these projects, City departments
should report these types of projects to the City’s IT Oversight Committee whenever they are
expected to exceed a certain dollar threshold (e.g., S1 million). The IT Oversight Committee
should periodically monitor these projects’ status to ensure that departments are using
compatible platforms and allowing for system integration amongst departments. See
Recommendation 3a.

We noted that City contracts, including the IT commodity contracts, do not include language
that specifically requires contractors to report solicitations for gratuities or known fraud by City
employees. Los Angeles County includes this type of clause in County contracts, requiring
contractors to report the allegations to the Auditor-Controller’s Office of County-wide
Investigations. Similarly, City contractors should be required to report these matters to the
Controller’s Office and the Ethics Commission for review and investigation. See Recommendation
3b.

Further, although general consulting, IT application development and programing services are
not authorized line items or permitted to be purchased through IT commodity contracts, we
noted only one of the two IT commodity contractors’ contracts (based on a State contract with
this contractor) expressly included language to serve as an additional reminder to both
contractors and City employees that professional services are not allowed. Including this type
of additional language consistently within all IT commodity contracts appears warranted.
Further, we noted that this particular IT Commodity Contract, which was based upon a contract
between the State of California and this contractor, did not have a standard audits clause when
it was renewed in 2015. During this Review, this IT commodity contractor did not comply with
requests to provide information on the City’s use of this contract nor its use of any subcontractors
since 2009. General Services Department should work with the City Attorney to ensure these
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clauses are consistently included in all of the City’s IT Commodity Contracts. Recommendation
2e.

Finally, as a result of this Review and the high risk nature of IT commodity contracts and IT
professional service contacts, our Office’s Audit Services Division will enhance its monitoring of
these contacts to determine if they are being administered by City departments (including
proprietary departments) in accordance with the related contracts, laws, regulations and City

policy.

lll. Increasing Building and Safety’s Budget and Fee
Transparency

Technology Services’ System Development Budget has significantly increased since FY 2012,
commensurate with similar increases in the cash balance for the Building Permit Enterprise Fund
— the primary source of funding for Building and Safety’s departmental budget. Large fund
balances are caused when revenues exceed expenditures over time, and they can result in less
scrutiny; it can also indicate that the fees charged by Building and Safety exceed the associated
cost of providing those services.

The Building Permit Enterprise Fund budget requires added transparency to identify significant
changes in Departmental spending, especially for IT-related professional services and products.

Building and Safety’s Systems Development Budget

Building and Safety’s systems development budget has grown significantly, from a low of $11
million in FY 2012, to a high of $27 million in FY 2018.

Exhibit 2 — Building and Safety’s Systems Development Budget
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Although costs designated for IT labor and contingency* increased steadily, the increase for IT
equipment, expenses, and contractual services'> grew 172% from $6.8 million in FY 2012 to $18.5
million in FY 2018. About two-thirds of the total systems development budget was devoted to
equipment and contractual services expense in FY 2018.

Exhibit 3 — Building and Safety’s Systems Development Budget
(Labor & Contingency Costs versus Equipment & Contractual Service Costs — in millions)
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The majority of budgeted funding for Building and Safety’s Systems Development Budget comes
from the Building Permit Enterprise Fund through other revenues, such as plan check, permit,
and inspection fees or systems development revenues.

1 Includes Technology Services employee salaries, related costs, and overtime.
15 Includes software & licenses, software maintenance, data maintenance, hardware maintenance, hardware upgrades, data
communications products & service, infrastructure upgrades, Technology Services employee training, consulting services, etc.
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Exhibit 4 — Funding for Building and Safety’s Systems Development Budget'® 7
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Given the IT contract problems that occurred, Building and Safety should re-evaluate all line items
within its Systems Development Budget to ensure planned expenditures are justified and based
upon operational needs. See Recommendation 4a.

Building and Safety Fees

The revenue credited to the Building Permit Enterprise Fund grew significantly, from $107 million
in 2012 to $211 million in 2018. In addition, for ten of the last 13 years, revenues exceeded

expenses.

Exhibit 5 — Building Permit Enterprise Fund (48R) Revenues versus Expenses

$300

Millions

$200

/

$100

S-
FY FY FY FY FY FY FY FY FY FY FY FY FY
2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

e Revenues e Expenses

16 Building and Safety applies and collects a Council-approved 6 percent system development surcharge (Systems Development
Account) on all permit, inspection, plan check, non-compliance, and code violation inspection fees.
17 The General Fund funded an average of $17,000 each fiscal year. The City’s One Stop Fund only
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The cash balance of the Building Permit Enterprise Fund has also increased, going from $35
million in FY 2012 to $283 million in FY 2018. This occurred because revenues continued to
outpace expenditures during these years. The Building Permit Enterprise Fund’s unappropriated
(i.e., available) cash balance has similarly increased, from $17 million in FY 2012 to $228 million
in FY 2018.

Exhibit 6 — Building Permit Enterprise Fund Cash Balance (including Unappropriated Amounts)
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A 2006 audit, entitled “Financial and Compliance Audit of the Department of Building and
Safety”, recommended that Building and Safety complete a detailed fee study and re-evaluate
its methodology for setting certain fees. In this audit, we were unable to determine to what
extent Building and Safety followed the 2006 recommendation; in part because Building and
Safety’s management indicated they could not locate the detailed documentation to support the
individual fee development. They did provide information comparing the fee amounts to those
of other jurisdictions.

Building and Safety also implemented an increase to the building permit valuation table, which
affects many different fees. Building and Safety’s Engineering Bureau determined in 2015 that
this increase was warranted; however, the supporting documents for the increase (and a similar
increase in 2008) also could not be located. Also, Building and Safety did not submit these
increases for review or approval by City Council, because Building and Safety does not consider
building permit valuation table increases the same as fee increases. However, the valuation table
ultimately determines the cost of certain permits, plan checks and inspections.

According to the Building and Safety Executive Officer, the Building Permit Enterprise Fund cash
balance may have increased because there is a backlog of services provided by the Department,
so there has been an increase in the expedited premium revenues paid by customers. However,
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a detailed study of all fees is still recommended. The fee study should include the Building
Valuation Table. See Recommendation 4b. Building and Safety should submit any changes to
these fees and the Building Valuation Table to City Council for review and approval. See
Recommendation 4c.

During this Review we noted that the Los Angeles County Department of Public Works adjusts
their permit, inspection, and plan check fee schedules by the consumer price index annually, but
every three years they also go through a Building Code Cycle and adopt a new code. All fees and
any amendments thereto are submitted to the Board of Supervisors for approval. This is aleading
practice that should be explored by the City to ensure the City Council supports and approves
Building and Safety’s fees. See Recommendation 5a.

Detail in the Budget for Building Permit Enterprise Fund

The Building Permit Enterprise Fund covered 91% of Building and Safety’s budgeted expenditures
for FY 2018, but its budget lacks detail. While departmental budgets provide more information
regarding planned spending by major expense category, the budgets prepared for special
purpose funds do not.

Specifically, for FY 2018 the Building Permit Enterprise Fund projected total revenue of $145
million, including $8.2 million in projected system development surcharges. While it notes direct
appropriations for Building and Safety salaries, the broad categories “Building and Safety Expense
and Equipment” and “System Development Project Costs” are not further defined. However the
expenses charged there include significant IT products and professional services. Further, no
detail regarding the contracts, services or equipment, is presented.

Exhibit 7 — Building Permit Enterprise Fund Budget — FY 2018

Building Permit Enterprise Fund (Summarized from Schedule 40 of City Budget)

Revenues
Cash Beginning Balance as 7/1/17 S 183,322,232
Systems Development Surcharge 8,184,000
Inspections Fees and Other Receipts 136,661,604
Total Cash on Hand 328,167,836
Appropriations

Salaries -Building and Safety S 102,648,655
Other Departments Reimbursements 11,128,192
Special Purpose Fund Appropriations

Building and Safety Expense and Equipment 19,500,000
System Development Project Costs 3,400,000
Contingency for Obligatory Obligations 18,000,000
Reserve for Unanticipated Costs 46,807,648
Reserve for Fluctuations 8,000,000
Reserve for Future Cost 36,250,000
Reserve - Other 28,500,000
Other Expenses 8,941,499
Reimbursement of General Fund Costs 44,991,842
Total Appropriations 328,167,836
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To provide the necessary transparency and accountability regarding Building and Safety’s
operations and its IT investments, the full amount anticipated to be spent by the Department-
-for salaries and other expenses (e.g., contractual services, equipment, etc.)--should be fully
appropriated from the Building and Permit Enterprise Fund to the Department’s official
budget. This would align more closely to practices for other operating departments, and would
require Building and Safety to disclose their actual Departmental expense categories, such as
Office & Administrative Supplies, Operating Supplies, Equipment, Contractual Services, and
Travel Expenses. See Recommendation 4d.

Also, in the Detail of Contractual Services Account section of its annual proposed budget, Building
and Safety should identify all the professional service contracts the Department utilizes, and the
planned expenditures for each. Currently, Building and Safety only includes the contracts funded
by the General Fund in this section; as a result, most of Building and Safety’s expenses for
contractual services are not reflected or disclosed. Doing so would increase transparency on an
annual basis. See Recommendation 5b.

Finally, the reserves and contingency (totaling $138 million) reflected within the Building Permit
Enterprise Fund budget should be questioned. While some funds must be held for contingencies
and uncertain future costs, actively budgeting such a high level of reserves — 42% of the total
($328 million) appropriations was for a contingency and reserves for FY 2018, indicates the
need to revisit the fee and funding structure of Building and Safety’s operations. Building and
Safety should consult with the CAO to review the reserve line items within the Building Permit
Enterprise Fund budget. This should determine if the line items are properly supported, reported
and required. See Recommendation 5c.
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RECOMMENDATION SUMMARY

# Recommendations Responsible Entity

Section I: Enhancing Management Oversight and Control

1. | a) Include explicit language in its newly developed policies and procedures that
professional services (i.e., general consulting, application development, and
programing services) are not permitted to be procured through the City’s IT
commodity contracts, to correspond with the Los Angeles City Charter and
Administrative Code and the related IT commodity contracts.

b) Require the use of budgets and work orders for defined IT projects. The work orders
should be used to track all employee time (costs), product costs, and any professional
service costs incurred for these IT projects.

c) Implement a process in which its General Manager reviews and approves for all
transfers or repurposing of Technology Services’ approved Systems Development
Budget line items (over an established dollar threshold) with written justification to
support the rationale for the transfer or repurposing request.

d) Establish formal performance metrics to monitor the implementation (including
associated costs) of defined, large-scale IT projects.

e) Require a short narrative to be included in Technology Services overtime reports to
justify the operational need for overtime and monitor trends in overtime usage.

f)  Send an annual reminder to all Building and Safety employees to report any outside
business activities. Any reported outside business activities should be reviewed,
approved, and acknowledged by management, ensuring that the activities do not
represent a potential conflict of interest.

g) Establish a IT contracted staff selection committee comprised of the new Assistant
General Manager at Technology Services, the Resource Management Assistant
General Manager at Resource Management, and Building and Safety’s Personnel
Director (or their designees) to ensure new requests for Technology Services’
contracted staff are justified; and resume reviews, interviews, and selections are
conducted in a fair and objective manner, with the most qualified contracted staff
selected. The resumes and interview evaluation sheets completed by this selection
committee should be retained and filed by Resource Management to ensure
supporting documentation is retained in a centralized location.

h) Require IT contracted staff who have access to confidential or sensitive information
to undergo a background check.

Building and Safety




Section II: Strengthening Citywide Policies and Controls

2.

a)

b)

d)

Provide periodic reminders to all City employees responsible for procuring, receiving,
or processing payments for IT commodities on what is permitted and not permitted
to be purchased through the City’s IT commodity contracts.

Work with the City Attorney to include a limit within the City’s IT commodity
contracts for the maximum percentage of installation and maintenance services (if
any) that can be associated with IT product purchases.

Submit an annual information report to City management, including both the
Information Technology and General Services Sub-Committee and the Budget and
Finance Sub-Committee of City Council, listing amounts expended by departments
through the City’s IT commodity contracts.

Institute a policy requiring City departments to upload supporting documents into
FMS related to the receipt of products, installation services, or software and
hardware maintenance being paid through any IT commodity contract, further
verifying that the items are authorized by the underlying IT commodity contract.
Work with the City Attorney to ensure all IT commodity contracts to contain
consistent emphasis language that: 1) explicitly states professional services, such as
general consulting and all forms of IT application development and programing
services are not allowed to be procured through IT commodity contracts; and, 2) the
City, including the Controller’s Office, have the right to complete audits to verify
contract compliance and that the contractor will provide the necessary information
to complete these audits.

General Services
Department

a)

b)

Requiring City departments to notify the City’s IT Oversight Committee of all large-
scale IT projects that are expected to (eventually) exceed a certain dollar threshold
(e.g., $1 million). The IT Oversight Committee should periodically monitor these
projects to ensure that departments’ projects use compatible platforms, allow for
system and data integration, and that City resources are effectively used in
completing these IT projects.

Requiring all City contracts to include language that specifically requires contractors
to report City employee solicitations for gratuities or known frauds by City employees
to the Controller’s Office and Ethics Commission.

City Policymakers

Section llI: Increasing Building and Safety’s Budget and Fee Transparency

4.

a)

b)

d)

Re-evaluate Technology Services’ System Development Budget line items to ensure
planned expenditures are justified and based upon operational needs.

Complete a detailed study of all fees resulting in revenues deposited into the Building
Permit Enterprise Trust Fund, to ensure the fees, including the Building Valuation
Table, are properly supported and based upon estimated reasonable costs of
providing the services rendered.

Submit updated fees, including any updates to the Building Valuation Table, to the
City Council for review and approval.

With the assistance of the CAO, dedicate the Special Fund’s entire Departmental
appropriation to the Building and Safety budget, and present all detailed expense
categories as part of Building and Safety’s budget.

Building and Safety
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a)

b)

Monitor and review Building and Safety’s fee process to ensure that the fees are
adjusted based upon the consumer price index annually, and that fee studies
(including the Building Valuation Table) are conducted every three years, reviewed
for appropriateness, and submitted to Council for approval.

Determine the best option for Building and Safety to delineate its contracts, including
professional service contracts, and anticipated contract expenditures in the budget.
Review support for Building Permit Enterprise Fund Budget reserve line items to
determine if the reserve amounts are required and properly supported and reported.

CAO
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APPENDIX I: FORMAL RESPONSES AND ACTION PLANS

As part of our protocol, we requested the CAO, General Services, and Building and Safety to
provide an action plan to recommendations contained in this Review. Their respective action

plans are presented in this Appendix. We thank City staff and management for their time and
cooperation during this Review.
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FORM GEN. 160 (REV. 6-80)

CITY OF LOS ANGELES
INTER-DEPARTMENTAL CORRESPONDENCE

DATE: February 19, 2019

To: Ron Galperin
City Controller

Attn: Bob Wingenroth, Director of Auditing

FROM:; Frank M. Bush, General Manager
Department of Building and Safety

SUBJECT: DEPARTMENT OF BUILDING AND SAFETY’'S RESPONSE TO THE
CONTROLLER’S “DRAFT REPORT ON ACTIONS TAKEN TO ADDRESS
RECOMMENDATIONS”

The Department appreciates the time and effort the Controller's Audit team has put into its “special
review” and subsequent draft report titled: Preventing Fraud and Abuse in Information Technology
Contracts. The Report was submitted to the Department on February 8, 2019, we have reviewed it
and concur with the overall recommendations contained in the Controller's draft review.

Additional information and requested clarification relative to the draft report for the Special Review
is included in the attachment titled “Status of Draft Audit Recommendations.” Should you have any
questions or if additional information is needed please contact Steve Ongele, Chief of Resource
Management Bureau, at (213) 482-6703.

Attachment;
Status of Draft Review Recommendations

FMB:oy:s0:amy:zd



LIST OF RECOMMENDATIONS AND CURRENT IMPLEMENTATION STATUS

Report Title: Preventing Fraud and Abuse in Information Technology Contracts
Department r ible for Impl ation Building and Safety
Reported Status Date: 2/19/2019
DEPARTMENT REPORTED INFORMATION
ummary Description | Rec. Current Status % of Target Date for |
of Finding No. Recommendation Code Basis for Status p ion| Imp ion
I. Enhancing 1 To enhance management oversight and control, Building and
Management Safety:
Oversight and Control
a) Include explicit language in its newly developed policies and Implemented |N/A 100% Implemented
procedures that professional services (i.e., general consulting,
application development, and programing services) are not permitted
to be procured through the City’s IT commodity contracts, to
correspond with the Los Angeles City Charter and Administrative Code
and the related IT commodity contracts.
b) Require the use of budgets and work orders for defined IT projects. | Implemented |N/A 100% Implemented
The work orders should be used to track all employee time (costs),
product costs, and any professional service costs incurred for these IT
projects.
c) Implement a process in which its General Manager reviews and Implemented [N/A 100% Implemented
approves for all transfers or repurposing of Technology Services’
approved Systems Development Budget line items (over an
established dollar threshold) with written justification to support the
rationale for the transfer or repurposing request.
d) Establish formal performance metrics to monitor the Not Yet Will work with the Controller to implement the May 2019
implementation (including associated costs) of defined, large-scale IT Implemented |recommendation.
projects.
e) Require a short narrative to be included in Technology Services Implemented |N/A 100% Implemented
overtime reports to justify the operational need for overtime and
monitor trends in overtime usage.
f) Send an annual reminder to all Building and Safety employees to Implemented |N/A 100% Implemented
report any outside business activities. Any reported outside business
activities should be reviewed, approved, and acknowledged by
management, ensuring that the activities do not represent a potential
conflict of interest.
g) Establish a IT contracted staff selection committee comprised of Implemented |We agree with the concept of independent panelists, we 100%
the new Assistant General Manager at Technology Services, the will ensure the independence of the panel by including
Resource Management Assistant General Manager at Resource Personnel and an independent expert panel member to
Management, and Building and Safety’s Personnel Director (or their be designated by the Executive Office in addition to the
designees) to ensure new requests for Technology Services’ subject matter expert(s) from the Technology Services
contracted staff are justified; and resume reviews, interviews, and Bureau. Implemented
selections are conducted in a fair and objective manner, with the
most qualified contracted staff selected. The resumes and interview
evaluation sheets completed by this selection committee should be
retained and filed by Resource Management to ensure supporting
documentation is retained in a centralized location.
h) Require IT contracted staff who have access to confidential or Not Yet Deparment is working with the Personnel to April 2019
sensitive information to undergo a background check. Implemented |implement by April 2019. The Department will
offer Conditional job offers to candidates but will
rescind the offer if the result does not meet
Personnel standards for security clearence.
III. Increasing 4 To increase budget and fee transparency, Building and Safety:
Building and Safety’s a) Re-evaluate Technology Services’ System Development Budget line| Implemented |N/A 100% Implemented
Budget and Fee items to ensure planned expenditures are justified and based upon
Transparency operational needs.
b) Complete a detailed study of all fees resulting in revenues In Progress Vendor has been selected - SOW Development in 5% June 2020
deposited into the Building Permit Enterprise Trust Fund, to ensure process
the fees, including the Building Valuation Table, are properly
supported and based upon estimated reasonable costs of providing
the services rendered.
c) Submit updated fees, including any updates to the Building Not Yet Awaiting fee study 0% June 2020
Valuation Table, to the City Council for review and approval. Implemented
d) With the assistance of the CAO, dedicate the Special Fund’s entire Not Yet LADBS will work with CAO to implement in the N/A November 2019

Departmental appropriation to the Building and Safety budget, and
present all detailed expense categories as part of Building and
Safety’s budget.

Implemented

next budget cycle FY 2020-21

Current Status Code

I - Implemented

PI - Partially Implemented or In Progress

NYI - Not Yet Implemented

D - Disagree
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Report Title:
for I

LIST OF RECOMMENDATIONS AND CURRENT IMPLEMENTATION STATUS
Preventing Fraud and Abuse in Information Technology Contracts

Department r
Reported Status Date:

General Services Department (GSD)
2/19/2019

DEPARTMENT REPORTED INFORMATION

% of Impl

Target Date for

ion

ummary Description of Rec.
Finding No. Recommendation Current Status Basis for Status
II. Strengthening Citywide 2

Policies and Controls

To strengthen Citywide policies and controls, General Services
Department:

a) Provide periodic reminders to all City employees responsible for
procuring, receiving, or processing payments for IT commodities on
what is permitted and not permitted to be purchased through the
City’s IT commaodity contracts.

GSD will provide periodic reminders to City employees for
procurement specific to IT commodities.

b) Work with the City Attorney to include a limit within the City’s IT
commodity contracts for the maximum percentage of installation and
maintenance services (if any) that can be associated with IT product
purchases.

GSD will discuss the recommendation with the City Attorney's office
to determine if including a limit on the maximum percentage of
installation and maintenance services on commodity contracts is in
the best interest of the City.

NYI

c) Submit an annual information report to City management,
including both the Information Technology and General Services Sub-
Committee and the Budget and Finance Sub-Committee of City
Council, listing amounts expended by departments through the City’s
IT commodity contracts.

GSD will develop and submit a report to the Information,
Tehcnology, and General Services (ITGS) Committee in the first
quarter for prior fiscal year IT contract expenditures. The ITGS
Committee can refer questions to the Budget and Finance
Committee for appropriate disposition. Each Department is
responsible for specific details related to expenditures listed on the
report if requested by Council.

NYI

d) Institute a policy requiring City departments to upload
supporting documents into FMS related to the receipt of products,
installation services, or software and hardware maintenance being
paid through any IT commodity contract, further verifying that the
items are authorized by the underlying IT commodity contract.

GSD will review system capabilities and role attributes within the
FMS Procurement module to determine feasibility. GSD will develop
procedures and conduct system testing, and will coordinate
implementation through the Information Technology Policy
Committee working group, with a target implementation date of
January 1, 2020. Once implemented, Departments are responsible
for monitoring, compliance and validation of supporting
documentation.

NYI

1-Jan-20

e) Work with the City Attorney to ensure all IT commodity contracts to
contain consistent emphasis language that: 1) explicitly states
professional services, such as general consulting and all forms of IT
application development and programing services are not allowed to
be procured through IT commodity contracts; and, 2) the City,
including the Controller’s Office, have the right to complete audits to
verify contract compliance and that the contractor will provide the
necessary information to complete these audits.

2.e.1 GSD will work with the City Attorney to review contract terms
and conditions and strengthen if appropriate.

2.e.2 GSD will work with the City Attorney to review current terms
and conditions including amending terms and conditions to require
vendors to retain records at no cost to the City for the Contract
term plus 5 vears.

NYI

I - Implemented

PI - Partially Implemented or In
NYI - Not Yet Implemented

D - Disagree

Page 1 of 1



Report Title:

LIST OF RECOMMENDATION(S)
Preventing Fraud and Abuse in Information Technology Contracts

Department responsible for Implementation: CAO
Reported Status Date: 2/20/2019
DEPARTMENT REPORTED INFORMATION
Rec. Current % of Target Date for
Summary Description of Finding No. Recommendation Status Code Basis for Status Implementation Implementation
II1. Increasing Building and Safety’s 5

Budget and Fee Transparency
Detail in the Budget for Building

To increase Building and Safety’s budget and fee
transparency, the CAO should:

Permit Enterprise Fund a) Monitor and review Building and Safety’s fee process NYI Building a.nd Safety's fee study is

to ensure that the fees are adjusted based upon the currently in progress.

consumer price index annually, and that fee studies

(including the Building Valuation Table) are conducted every

three years, reviewed for appropriateness, and submitted to

Council for approval.
This Office has begun examining
options for providing additional

b) Determine the best option for Building and Safety to detail on DBS contracts within the

delineate its contracts, including professional service budget utilizing a new non-

contracts, and anticipated contract expenditures in the departmental page or including

budget. categorical contract information
within the Building and Safety

PI Building Permit Enterprise Fund 20% Aug-19

This Office has begun reviewing the
Building Permit Enterprise Fund

) Review support for Building Permit Enterprise Fund reserves as part of the annual

Budget reserve line items to determine if the reserve budget process and working to

amounts are required and properly supported and reported. confirm the amount of reserves that
are properly supported and required

PI tf’_fuﬂpf)ff Building and Safety 30% Aug-19

Current Status Codes
- Implemented

PI - Partially Implemented or In Progress

NYI - Not Yet Implemented
D - Disagree

Page 1 of 1
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