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Android Dunyasina Giris

Open Handset Alliance liderliginde Google firmasi tarafindan akilli
telefon ve tablet bilgisayarlar gibi mobil cihazlar icin gelistirilmis Linux
tabanli isletim sistemi.

Android cihazlarda uygulamalarin calisabilmesi i¢in .apk uzantili
dosyalar ile uygulamalar yuklenir ve cihazlara dagitabilir.

Gunumuzde Native ve Hybrid uygulamalardan so6z edilmekte.

Native uygulama dedigimiz C++ veya Java dilini temel alan Android ile
yazilan uygulamalar Native fakat HTML, CSS, JavaScript tabanli kodu
yazip bircok platforma c¢ikti veren frameworkler ile gelistirildiginde
Hybrid uygulama olarak gegmektedir.




Neden Android ?

Acik kaynak kodlu

Linux tabanl

Kullanim yayginligi - telefonlar, tabletler, arabalar...
Gelismis ve Ucretsiz yazilim gelistirme ortami
sunmasi

e Acik uygulama marketi




Android Kullanim Alanlan

Cep telefonlari, tabletler, akilli saatler vs....
Arabalar, akilli ev sistemleri
Mobil bankacilik

Internet of Things (loT)




Android Guvenlik Modeli

e Linux guvenlik modeli baz alinmistir (UID/GUID).

e Uygulama bazli izinler kullaniimaktadir.

e Uygulama izinleri, AndroidManifest.xml dosyasinda
tanimlanmaktadir.

e Uygulama kurulumu icin uygulamanin sertifika ile imzalanmis
olmasi gerekmektedir.

e Her bir uygulama farkli bir DVM(Dalvik Virtual Machine) icerisinde
calismaktadir.

e Sistem guvenligi acisindan kullanici kilit rol oynamaktadir.

e Rootlanmamis bir cihaz icin root erisimi mumkun degildir. “su”

uygulamasi sistemde bulunmaz.




Android Guvenlik Modeli

UID: 1001

System Process
UID: System




Android Uygulamalari

e Java + Android SDK ile gelistirilir.
e Android Dalvik VM ile calistirilir.
e JAVA -> class -> .dex




Android Uygulamalari

Android Studio ARM
Eclipse Dalvik VM (Makine)
JAVA JAVA ik
Bytecode Assembly
| ' '

CiHAZ
GELISTIRME ORTAMI




JAVA Archive

.

APK = JAR = ZIP

v

Android Application Package




APK

e Android Application Package File (APK)

dosyasi zip dosya formatina sahip .apk uzantili
dosyalardir.

e APK dosyasinin uzantisi .zip olarak
degistirildikten sonra WinZip, WinRAR gibi arsiv
programlari ile dosya icerigi goruntulenebilir.




Android Paket Icerigi
ﬁ Blah.apk

¢ armébé4-v8a/
x86/
o YE

YVYY Y v

APK =ZIP

META-INF/ MANIFEST.MF
B CERT_NAME.(RSA | DSA)
CERT_NAME.SF

lib/ armeabi(-v7a)/

res/ drawable-*/




Android Paket Icerigi
ﬁ Blah.apk

META-INF/ MANIFEST.MF 7 * Dosya imzalari (hash)
— |2=]) CERT_NAME(RSA|DSA) « Gelistirici Public Key'i
CERT_NAME.SF

lib/ armeabi(-v7a)/ lib*.so

¢ armé4-v8a/
x86/

res/ drawable-*/ *.png
‘::x::7 xml/ *xml
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Android Paket Icerigi
ﬁ Blah.apk

META-INF/ MANIFEST.MF
B CERT_NAME.(RSA | DSA)
CERT_NAME.SF

lib/ armeabi(-v7a)/ lib*.so

¢ armé4-v8a/
x86/

mips/
res/ drawable-*/ *.png
Q 7 xml/ *xml
raw/

Islemci mimarisine
gore compile edilmis
native kUtuphaneler
(Native ELF dosyalari)

JAR Dosyalari
(kGtiphaneler)




Android Paket Icerigi

<=

. - Blah.apk

META-INF/ MANIFEST.MF
. B CERT_NAME.(RSA | DSA)

CERT_NAME.SF

armeabi(-v7a)/ lib*.so
armé4-v8a/

drawable-*/ *.png
xml/ * xml
raw/

* anim: Compile edilmis
animasyon dosyalari

» drawable: Resim dosyalari

* layout: Ul/view tanimlamalari

* values: Diziler, renkler,
style’lar, string’ler dimensions

* xml: Compile edilmis XML
dosyalari

* raw: Compile edilmemisraw

dosyalar

Compile islemi AAPT (Android
Asset Packaging Tool) tarafindan

yapilir




Android Paket Icerigi

e
.- Blah.apk
META-INF/ MANIFEST.MF

—P |2= CERT_NAME.(RSA | DSA)
CERT_NAME.SF

lib/ armeabi(-v7a)/ lib*.so

..-..-’ ¢ armé4-v8a/
x86/

mips/
res/ drawable-*/ *png
- DD xml/ *xml e Coguzaman raw dosyalar
raw/

bulunur.
* Resimler, fontlar, ses dosyalari
* Bazimalware’ler bu dizinde
cihaza kurrmak Gzere APK
dosyalarn saklarlar




Android Paket Icerigi

'

YYYYY v v

e
.- Blah.apk

| &5
lib/
:D res/
assets/
AndroidManifest.xml
classes.dex
resources.arsc

META-INF/ MANIFEST.MF

CERT_NAME.(RSA | DSA)
CERT_NAME.SF

armeabi(-v7a)/ lib*.so

armé4-v8a/

drawable-*/ *.png
xml/ * xml
raw/

Uygulama meta-data’lari
* Paketismi
* Versiyon bilgisi
Uygulamanin talep ettigi
izinler
Uygulamada bulunan
komponentler
e Activity
* Service
* Bradcast Receiver
e Content Provider

Compile edilmis olarak paket
icerisinde yer alir.




Android Paket Icerigi

e
. - Blah.apk

META-INF/
ﬂ

:

YYYYY v

lib/
................... res/
................ asset S/

MANIFEST.MF
CERT_NAME.(RSA | DSA)
CERT_NAME.SF

armeabi(-v7a)/ lib*.so

arméb4-v8a/

drawable-*/
xml/
raw/

DEX: Dalvik Executable
Android’in EXE'si

Dalvik VM Uzerinde caligir
DEX: Dalvik VM igin compile
edilmis class dosyalari




Android Paket Icerigi

——
. - Blah.apk

META-INF/ MANIFEST.MF
E CERT_NAME.(RSA | DSA)
CERT_NAME.SF

armeabi(-v7a)/ lib*.so
armé4-v8a/

drawable-*/
xml/

Compile edilmis resource’lar
* R.java
e string.xml
e ids.xml

YRYYY Y v v

* layouts.xml




Kaynak Kod Donusumu - Decompile




Decompile
Dex -> JAR ->JAVA




Kaynak Kod Donusumu - Decompile

e Dex2jar araci ile class dosyasina donusturulmus olan
Android uygulamasi, JD-GUI araci ile kaynak koduna
(decompile) geri cevirilebilir.

e Decompile isleminin yetersiz oldugu durumlarda
incelenecek uygulamayi Disassembling isleminden
gecirmek gerekebilir.




Android Tersine Muhendislik
Dex2Jar

Adindan da anlasilacagi uzere dex dosyalarini jar dosyalarina
cevirmektedir.

Resimde goruldugu uzere apk dosyamizi jar haline getirdik.




Android Tersine Muhendislik

Dex2Jar

C:\Mobil Pentest\dex2jar-0.0.9.15>dex2jar.bat insecurebank.apk
this cmd is deprecated, use the d2j-dex2jar if possible
dex2jar version: translator-0.0.9.15

dex2jar insecurebank.apk -> insecurebank dex2jar.jar

Done.

C:\Mobil Pentest\dex2jar-8.0.9.15>




JD-GUI

JAR haline
getirdigimiz
dosyamizi
goruntulemek
IciN
kullanacagiz.

Android Tersine Muhendislik

[ jovaw.exe (Admin)
File Edit Navigation Search Help
= ® | e

SR WEINLE:

I f insecurebank_dex2jar.jar 53

&l-Js DoTransfer.dass
#1-Jp FilePrefActivity.dass
- LoginActivity.dass
¥y MyBroadCastReceiver. dass
l-Jap MyWebViewClient.dass
l ’F) Postiogin.cass
@t R.dass
311 TrackUserContentProvider.dass
- Jup ViewStatement.dass
-y Wronglogin.dass
B- 8 googe
+- 8 ads
48 androd.gms




Kaynak Kod Donusumu - Decompile

e Decompile edilmis JAR kodu tekrar compile edilerek
calistirilabilir hale getirilemez.

e Decompile edilen kod yaklasik koddur. %100 geri
donusum gerceklestiriiemez.

e Dex2jar ciktisindan elde edilen JAR kodu calistirilamaz.

e Dalvik Bytecode, JAR koduna donusturulerek kolay
okunabilir ve anlasilabilir hale gelir.




Disassembling




Disassemble
Dex -> .smali

Dex Disassembler
> Baksmali
> Dedexer
> apktool




Android Tersine Muhendislik
APKTool

APKTool apk dosyalarini decompile ederek smali kodlarina
donusturar.

Kullanimi oldukca basit asagidaki resimde goruldugu uzere b
parametresi ile decompile etmekte.




Android Tersine Muhendislik
APKTool

[Version 10.9.14393]
rosoft Corporation. Tim haklari saklidir

insecurebank.apk
ption in thread "main” b"Jt.d 1'UA1L AndrolibException: brut.di y.PathNotExist: apktool.yml
at brut.androlib.Androlib.readMetaFile(Androlib.java:143)
brut.androlib.Androlib.build(Androlib. java:160)

t.androlib.Androlib.build(Androlib. java:155)
apktool.Main.cmdBuild(Main. java:182)
apktool.Main.main(Main.java:67)

t t: apktool.yml
ctﬁi”e'to", getFileInput(A ""“ac*lee tory.
.readMetaFile(Androlib. java:




Disassembling
Disassemble DEX -> .smali

DEX dosyasi okunabilir Dalvik Bytecode’a donusturuluyor.
.smali uzantili Dalvik bytecode modifiye edilebilir.

Modifiye edilen Dalvik bytecode tekrar imzalanir,
paketlenir ve cihazda calistirilabilir.

Baksmali araci ile disassemble iglemi yapilabilir.




Alinabilecek Onlemler / Anti Reversing

Kod Karmasiklastirma - Obfuscation

D

Progaurd Dexgaurd

, S,

‘ ——

allatori Java
obfuscators




Alinabilecek Onlemler / Anti Reversing

Kod Karmasiklastirma - Obfuscation

Kullaniimayan siniflar, metodlar temizlenir.

Bytecode optimize edilir.

Kullanilmayan instructionlar temizlenir.

Geriye kalan siniflar, metodlar, alanlar ve degiskenler
anlamsiz kisa isimlerle adlandirilir.

ProGuard, DexGuard ile obfuscation onlemi alinabilir.
ALLATORI ile analistleri cildirtacak obfuscation dnlemleri
alinabilir.




Alinabilecek Onlemler / Anti Reversing

Kod Karmasiklastirma - Obfuscation

obfuscuie
| classpy




Alinabilecek Onlemler / Anti Reversing

Kod Karmasiklastirma - Obfuscation

MyVehicleClass{
Motor myMotor;
Tekerlek myTekerler;
int vitesSayisi;

int suratHesapla(int sure){

sonSurat;

A{
B a;
L b;
int -

int a(int a){




Deobfuscation - Simplify

806 Js . . £ 8606 JEB - smali_simple.dex <
- s
i—(_f_l)'uc {POOXNCX ) ) @H|FE QO XNCX
; : gax ~ ~
:vu ASSEmbIVM'""[‘),ecor:lilliti']?\:iﬁ“ Strings Constants Notes gfx  Assembly Decompiled Java % Strings Constants Notes
fao smv.hnn = 2; ok h SWV.RRY = Z30Z5
s smv.hmv = new int[]{75, 163099954, 300, 176529550, 1202, 31458303, 481¢ hdm :::::c s :;“ IAtLI(7S, 163099954, 300
P66 12I4T—30P042—6W/60, 1231553, 9627); 1 <hav & weit NLLI{(78, 163609098, 39, 176329330, 1392, S1458303,
£ smv.olz = kut.ger(kut.hnn()); . - ' . 33346830637}
gdk smv.jtw = kut.ger(kut.hav()); J sav.olz = :600006081";
gfx smv.dsr = kut.ger(kut.olz()); mi sav.jtw = "000000010°;
h smv.eos = kut.ger(kut.jtw()); Jpw smv.dsr = "000000100°;
smv.bst = kut.ger(kut.dsr()); jun ShY 408 & _eewemeo ;
hdm smv.vav = kut.qer(kut.eos()); : smv.bst = “000010000";
i smv.dvf = kut.qer(kut.bst()); sav.vav = "000100000°;
j smv.xrh = 2131298007; ksz smv.dvf = "001000000";
jni sav.djc = 2131298008; kut $aV.XPA = 2131298007 ;
: smv.wun = 2131298009; 1 sav.djc = 2131298008;
Jpw smv.gqo = 2131298010; 1kh smv.wun = 2131298009;
jun smv.yln = 2131298011; smv.gqo = 2131298010;
k smv.mmj = kut.qer(kut.vav()); " swv.yln = 2131298011;
ksz smv.nco = kut.ger(kut.dvf()); . sav.saj = "7887°;
Kkut smv.dxs = kut.ger(kut.xrh()); o smv.nco = "9293316 2012 560";
1 smv.bdo = kut.ger(kut.djc()); p sav.dxs = "7052°; &
smv.ibv = kut.ger(kut.wun()); pnb smv.bdo = "1301 0012 5497;
1kh smv.fdh = kut.qger(kut.gqo()); smav.ibv = "25357;
m smv.ysv = kut.qer(kut.yln()); pzh smv.fdh = "2168 0012 557°;
" smv.pop = kut.ger(kut.mmj()); q sSmv.ysv = :androidAte.lephony.SmsHannger";
o smv.ufo = kut.qger(kut.nco()); r smv.pop = "getDefault®;
smv.fqa = kut.ger(kut.dxs()); fot smv.ufo = —send‘l’e)'(t'lcssage";
p smv.vpx = kut.ger(kut.bdo()); 5 smv.fga = “getMobileDataEnabled”;
pnb smv.rvg = kut.ger(kut.ibv()); smv.vpx = “"setMobileDataEnabled”;
pzh smv.owb = kut.ger(kut.fdh()); sav smv.rvg = “DEFAULT_NETWORK_PREFERENCE";
! smv.rbb = kut.ger(kut.ysv()); t smv.owb = :isNe(uorkTypeValld";
. sav.soi = kut.qer(kut.pop()); > smv.rbb = "androld.contenf.BroadcastRecexver :
smv.esi = kut.ger(kut.ufo()); v srrv.soi{ = .abortBroadcast 3
rot smv.cbp = kut.ger(kut.fqa()); ) smv.esi = "android.provider.Telephony.SMS_RECEIVED";
S smv.uwp = kut.ger(kut.vpx()); vil smv.cbp = “http:\\/\\/([a-zA-Z@-9\\.\\/]+)\\?key=[a-zA-Z20-9]+";
smv smv.atj = kut.ger(kut.rvq()); vah smv.uwp = "[\\W\\d]";
. smv.phy = kut.qer(kut.owb()); " sev.at = " \\d{1,2}(?1\\d\\s\\ub44e| \\s\\ue4se)";
" SV, Frays. W Fing[]{smv.qer("556fe3ba"), smv.qer("7381 x smv.phy = "\\d{4,6}";
smv.qer("d97286f3"), smv.qer("6601f115"), smv.qger("eb755ea3"), y : i 3 - " - ® wagn o
v smv.qer("3135¢@93"), smv.qer("162¢fa99"), sav.qer("48c93072" ) eb7s5ea3”, "83c133b3", "3135f@93", "162ffa99", 48¢93072"
vil s qor (*EE"), wov.qur( SnkiabC))); ‘ smv.aly = Arrays.asList(new String[]{"beg9gzcernitanlra6elllfh”,
ooy smv.aly = Arr l sav begd lccrnitdnlrdstll £h" » ggmenu 134bvahxulltb365y4hUciez“, "9fubesbymlrnmdq8blk22nayp”,
H smv. (- Jyxm. Orz871vuwgvsofa™, “"emwe7irlgi3dcman835jbqhzwq”,
eSdm2adin e ”emonlsl lacx16dp2qxs2r”, "6dlruwénqypktwzj8se6lasjd”,
x smv.qer("510s59qf1 1a6v4m8yxk 1x* ), smv. qer( efceﬂﬂlkldsa(n » purchase rsxprihpédxft”, "7jz64rqubmdanxlebusBmc8zdb™,
y "6diruwbnqypktwzj8se6lasjd”), smv.qer("7ujsam@svvayuwddhwe7iyo2 " 1wcr7x4rqs(lekstxnukuhh"))
Show inner cla smv.qer("7jz64rqubnddpx1ebus8mc8zb”), smv.qger("6reumwfimusiksiv __bsettings smv.lej = Arrays.asList(new String[]{"vtxlald2wh9@4p3z91liwlnwe",
Show inner classes smv.awa = Arrays.aslist(new String[]{"73g@yar3psiriqtap6dz3068b",




OWASP MOBILE TOP 10
F

j B N7 -Clen: Code Qualy

5 Code Tanperine.

M3-Insecure Communication Ay

L M9-Reverse Engineering.

M10-Extraneous Functionality

M4-Insecure Authentication —
MS5-Insufficient Cryptography
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OWASP TOP10

M1- Improper Platform Usage (Hatal Platform Kullanimi)

Platform guvenlik kontrollerinin hatali veya kotuye kullaniimasi
Mobil uygulamalarda bu riski yasamanin c¢esitli yollari vardir :
Yayimlanmis kilavuzlar ihlali

Sozlesme veya yaygin bir uygulama ihlali

Kasitsiz kotuye kullanma




OWASP TOP10

M2 — Insecure Data Storage (Glivensiz Veri Saklama)
e Bu kisim glvensiz veri depolama ve istenmeyen veri
sizintilarini kapsar.

SQL databases

Log files

XML data stores ou manifest files;

Binary data stores

Cookie stores

SD card

Cloud synced.




OWASP TOP10

M3 - Insecure Communication (Givenli Olmayan Iletisim)

e Guvenlik agisindan yanlis SSL versiyonlarinin kullanimi
e Hassas verilerin clear-text olarak gonderilmesi
e |letisimin saglandigi kanallar arasinda zayif iletisimlerin kurulmasi




OWASP TOP10

M4 - Insecure Authentication (Guvensiz Dogrulama)

e Mobil uygulama, bir erisim belirteci saglamadan bir arka uc API
hizmet istegini anonim olarak calistirabilirse, bu uygulama guvensiz
kKimlik dogrulama uygular.

e Mobil uygulama herhangi bir parolay! veya paylasilan sirlari cihazda
yerel olarak saklarsa, guvensiz kimlik dogrulama sorunuyla karsilasir.

e Mobil uygulama bir sifre girmeyi kolaylastirmak igin zayif bir sifre
politikasi kullaniyorsa, guvensiz kimlik dogrulama uygular.




OWASP TOP10

M5 - Insufficient Cryptography (Yetersiz Sifreleme)

Hassas kod bilgileri sifrelenir. Ancak yine de sifreleme yetersiz kalabilir.
Yaygin hatalar:

Zay|f sifreler

Yanlis sifreleme

Plaintext attack




OWASP TOP10

M6 - Insecure Authorization (Guvensiz Yetki)

e Yetkilerde hatalari yakalama

e Ornegin; cihaz kayit, kullanici tanimlama kimlik dogrulama sorunlari
farkhdir.

e Eger uygulamada kullanici kimlik dogrulama yoksa bu kimlik
dogrulama hatasi degil basarisiz yetkilendirme hatasidir.




OWASP TOP10

M7 — Client Code Quality (Istemci Kod Kalite Sorunlart)

e Mobil istemcideki kod duzeyinde uygulama hatasidir.

e Sunucu tarafindaki kodlama hatalarindan farkhdir.

e Buffer overflows, format string guvenlik aciklari ve ¢cozumun mobil
cinaz Uzerinde calisan bazi kodu tekrar yazmak olan c¢esitli kod
duzeyindeki hatalar gibi riskleri bu yakalar.




OWASP TOP10

M8 — Code Tampering (Kod Kurcalama)

e Uygulama mobil cihaza yuklendikten sonra kod ve veri kaynaklari
orada bulunur.

e Bir saldirgan dogrudan uygulamanin kodunu veya kullandigi sistem
APl'lerini deqistirebilir.

e Boylece saldirgan kisisel ya da parasal kazang i¢in yazilimin kullanim
amacini yikarak kotu amagcli kullanmasi yontemidir.




OWASP TOP10

M9 - Reverse Engineering (Tersine Muhendislik)

e Uygulamanin kaynak kodu, kutuphaneleri, algoritmasi ve diger
kaynaklarin tespitidir.

e Saldirgan dogabilecek aciklari, parolalari vb. bilgileri yararina
kullanabilir.




OWASP TOP10

M10 - Extraneous Functionality (Gereksiz Islevsellik)

e Genellikle gelistiricilerin arka kapi1 birakmasi

e Ornegin, gelistirici bir uygulamada sifre unutmus olabilir.

e Diger bir ornek de test sirasinda 2 faktorlu kimlik dogrulama devre
disi birakmasidir.
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Ortam Kurulumu
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Android Uygulama Dosyalan

/ S -M F_VM_0.2 (7...
Genymotion for personal use - MobSF_VM_0.2 (7... Genymotion for personal use NobSF_VM_0.2 (
# < @207

< H206
ta data com.android.insecurebankv2 databases

data data com.android.insecurebankv2

Parent folder

mydb

cache
20.00KB rw-rw— Feb 13,2017 00:17:12 AM

Feb 13,2017 00:17:11 AM
databases mydb-journal
B.52KB rw- Feb 13,2017 00:17:12 AM

Feb 13,2017 00:17:11 AM

Parent folder
PWXIWX--X

T
lib

TWXIWXIWX Feb 13,2017 01:57:15 AM

shared_prefs

TWXIWX=X

Feb 13,2017 00:17:24 AM




Xposed Modulleri

Xposed Modulleri Android cihazda uygulamalari
ozellestirmek degistirmek icin kullanilir.

Uygulama  gelistirilirken  yazilan  kontrollerin,
izinlerin degistiriimesine imkan verebiliyor.

Mesela yukarida gordugumuz RootCloak modulu
bir uygulama cihaz root lumu diye kontrol edip,
calismiyorsa bu kontroli engelleme/atlatmaya
yaramaktadir ve guvenlik testleri icin onemli bir yer
tutmaktadir.

Bunun gibi bircok modul bulunmaktadir.

—- Android Blue Pill

2¢»  Anti-Anti-Emulator

.ﬁ. Droidmon
CuckooDroid API Monitor

.a' JustTrustMe

Kills SSL certificate validation

; RootCloak
Hides root from chosen apps.




SSL Pinning Bypass

SSLUnpinning

4

JustTrustMe

just.trust.me

RootCloak

com.devadvance.rootcloak2

com.emulator.antidetect

SuperSuU

eu.chainfire.supersu

Diva
jakhar.aseem.diva

s
W
®  Android Blue Pl
#
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SSL Pinning Bypass

Android 7.0'da, Google, kullanicilarin Sertifika Yetkililerine (CA) givenme bi¢iminde degisiklikler
getirdi. Bu degisiklikler, Uglincu sahislarin uygulamadan gelen ag isteklerini dinlemelerini engeller.

£ levyitay / AddSecurityExceptionAndroid @Watchv 4 S Star 105 | YFork 19
<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights
Branch: masterv | AddSecurityExceptionAndroid / network_security_config.xml Find file =~ Copy path
B Itay Levy First Commit 3c211al on 3 Dec 2016

0 contributors

15 lines (14 sloc) 385 Bytes Raw Blame | History [J 4 [T

<?xml version="1.0" encoding="utf-8"7>
<network-security-config>
<base-config>
<trust-anchors>
<certificates src="system" />
<certificates src="user" />

</trust-anchors>
</base-config>
<debug-overrides>

<trust-anchors>

<certificates src="user" />

</trust-anchors>

</debug-overrides>
</network-security-config>




"normal”

"dangerous”

"signature”

"signatureOrSystem"

Android Uygulama lzinleri
I

The default value. A lower-risk permission that gives requesting applications access to isolated application-
level features, with minimal risk to other applications, the system, or the user. The system automatically
grants this type of permission to a requesting application at installation, without asking for the user's

explicit approval (though the user always has the option to review these permissions before installing).

A higher-risk permission that would give a requesting application access to private user data or control over
the device that can negatively impact the user. Because this type of permission introduces potential risk,
the system may not automatically grant it to the requesting application. For example, any dangerous
permissions requested by an application may be displayed to the user and require confirmation before
proceeding, or some other approach may be taken to avoid the user automatically allowing the use of such

facilities.

A permission that the system grants only if the requesting application is signed with the same certificate as
the application that declared the permission. If the certificates match, the system automatically grants the

permission without notifying the user or asking for the user's explicit approval.

A permission that the system grants only to applications that are in the Android system image or that are
signed with the same certificate as the application that declared the permission. Please avoid using this
option, as the signature protection level should be sufficient for most needs and works regardless of
exactly where applications are installed. The "signature0OrSystem" permission is used for certain special

situations where multiple vendors have applications built into a system image and need to share specific

features explicitly because they are being built together.




Android Uygulama lzinleri

' AndroidManifest.xml x |

<?xml version="1.0" encoding="utf-8"7>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
" - 5 ll>
<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:nane="android.permission.ACCESS=NETHORKiSTATE“ />

P
android:allowBackup="true"
android:icon="@mipmap/ic_launcher"
android:label="My Application"
android:supportsRtl="true"
android: theme="@style/AppTheme">

<activity android:name=".MainActivity">
<intent-filter>
<action android:name="android.intent.action.MAIN" />

<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
</application>
</manifest>
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ADB (Android Debug Bridge)

"Android Debug Bridge (Android Ayiklama Koprusu - adb), bir
emulator kopyasinin veya Android'li bir cihazinin durumunu
yonetmeye izin veren ¢ok yonlu bir arac.




Mobil Sizma Testi Araclari
ADB (Android Debug Bridge)

e ADB push : Cihaza dosya gonderir. adb push uygulama.apk
/sdcard/uygulama.apk

e ADB pull : Cihazdan dosya alir. adb pull /system/app/uygulama.apk

e ADB install : Cihaza uygulama yukler. adb install uygulama.apk

e ADB shell : Cihazin komut satirina (terminal) baglanir. adb shell




Mobil Sizma Testi Araclari
ADB (Android Debug Bridge)

canyoup
7271 bytes
mory and is
memory and is



Mobil Sizma Testi Araclari
Andro Guard

AndroGuard python ile gelistirilen statik kod analizi yapan bir aractir.
San Toku sanal makinasinin iicinde kurulu olarak gelmektedir.

AndroGuard Santoku Uzerinde bu sekilde calistiriimaktadir. ilk olarak kurulu
oldugu dizine gittik ve apk dosyamizi da oraya tasidik. ./androlyze.py -s ile
calistirdik. Ik satirrmiza

a,d,dx= AnalyzeAPK(“Insecurebankv2.apk”, decompiler="dad”) komutunu
yazarak apk dosyamizi gostererek decompile ediyoruz. Daha sonra programin
parametreleri ile birgok analiz edebilmekteyiz. Resimde uygulamanin activitylerini
ve izinlerini getirdik.
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Andro Guard

ahmet@santoku: Jusr/share/androguard

python2

frontend”™ pé

n.android.
m.google.ar

n.google.an
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Burp Suite
Burp gelismis bir proxy yazilimidir.

Bunun disinda bircok teste yardimci olmakta ve imkan
tanimaktadir.

Web Testlerinin olmazsa olmazi Burp Mobil testlerimizde de o
kadar onemli.

Simdi Burp Suite Emulatorumuzden baglanmayi bakalim
beraber.
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B u rp S u ite Genymotion for personal use - MobSF_VM_0.2 (7.

Genymotion for personal use - MobSF_VM_0.2 (720x1280, 320

Proxy

Manual

The HTTP proxy is used by the
browser but may not be used by

the other apps.
Proxy hostname

192.168.169.2

Proxy port

8080

Forget network

Modify network Bypass proxy for

IP settings

DHCP

Cancel

£
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Burp Suite

Ayarlara ( Settings) e girerek daha sonra Wi-Fi ye tiklayarak

WiredSSID nin Uzerine basili tutarak Modify network diyerek
Proxy belirliyoruz.

Burada IP adresi test yaptiginiz makinenin IPsidir kendi ana

makineniz ya da yukarida bahsettigim makinelari indirdiyseniz
onun |IP adresidir.
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Burp Suite

B Burp Suite Fr

Burp Intruder Repeater Window He

[Targei I Proxy I Spider ISeannef

| NSSSSSEESF VEE SRS

‘1'3 Add a new proxy listener

:_[ Binding | Request handing | Certifcate |

[ Intercept T HTTP history T WebSock

@ Proxy Listeners

@ Burp Proxy uses listeners to rec

‘«m iARunn'ng |_i
— | @ 1
Edit

Remove

Each instaliation of Burp genera’
Burp.

(oot exort cA crttcad

BJ These settings control how Burp binds the proxy listener.

8080|

Bind to address. (O Loopback only
O Allinterfaces

Bind to port:

@ Specific address: | 192.168.169.2

=)

[2] Intercept Client Requests

X

=
N
/

I tools or another installation of

Cancel | &

-
v
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Burp S

8 K 8 = P e
L2 |72 -

are Visual Studio NetBeansIDE Dev- JetBrains JetBrains Intel WinSCP= #
'.'./cul-‘statl... 2013 8.1 PyChar.. PhpStor... 3

X qurelahmet.com

‘ Burp Suite Free Edition v1.7.03 - Temporary Project

Burp Intruder Repeater Window Help

[Target T ] Spider T Scanner ] Intruder T R it T S T D di ] Comparer TExtender T Project options I User options TAlerts ]

€Dt T HTTP history T WebSockets history T Options ]

#| Request to http://gurelahmet com:80 [109.232.220.231]

[ Forwara | | Drop | | mterceptison | Action

[ Headers | Hex

GET / HTTP/1.1
Host: gurelahmet.com

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, */*;q=0.8

User-Agent: Mozilla/5.0 (Linux; Android 4.4.2; MobSF_VM_0.C Build/KOT4SH) AppleWebKit/537.3€ (KHTML, like Gecko) Version/4.0 Chrome/30.0.0.0 Mobile
Safari/537.36

Accept-Encoding: gzip,deflate

Acceprt-Language: en-US

¥=Requested-With: com.andreoid.browser

close

Connection:

-
v

0 matches
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Sqlite Veritabani incelemede Sqlite Browser ve Sqlite3 Kullanimi

Uygulamay! cihazimiza aktardiktan sonra eger dosyalar
cihazda tutuluyorsa veritabani dosyalarini ADB ile kendi
bilgisayarimiza indirebiliriz.

Bu database dosyalarinin icerigini Sqlite Browser ile
goruntuleyebiliriz.

Bunun disinda da Sqlite3 ile veritabanini segerek sorgular
yazip bununla da goruntuleyebilmekteyiz.
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Sqlite Veritabani incelemede Sqlite Browser ve Sqlite3 Kullanimi

A cmd.ee (Admin) [B sqlitebrowser.exe (Admin) ~d~-al@=| “
File Edit View Help
& New Database & Open Database = Write Changes % Revert Changes
DB Sche&ma & X
Database Structure Browse Data Edit Pragmas Execute SQL
Name Type
|_o Create Table .1 Modify Table g Delete Table v [Z] Tebles 3)
> || android_metadata
Name Type Schema B names
v || Tables(3) > | sqlite_sequence
> [] android_metadata CREATE TABLE android_metadata (locale TEXT) Indices (0)
> ] names CREATE TABLE names (id INTEGER PRIMARY KEY Al M| Views (0)
|| sqlite_sequence CREATE TABLE sqlite_sequence(name,seq) &f Triggers (0)
Indices (0)
¥ Views (0)
L] Triggers (0)
< >
< >
SQL Log Plot DB Schema
UTF-8
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Sqlite Veritabani incelemede Sqlite Browser ve Sqlite3 Kullanimi
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AndroBugs Framework

AndroBugs Framework, Android uygulamalarda guvenlik testi
gerceklestiren frameworklerden bir tanesidir.

Kullanimi oldukca basittir. Konsol uzerinden biz androbugs -f
apk_dosyasi seklinde kullanarak frameworkumuzu
calistirdik.

Bunun sonucunda kendi klasorunun altinda Reports
klasorunun altinda detayli rapor olusturmaktadir.
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Bugs Framework

B Komut [stemi

klidair.

\AndroBugs>androbugs.exe -

Vulnerability Scanner

droBugs, ttp:// roBi
androbugs . frame:
[Platform: Android
o o om. android.in ankv2
/ersion Name: 1.0
Version Code:

analyzing
elapsed time:
rsis report is genera

.android.insecurebankv2_c8ecc7441c76ef482alcet@0476b33c817370029df385c0417b1¥ 1a4110ebbb7138d844541e3f9cf¢
>1bae7c789¥957c15326d7¢

\AndroBugs>
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AndroBugs Framework

B C:\AndroBugs\Reports\com.android.insecurebankv?_cBecc7441cT66£40231ce600476b33c8173700290385¢0417b1f18e1a4110ebbb 71380844541 e3f0cfcaaddef61baeTc 785 7¢ 15326470 T117e48c0cad bt - Sublime Text 2 (UNREG..

File Edit Selection Find View Goto Tools Project Preferences Help

com.android.insecurebank CCT441 (76140221 ce600476b33¢817370029d385c0417b118¢1a4110ebbb71380844541e3f9cf caad43ef61bae7c
PIUVAUGE =7 LUMe GIM VAU ANISECUS CUBIIAYE - || GUAUSE! WBILEIILE | UV Aus
[Critical] <SSL_Security> SSL Connection Checking:
URLs that are NOT under SSL (Total:2):
http://plus.google.com/
=> Lcom/google/android/gms/common/internal/zzm;-><clinit>()V
http://www.google.com
=> Lcom/google/android/gms/internal/zzgk$zza;-><init>(Landroid/content/Context;)V
[Critical] <WebView><Remote Code Execution)(NCVE»2013-4719#ﬂ WebView RCE Vulnerability Checking:
Found a critical WebView "addJavascriptInterface" vulnerability. This method can be used to allow JavaScript to
control the host
application.
This is a powerful feature, but also presents a security risk for applications targeted to API level JELLY_BEAN(4.2)
or below,
because JavaScript could use reflection to access an injected object's public fields. Use of this method in a WebView
containing
untrusted content could allow an attacker to manipulate the host application in unintended ways, executing Java code
with the
permissions of the host application.
Reference:
1."http://developer.android.com/reference/android/webkit/WebView.htmli#addJavascriptInterface(java.lang.Object,
java.lang.String) "
2.https://labs.mwrinfosecurity.com/blog/2013/089/24/webview-addjavascriptinterface-remote-code-execution/
3.http://50.56.33.56/blog/?p=314
4.http://blog.trustlook.com/2013/09/04/alert-android-webview-addjavascriptinterface-code-execution-vulnerability/
Please modify the below code:
=> Lcom/google/android/gms/internal/zzig;-><init>(Lcom/google/android/gms/internal/zzig$zza;
Lcom/google/android/gms/ads/internal/client/AdSizeParcel; Z Z Lcom/google/android/gms/internal/zzan;
Lcom/google/android/gms/ads/internal/util/client/VersionInfoParcel;)V (@x11lc) --->
Lcom/google/android/gms/internal/zzig;->addJavascriptInterface(Ljava/lang/Object; Ljava/lang/String;)V

[Warning] Dynamic Code Loading:
Dynamic code loading(DexClassloader) found:
=> Lcom/google/android/gms/internal/zzal;->zz1(Landroid/content/Context;)V (Oxae) >
Ldalvik/system/DexClasslLoader;-><init>(Ljava/lang/String; Ljava/lang/String; Ljava/lang/String;
1 saval/lanal/Claccl nadan-
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Mobile Security Framework (MobSF)

AndroBugs gibi MobSF de mobil uygulama analizi yapan bir
frameworktur.

Su an en kullanigli ve saglam arac denebilir. Oldukca populer ve
guzel bir aractir.

MobSF i indirdikten sonra Windows, Linux ve OSX e
kurabilirsiniz. Kurduktan sonra localhostunuzda tarayicida

calismakta ve apk dosyasini secerek direk calismakta. Oldukca
basit bir kullanimi vardir.

Adres olarak 127.0.0.1:8000 adresinde calismaktadir.




Mobil Sizma Testi Araclari
Mobile Security Framework (MobSF)

:VeBSF

Drag files here or click Upload & Analyze

#» Upload & Analyze
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Mobile Security Framework (MobSF)

N meEePOB s

#» Upload & Analyze

Analyzing....
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Mobile Security Framework (MobSF)

Static Analysis - lceweasel

Recent Scans About Search MDS

File Information

B2y InsecureBankv2.apk

App Information

=TS com.android.insecurebankv2

[ size EXITT) T com.android.insecurebankv2.LoginActivity
EII 5e2482906564019c936ac861d1650ffc | Target sox EEY min sox BEY Max sok |
B8 sobs53f20a3c9e6bfd98311f5b26ccdded1bf0age 1.0

BB b12af2a0e44d7634bbcdf93664d9c7822695€050393fcfbbSeaba1f902d194a4 Android Version Code BI

ACTIVITIES SERVICES i = PROVIDERS
View ©
EXPORTED

ACTIVITIES
o

EXPORTED
SERVICES
o

EXPORTED
RECEIVERS

EXPORTED
PROVIDERS

1
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Mobile Security Framework (MobSF)

Static Analysis - lceweasel

Recent Scans About

== Android Permissions

PERMISSION STATUS INFO DESCRIPTION

android.permission.SEND_SMS m send SMS messages Allows application to send SMS messages. Malicious applications
may cost you money by sending messages without your
confirmation.

android.permission.READ_CONTACTS X  read contactdata Allows an application to read all of the contact (address) data
stored on your phone. Malicious applications can use this to send
your data to other people.

android.permission.USE_CREDENTIALS

use the authentication
credentials of an

Allows an application to request authentication tokens.

account

android.permission. ACCESS_NETWORK_STATE view network status Allows an application to view the status of all networks.

android.permission. ACCESS_COARSE_LOCATION coarse (network- Access coarse location sources, such as the mobile network
Start Dynamic Ana 3 based) location database, to determine an approximate phone location, where
available. Malicious applications can use this to determine

approximately where you are. .
android.permission.INTERNET m full Internet access Allows an application to create network sockets.
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Drozer

Drozerda mobil testlerde kullanilan dinamik analiz yapan bir
frameworktur.

Uygulama calisirken test etme imkani verir.

Diger AndroBugs ve MobSF de ise statik analizi yaptik fakat
uygulama calismiyordu. Drozer'da uygulama calisirken testlerimizi
gerceklestiriyoruz.

Drozer’i kendi test pc nize kurduktan sonra ayni zamanda
emulatordeki mobil cihaza da yUkleyerek birbirleri ile haberlesmesini
sagliyoruz.
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Drozer

Kendi test pc nize drozeri kurduktan sonra agent.apk y1 emulatore
atmayi unutmayiniz.

Bunu ister surukle birak ile istersenizde adb. install agent.apk
komutu ile yapabilirsiniz.

Yukledikten sonra agent.apk yi1 emulatorde acarak off dan on’a
aliniz.

Daha sonra kurulum sayfasinda gosterdigi gibi adb forward
tcp:31415 tcp:31415 komutunu verip drozer console connect
diyerek drozerin komut satirina dusebilirsiniz.
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B drozer Agent

drozer.bat

O OZ @ o e e i

~ config fi

Embedded Server @

31415

S o )




Mobil Sizma Testi Ara

esisand..pr
randroidsneme.
torandroids+.
ctorandroidsn:.
.U!‘:i'h:."!)i(J‘»Y\"‘Iﬂ\“. .o
run ..isandp,..,rot randro, ..,idsnem.
app.package.list .isisanfj{;: .T a'jcrjo%d: .sne.misisi
,andprotecto dsnemisisandprotec.
-f insecurebank .torandroid ndprotectorandroid.
. .snemisisand orandroidsnemesisan:
kOfTNJtU ”e .dprotectorath nemesisandprotector.
kurulu paketler

arasinda adi
insecurebank run app.package.list -f insecurebank
. com.android.i ] 2 (InsecureBankv2)

olan pE’ket| d run app.package. com.android.insecurebankv2
aryoruz. Pafkagg: c?m.arde‘ i curebankv2

Application | 13 ureBankv2

Process Name: com. .insecurebankv2

Version: 1.0

Data Directory: /dat jata/com.android.insecurebankv?2

APK Path: /data/app/com.android.insecurebankv2-1.apk

UID: 10054

GID: [3ee3, 1028,

Shared Libraries

Shared User ID:

Uses Permissions

- android.perm \

- android.permission.WRIT TERNAL_STORAGE

drozer Console (v




Mobil Sizma Testi Araclari

dz> run app.package.list -f insecurebank

DrOZGI' | com.android.insecurebankv2 (InsecureBankv2)
dz> run app.package.info -a com.android.insecurebankv2
Package: com.android.insecurebankv2

Application Label: InsecureBankv2

Process Name: com.android.insecurebankv2

Version: 1.0

Data Directory: /data/data/com.android.insecurebankv2

APK Path: /data/app/com.android.insecurebankv2-1.apk

UID: 10854

GID: [3e@3, 1028, 1015]

Shared Libraries: null

Shared User ID: null

ses Permissions:

- android.permission.INTERNET

- android.permission.WRITE_EXTERNAL_STORAGE

- android.permission.SEND_SMS

- android.permission.USE_CREDENTIALS

- android.permission.GET_ACCOUNTS

- android.permission.READ_PROFILE

- android.permission.READ_CONTACTS

android.permission.READ_PHONE_STATE

- android.permission.READ_CALL_LOG

- android.permission.ACCESS_NETWORK_STATE

- and(‘oid._De“rr.iSSion.ALLE‘)S_(UARSELC(.AIlU'l

- android.permission.READ_EXTERNAL_STORAGE

Defines Permissions:

- None

d:>|
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Drozer

drozer.bat console devices
Could not find java. Please ensure that it is installed and on your PATH.

If this error persists, specify the path in the ~/.drozer config file:
[executables]
java = C:\path\to\java

of Bound Devices

Manufacturer
i1a@30ff Samsung
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Drozer

drozer.bat exploit 1li
Could not find java. Pl ensure th it is installed and on your PATH.
If this error persists, specify the path in the ~/.drozer_config file:
[executables]
java :\path\to\java
exploit.remote.browser.addjavascriptinterface WebView addJavascriptInterface Remote Code Execution (CVE-2012-6636)
exploit.remote.browser.knoxsmdm Abuse the New enrolment/UniversalMDMApplication application in Samsung Knox
install rogue drozer agent
exploit.remote.browser.normalize Webkit Node Normalize (CVE-2010-1759)
exploit.remote.browser.useafterfree Webkit Use After Free Exploit (B

.remote.dos.remotewipe_browserdelivery Invoke a USSD code that performs a remote wipe on Samsung Galaxy SIII

.remote.fileformat.polarisviewerbof_browserdelivery
Deliver Polaris Viewer 4 exploi i over browser (Mobile Pwn20wn 2012)

.remote.fileformat.polarisviewerbof_generate
Generate Polaris Viewer 4 exploi (Mobile Pwn20wn 2012)

.remote.socialengineering.unknownsources
Deliver the Rogue drozer Agent over browser and hold thumbs the

exploit.usb.socialengineering.usbdebugging Install a Rogue drozer Agent on a connected device that has USB debugging enabled
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Activity Bypass / InsecureBankv2 Login

== PostLogin
Transfer
View Statement
Change Password

Rooted Device!!

run app.activity.start —.component com.android.insecurebankv2 com.android.insecurebankv2.PostLogin

adb shell am start -n com.android.insecurebankv2/com.android.insecurebankv2.PostLogin
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Root Detection Bypass

w RootCloak

Add/Remove Apps

Add/Remove Keywords Hidden by
RootCloak

Add/Remove Commands Hidden by
RootCloak

Instructions
Turn On/Off Debug

About
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Root Detection Bypass

Transfer
View Statement
Change Password

Device not Rooted!!
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DIVA (Damn Insecure and Vulnerable App)

Welcome to DIVA!

DIVA (Damn insecure and vulnerable App) is an App
intentionally designed to be insecure. The aim of
the App is to teach developers/QA/security
professionals, flaws that are generally present in
the Apps due poor or insecure coding practices. If
you are reading this you want to either learn App
pentesting or secure coding and | sincerely hope
that DIVA solves your purpose. So, sit back and
enjoy the ride.

1. INSECURE LOGGING

2. HARDCODING ISSUES - PART 1

3. INSECURE DATA STORAGE - PART 1

4. INSECURE DATA STORAGE - PART 2

5. INSECURE DATA STORAGE - PART 3

6. INSECURE DATA STORAGE - PART 4




Mobil Sizma Testi Uygulamalari
DIVA Insecure Logging

> diva-beta.apk AndroidManifestxml

<?xml version="1.0" encoding="utf-8"7>
<manifest xmlns:"http://schemas.android.com/apk/res/android" android:versionCode="1" android:versionName="1.0" package="jakhar.aseem.diva™ platformBuildVersionCode="23" platformBuildVe
rsionName="6.0-2166767">
<uses-sdk android:minSdkVersion="15" android:targetSdkVersion="23" />
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE" />
<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE™ />
<uses-permission android:name="android.permission.INTERNET" />
<application android:theme="8style/AppTheme" android:label="@string/app_name" android:icon="€mipmap/ic_launcher” android:debuggable="true” android:allowBackup="true" android:suppor
tsRtl="true">
<activity android:theme="@style/AppTheme_NoActionBar™ android:label="@string/app_name" android:name="jakhar.aseem.diva.MainActivity™>
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
<activity android:label="@string/d1” android:name="jakhar.aseem.diva.logActivity” />
<activity android:label="8string/d2" android:name="jakhar.aseem.diva.HardcodeActivity" />
<activity android:label="@string/d3” android:name="jakhar.aseem.diva.InsecureDataStoragelActivity” />
<activity android:label="@string/d4™ android:name="jakhar.aseem.diva.InsecureDataStorage2Activity” />
<activity android:label="8string/d5" android:name="jakhar.aseem.diva.InsecureDataStorage3Activity” />
<activity android:label="@string/d6" android:name="jakhar.aseem.diva.InsecureDataStorage4Activity” />
<activity android:label="8string/d7" android:name="jakhar.aseem.diva.SQLInjectionActivity"” />
<activity android:label="@string/d8" android:name="jakhar.aseem.diva.InputValidation2URISchemeActivity" />
<activity android:label="@string/d9" android:name="jakhar.aseem.diva.AccessControlliActivity" />
<activity android:label="@string/apic_label” android:name="jakhar.aseem.diva.APICredsActivity™>
<intent-filter>
<action android:name="jakhar.aseem.diva.action.VIEN_CREDS" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
<activity android:label="8string/d1@" android:name="jakhar.aseem.diva.AccessControl2Activity" />
<activity android:label="@string/apic2_label" android:name="jakhar.aseem.diva.APICreds2Activity”>
<intent-filter>
<action android:name="jakhar.aseem.diva.action.VIEN_CREDS2" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
</activity>
<provider android:name="jakhar.aseem.diva.NotesProvider" android:enabled="true"™ android:exported="true" android:authorities="jakhar.aseem.diva.provider.notesprovider™ />
<activity android:label="€string/d11" android:name="jakhar.aseem.diva.AccessControl3Activity"” />
<activity android:label="@string/d12" android:name="jakhar.aseem.diva.Hardcode2Activity" />
<activity android:label="@string/pnotes” android:name="jakhar.aseem.diva.AccessControl3NotesActivity" />
<activity android:label="8string/d13" android:name="jakhar.aseem.diva.InputValidation3Activity" />
</application>
</manifest>
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Diva uygulamasinin ilk ornegi guvensiz log kayitlarindan kaynaklanan guvenlik
acigidir. Kullanicidan inputta kredi karti bilgisinin girilmesi isteniyor.

Fakat kaynak kodda bu iglem yapilarken loglama acik birakilmis yani yazilimin
loglarina dismekte.

Bu loglari cinaza ad bile baglanti kurup logcat ile incelenebilmektedir.
adb shell ps | grep ‘diva’ diyerek cihazda calisan sureclerden diva
uygulamaninin pid numarasina ulasabiliyoruz.

Daha sonra adb shell logcat | grep -i pid ile loglari goruntuleyebilmekteyiz.
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1. Insecure Logging

Objective: Find out what is being logged where/how
and the vulnerable code

Hint: Insecure logging occurs when developers
intentionally or unintentionally log sensitive
information such as credentials, session IDs,
financial details etc

ahmet — -bash — 74x13
Y Ahmet-MacBook-Pro:~ ahmet$ adb shell ps | grep 'diva'
u@_a75 1667 172 573696 49400 ffffffff b76ce@7b S jakhar.aseem.diva
Ahmet-MacBook-Pro:~ ahmet$ adb shell logcat | grep -i 1667
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alala | ala

ahmet — grep -i 1667 — 74x13
489373317,"result":"","class" :"android.os.SystemProperties”, "method"”: "get"
, "type" :"content","args" : ["debug.hwui.overdraw"]}

W/EGL_genymotion( 1667): eglSurfaceAttrib not implemented

E/diva-log( 1667): Error while processing transaction with credit card: 12
34567890

D/dalvikvm(C 1667): GC_CONCURRENT freed 611K, 12% free 5410K/6084K, paused
3ms+@ms, total 7ms

I/Xposed ( 1667): Droidmon-apimonitor-jakhar.aseem.diva:{"timestamp"”

~ 489458965, "class":"java.lang.reflect.Method"”, "method" : "invoke", "hook

hod" : "checkout"”, "hooked_class": " jakhar.aseem.diva.LogActivity","type":"
lection”,"args" :["android.support.v7.widget.AppCompatButton{52930ef8 VFED.
.C. ...PH... 260,556-460,652 #7f0c@@7c app:id\/button}"]}

1234567890

CHECK OUT
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Bu asamada ise yazilimci tarafindan kaynak kodda kullanilan sabitlerden
kaynaklanan sorunlara deginilmis.

Input var ve dogru degeri girdigimizde basaril girmedigimizde yeniden
deneyin tarzi bir mesaj veriyor.

Bu kodlanirken en temel seviyede mesaja esitse true degilse false mantigi
kullaniimis ve esitse diye kontrol edilirken cleartext olarak dogru deger
kaynak kodda bulunmakta.

Elimizdeki apk dosyasini decompiler ettigimizde degere ulasabilmekteyiz.
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</> diva-beta.apk jakhar aseem diva HardcodeActivity.java

'package jakhar.aseem.diva;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

public class HardcodeActivity extends AppCompatActivity {
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) C@200R.layout.activity_hardcode);
}

public void access(View view) {
if (((EditText) findViewById(C020@R.1id.hcKey)).getText().toString().equals("vendorsecretkey”)) {
Toast.makeText(this, "Access granted! See you on the other side :)", @).show();
} else {
Toast.makeText(this, "Access denied! See you in hell :D", @).show();
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=

2. Hardcoding Issues - Part 1

Objective: Find
Hint: Develop
sensitive info

vendorsecretkey

ACCESS

Access granted! See you on the other side :)
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Bu bolumde guvensiz veri saklamadan kaynaklanan guvenlik agikliklarina
deginilmisgtir.

Acllan activityde onumuze gelen inputlara username,password girmemizi
istemekte girdigimiz bu degerleri givenli saklanamamasindan dolayi
saldirganlar tarafindan erisilebilir durumdadir.

Uygulama /data/data dizinin altinda genellikle kendi dizinini olusturur.

Bu klasorun altinda sharedpreferences ve databases klasorleri bulunabilir.

Eger bunlara hassas veri yaziliyor ise bunlar kontrol edilmelidir.
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Objective: Find out where/how the credentials are
being stored and the vulnerable code

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
i.e. poor encryption, plain text, access control
issues etc

hassasveri

3rd party credentials saved successfully!
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Yukaridaki resimde gordugunuz gibi hassasveri adinda username ve password
girdik.

Girdigimiz bu verileri yazilimci /data/data/jakhar.aseem.diva/shared_prefs/
jakhar.aseem.diva_prefences.xml dosyasinda tutmaktadir.

Adb ile cihazda shell alarak cihaz uzerinde bu dosyaya giderek
goruntuledigimizde girdigimiz username ve passworda ulasmaktayiz.
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3. Insecure Data Storage - Part 1

Objective: Find out where/how the credentials are
being stored and the vulnerable code

Hint: Insecure data storage is the result of storing
confidential information insecurelv on the svstem
ahmet — adb shell — 80x24
| (Ahmet-MacBook-Pro:~ ahmet$ adb shell

root@mobsec:/ # cd data/data/ja

jackpal .androidterm/ jakhar.aseem.diva/
root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # 1s
cache

databases

lib

shared_prefs
root@mobsec:/data/data/jakhar.aseem.diva # cd shared_prefs/
root@mobsec:/data/data/jakhar.aseem.diva/shared_prefs # ls
jakhar.aseem.diva_preferences.xml

erences.xml
<?xml version="1.0' encoding='utf-8' standalone='yes' ?>

<map>

<string name="user">hassasveri</string>

<string name="password">hassasveri</string>
</map>
root@mobsec:/data/data/jakhar.aseem.diva/shared_prefs #

Mobil Sizma Testi Uygulamalari
DIVA Insecure Data Storage - Part 1
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Bu bolumdede guvensiz veri saklama yontemlerinden kaynaklanan zafiyet
bulunmaktadir.

Bu sefer girdigimiz bilgiler veritabanina kaydolmaktadir.

Fakat kaydoldugu yer cihazin iginde /data/datal/jakhar.aseem.diva/databases
dizininin altindadir.
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4. Insecure Data Storage - Part 2

Ahmet-MacBook-Pro:Desktop ahmet$ adb shell
root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # l1s
cache

databases

1ib

shared_prefs
root@mobsec:/data/data/jakhar.aseem.diva # cd databases/
root@mobsec:/data/data/jakhar.aseem.diva/databases # 1s

divanotes.db

divanotes.db-journal

ids2

ids2-journal

sqli

sqli-journal

root@mobsec:/data/data/jakhar.aseem.diva/databases # exit
Ahmet-MacBook-Pro:Desktop ahmet$ adb pull /data/data/jakhar.aseem.diva/databases
/ids2

/data/data/jakhar.aseem.diva/databases...lled. 6.2 MB/s (16384 bytes in 0.003s)
Ahmet-MacBook-Pro:Desktop ahmet$
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4. Insecure Data Storage - Part 2

Objective: Find out where/how the credentials are

being stored and

Masalstl — sglite3 ids2 — 80x24
Ahmet-MacBook-Pro:Desktop ahmet$ sqglite3 ids2

SQLite version 3.16.2 2017-01-06 16:32:41

Enter ".help" for usage hints.

sqlite> .tables

android_metadata myuser

sqlite> select * from myuser;

gizliverilgizliveri

sqlite>



[Ahmet-MacBook-Pro:~ ahmet$ cd app_webview/
[Ahmet-MacBook-Pro:app_webview ahmet$ 1s -la

total 120

drwxr-xr-x 8 ahmet staff 272°16 Agu 15:59 .

drwxr-xr-x+ 38 ahmet staff 1292 16 Agu 15:59 ..

drwxr-xr-x 121 ahmet staff 4114 16 Agu 15:59 Cache

-rw-r--r-- 1 ahmet staff 7168 16 Agu 15:59 Cookies
-rW-r--r-- ahmet staff 4640 16 Agu 15:59 Cookies-journal
drwxr-xr-x ahmet staff 136 16 Agu 15:59 Local Storage
-rw-r--r-- ahmet staff 38912 16 Agu 15:59 Web Data
-rW-r--r-- 1 ahmet staff 512 16 Agu 15:59 Web Data-journal
[Ahmet-MacBook-Pro:app_webview ahmet$ sqlite3 Web\ Data

SQLite version 3.16.2 2017-01-06 16:32:41

Enter ".help" for usage hints.

sqlite> .tables

autofill autofill_profile_names autofill_profiles_trash
autofill_dates autofill_profile_phones credit_cards
autofill_profile_emails autofill_profiles meta
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Bu kisimdada yine guvensiz veri saklama sorunlarindan birine deginilmis.

Uygulama bulundugu klasore gecici bir dosya olusturarak hassas verileri buraya
kaydetmekte.

Bu tip tespitler igin her zaman uygulamanin klasoru,databases ve shared
prefences dizinleri incelenmelidir.

Bunun disinda apk dosyasi decompiler edilerek kaynak kodu incelenmeli ve
mutla Android Manifest.xml dosyasindaki izinler ve diger bilgiler analiz
edilmelidir.
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public void savelredentials{View parasView)
{
EditText localEditTextl = (EditText)findVienByld(2131493006);
EditText localEditText2 = (EditText)findVienByld(2131493007);
File localFilel = new File(getApplicationInfol().dataDir);
try
{
File localFileZ « File. createTempfilel"uinfo”, “"tmp”, localFilel);
localFileZ, setReadable(true);
localFilel. . setWritable(true);
FileWriter localFileWriter = new FileWriter(localFile2);
localFilefriter . write(locolEditTextl, getText(). toString() « ":~ + localEditText2. getText(). toString() « "\n");
locolFilefriter.close();
Toast . makeText(this, "3rd party credentials saved successfully!™, 0).show();
return,

}
Yukaridaki resimde gordugunuz kodda uinfo adinda gecici bir dosya
olusturmakta ve alinan degerler buna yazilmaktadir.
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Objective: Find out where/how the credentials are
being stored and the vulnerable code

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
I.e. poor encryption, plain text, access control
Issues etc

ahmet — adb shell — 80x24

Last login: Sat May 13 11:38:29 on ttys001
Ahmet-MacBook-Pro:~ ahmet$ adb shell
root@mobsec:/ # cd data/data/jakhar.aseem.diva/
root@mobsec:/data/data/jakhar.aseem.diva # 1s
cache

databases

lib

shared_prefs

uinfo0968176505tmp

root@mobsec:/data/data/jakhar.aseem.diva # cat uinfo968176505tmp
6nemlibilgi:énemlibilgi

root@mobsec:/data/data/jakhar.aseem.diva #
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Objective: Find out where/how the credentials are
being stored and the vulnerable code

DIVA Insecure Data Storage - Part 4

Hint: Insecure data storage is the result of storing
confidential information insecurely on the system
1.e. poor encryption, plain text, access control
Issues etc

Bu kisimdada yine girilen bilgiler cihaz iginde !
guvensiz sekilde tutulmaktadir. Gizlibilo

Verilerimizi girip save diyoruz. Bu sefer sdcard’da bir
dosya olusturup ona kaydedilmektedir.
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<» diva-beta.apk jakhar aseem diva InsecureDataStoragedActivity.java

package jakhar.aseem.diva;
import android.os.Bundle;
import android.os.Environment;

import android.support.v7.app.AppCompatActivity;
import android.util.log;

import android.view.View;

import android.widget.EditText;

import android.widget.Toast;

import java.io.File;

import java.io.FileWriter;

public class InsecureDataStorage4Activity extends AppCompatActivity {
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView((int) (@200R.layout.activity_insecure_data_storage4);
}

public void saveCredentials(View view) {
EditText usr = (EditText) findViewById((0200R.id.ids4Usr);
EditText pwd = (EditText) findViewById(C0200R.id.ids4Pwd);
try {
File uinfo = new File(Environment.getExternalStorageDirectory().getAbsolutePath() + "/.uinfo.txt");
uinfo.setReadable(true);
uinfo.setWritable(true);
FileWriter fw = new FileWriter(uinfo);
fw.write(usr.getText().toString() + ":" + pwd.getText().toString() + "\n");
fw.close();
Toast.makeText(this, "3rd party credentials saved successfully!", @).show();
} catch (Exception e) {
Toast .makeText(this, "File error occurred”, 9).show();
Log.d("Diva", "File error: " + e.getMessage());
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root@mobsec:/mnt/sdcard # 1ls -la

drwxrwxrwx
-rWXrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx
drwxrwxrwx

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root

2015-10-05
2017-05-13
2016-03-07
2014-06-02
2014-06-10
2015-09-05
2017-04-13
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-06
2017-03-31
2014-06-07

.RootBrowser
.uinfo.txt
150273

Alarms
Android

DCIM

Download
Movies

Music
Notifications
Pictures
Podcasts
Ringtones
XSSLUnpinning
romtoolbox

root@mobsec:/mnt/sdcard #
root@mobsec:/mnt/sdcard #
root@mobsec:/mnt/sdcard # cat .uinfo.tx
gizlibilgi:gizlibilgi
root@mobsec:/mnt/sdcard #
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Bu kisimda input kontrol eksikliginden kaynaklanan zafiyetlere deginilmistir.
Buradaki input girilen degeri aramaktadir.
Varsa ekrana getirmekte yoksa bulunamadi olarak cikti vermekte.

Sql injection denemesi yapmak icin “ tirnak kullaniyoruz fakat bize user
bulunamadi olarak cikti vermekte.

" tirnak denedigimizde ise her hangi bir user bulunamadi ¢iktisi vermemekte bosg
dondurmektedir.
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Objective: Try to access all user data without
knowing any user name. There are three users by
default and your task is to output data of all the
three users with a single malicious search

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When d loping components that take
input from outside, always validate it. For ease of
testing there are three users already present in the
database, for example one of them is admin, you
can try :w(uch;nq for admin to test the output

Objective: Try to access all user data without
knowing any user name. There are three users by
default and your task is to output data of all the
three use ith a single malicious search

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. For ease of
testing there are three users already present in the
database, for example one of them is admin, you
can try searching for admin to test the output

er: (1) not found er: (") not found
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public void search(¥Viem paramView)

{
EditText locolEditTesxt = (EditText)findVienS8yla(2131493017);
try
{
Cursor localCursor « this DB ronQuery("SELECT * FRIM sqliuser BMERE user « """ + localEditText getText(), toString() « “"7, m'\l}.l
StringButlder locolStringBuilder « new StringBuilder(™");
if ((localCursor '« null) A8 (lecalCursor.getCount() > 2))
{
localCursor moveToFirst(),;
do
local StringBut lder. . append{ “User: (" + locolCursor.getString(®) « “) pass: (" « lecalCursor.getString(l) + *) Credit card: ("
while (lecalCursor moveToNext()):
}
while (true)
{
Toast . sakeText(this, localStringButlder toStringl), @).show();
return;

locolStringBut Lder . append{ "User: (7 «+ localEditText getText(),.toString() +« ") nmot found™);
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Objective: Try to access all user data without
knowing any user name. There are three users by
default and your task is to output data of all the
three users with a single malicious search

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. For ease of
testing there are three users already present in the
database, for example one of them is admin, you
can try searching for admin to test the output

7' or 1]

User: (admin) pass: (passwd123) Credit card:
(1234567812345678)

User: (diva) pass: (p@ssword
(1111222233334444)

User: (john) pass: (password123) Credit card:
(5555666677778888)
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Objective: Try
apart from a
Hint: Improper o

when the input

Objective: Try accessing any sensitive information
URL

no input
ot filtere
sloping components that take

apart fromav
Hint: Imprope
when the input
using it. When ¢
input from outside, always validate it

sue arise

ted before

components that take
validate it

using it. \ F
input from outside, alv

http://www.gurelahmet.com file:///sdcard/.uinfo.txt

VIEW

%ﬁmef Giirel

VIEW

gizlibilgi:gizlibilgi
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DIVA Acces Control Issues — Part 1

Erisim control sorunlari baslikli bu bolumde activitylerin
AndroidManifest.xml dosyasinda gerekli sekilde konfigurasyonu ve
izinleri ayarlanamadiginda activityler disaridan butonlara tiklanmadan
acilabilmektedir.

Drozer ve adb gibi araclarla bu islemler yapilabilmektedir.
Bu kisimda View Api Credentials a tikladigimizda yeni bir activity

acilarak api bilgilerini getiriyor.
Buraya tiklamadan disaridan komut ile activity baslatilabilmektedir.
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DIVA Acces Control Issues — Part 1

9. Access Control Issues - Part 1

Objective: You are able to access the API
credentials when you click the button. Now, try to
access the API credentials from outside the app.
Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected. Components such as activities, services,
content providers are prone to this.

VIEW API CREDENTIALS
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DIVA Acces Control Issues — Part 1

A #
Vendor API Credentials

% ahmet — -bash — 71x23

Last login: Sat May 13 15:00:26 on console
Ahmet-MacBook-Pro:~ ahmet$ adb shell am start -n jakhar.aseem.diva/.API
CredsActivity -a jakhar.aseem.diva.action.VIEW_CREDS
WARNING: linker: libdvm.so has text relocations. This is wasting memory
and is a security risk. Please fix.

WARNING: linker: app_process has text relocations. This is wasting memo
ry and is a security risk. Please fix.

Starting: Intent { act=jakhar.aseem.diva.action.VIEW_CREDS cmp=jakhar.a
seem.diva/.APICredsActivity }

Ahmet-MacBook-Pro:~ ahmet$

adb shell am start —n jakhar.aseem.diva/.API CredsActivity —a jakhar.aseem.diva.action.VIEW_CREDS
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Erisim control sorunlarinin ikinci kismida illk kismina benzer sadece bu
sefer uygulama acildiginda onumuze iki segenek suruyor Kayit ol ve
Zaten Kayith Kullaniclyim tarzinda kayit ol segenegine tiklandigi zaman
PIN sormakta.

Fakat Zaten kayitli kullaniciyim sekmesinde ise direk activity aciimakta.
Bizim amacimiz zaten kayitli kullaniciyim butonuna basmadan bu
activity'i disaridan calistirmak.
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10. Access Control Issues - Part 2

Objective: You are able to access the Third Party
app TVEETER API credentials after you have
registered with Tveeter. The App requests you to
register online and the vendor gives you a pin,
which you can use to register with the app. Now, try
to access the API credentials from outside the app
without knowing the PIN. This is a business logic
problem so you may need to see the code.
Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected and some may also accept external
inputs. Components such as activities, services,
content providers are prone to this.

O Register Now. O Already Registered.

VIEW TVEETER API CREDENTIALS

Tveeter APl Credentials

Register yourself at http://payatu.com to get your
PIN and then login with that PIN!

Enter PIN received from Tveeter

TVEETER API CREDENTIALS
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Tveeter API Credentials

TVEETER API Key: secrettveeterapikey
APl User name: diva2
APl Password: p@ssword2
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Kaynak kod incelendigi zaman check pin true gibi bir kod satiri
gorulmekte ve biz bunu adb ile activity’i baslatirken —ez check_pin false
parametresini ekleyerek activity’i disaridan tetikleyip hig¢ bir butona
basmadan calistirilabilmektedir.
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A H # 2

Tveeter API Credentials

TVEETER API Key: secrettveeterapikey
APl User name: diva2
APl Password: p@ssword2

D ahmet — -bash — 77x24
Last login: Sat May 13 15:54:23 on ttys000

Ahmet-MacBook-Pro:~ ahmet$ adb shell am start -a jakhar.aseem.diva.action.VIE
W_CREDS2 -n jakhar.aseem.diva/.APICreds2Activity —ez check_pin false
WARNING: linker: libdvm.so has text relocations. This is wasting memory and i

s a security risk. Please fix.

WARNING: linker: app_process has text relocations. This is wasting memory and §

is a security risk. Please fix.

Starting: Intent { act=jakhar.aseem.diva.action.VIEW_CREDS2 pkg=—ez cmp=jakha

r.aseem.diva/.APICreds2Activity }
Ahmet-MacBook-Pro:~ ahmet$
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Bu kisimda yine erigsim control sorunlarina
deginiimis.
Kullanicidan bir pin kodu girmesi istenmektedir.

Girilen PIN kodu sharedpreferences dizinin
altinda xml dosyasina yazilmaktadir. Buradan
PIN koduna ulasabilmekteyiz.

11. Access Control Issues - Part 3

Objective: This is a private notes application. You
can create a PIN once and access your notes after
entering the correct pin. Now, try to access the
private notes from outside the app without knowing
the PIN

Hint:Components of an app can be accessed from
other apps or users if they are not properly
protected and some may also accept external
inputs, Components such as activities, services,
content providers are prone to this

Enter 4 Digit PIN

CREATE/CHANGE PIN

GO TO PRIVATE NOTES
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© @® <© Genymotion for personal use - MobSF_VM_0.2 (720x12...

A H # &

¢ jakhar.aseem.diva_pr...

F?xml version='1.0' encoding="utf-8'
standalone='yes' ?>
<map>

<string name="notespin">1234</string>

<string name="password">hassasveri</string>

<string name="user">hassasveri</string>
</map>
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Bu asama daha once degindigimiz kaynak kodda bulunan parola ve
dogrulama degerlerinden kaynaklanan guvenlik acikliklaridir.
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#include <jni.h>
#include <string.h>
#include "divajni.h"

#define VENDORKEY "olsdfgad; lh"
#define CODE ".dotdot"
#define CODESIZEMAX 20
VE
* Verify the key for access
*
* @param jkey The key input by user
*
* @return 1 if jkey is valid, @ otherwise. In other words
@ if the user key matches our key return 1, else return 0.
*/
JINIEXPORT jint JNICALL Java_jakhar_aseem_diva_Divalni_access(JINIEnv x env, jobject jobj, jstring jkey) {

const char x key = (xenv)->GetStringUTFChars(env, jkey, 0);

return ((strncmp(VENDORKEY, key, strlen(VENDORKEY)))?0:1);

Kaynak kodda bulunan bu key apk decompiler islemlerinden sonra elde edilebilir durumdadir.
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@ player © QB = 0 %7
& @ Genymotion for personal use - MobSF_VM_0.2 (720x12...
Ahmet-MacBook-Pro:x86 ahmet$ strings libdivajni.so A T H#H =& <+ L6114
——cxa_finalize
—_cxa_atexit 5
PR ..o chk_fail 12. Hardcoding Issues - Part 2
S "= Java_jakhar_aseem_diva_Divalni_access
Java_jakhar_aseem_diva_Divalni_initiateLaunchSequence
strcpy Objective ‘. nd
JNI_OnLoad Hint:Developert
_edata ol
—-bss_start
—end
libstdc++.so
libm.so
libc.so
libdl.so
libdivajni.so
dser
olsdfgad;lh
-.dotdot

;28" olsdfgad;lh]
GCC: (GNU) 4.8
gold 1.11

.shstrtab ACCESS

.dynsym
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Input kontrol eksikliginden kaynaklanan zafiyetlerin G¢lncu kismi
bu sefer input uzunlugu kontrol edilmemis.

10 karakter girildiginde herhangi bir sorun vermemektedir fakat 40
adet karakter girildiginde uygulama crash olmaktadir.
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@ ® Genymotion for personal use - MobSF_VM_0.2 (720x12...

AH# # & < W635 =)

Genymotion for personal use - MObSF_VM_0.2 (720x12.

®®e®
A #H
13. Input Validation Issues - Part 3

Objective: This is a Missile Launch App. Spread love
not War! DOS the Damn thing! Your objective here is
to NOT find the code and then launch the missiles,
rather it is to crash the app (and then find the root
cause the crash)

Hint: Improper or no input validation issue arise
when the input is not filtered or validated before
using it. When developing components that take
input from outside, always validate it. This is a
classic memory corruption vulnerability. If you can
get code execution, | would love to hear from you. | Unfo nately, Diva has
dont expect anyone to go that far though stopped.

AAAAAAAAAA
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oogle Play Uygulamalan Gergcek Olmayabilir !

HGS KISA SORELIG

LN m YOKLEDIGININ YARISI KADAR
/ BEDAVA

HGS A HGS 5]
#HCS § harfinin sonunda nokta var ICS § harfinin sonunda nokta yok
H reci3 - gl Peci3
indirme Sayisi indirme Sayisi

Haritalar ve Benzer

Indirme
Navigasyon

Aracinizin HGS etiketine cepten kolayca bakiye KISA SURELIGINE YUKLEDIGIN BAKIYENIN
yikleyebileceginiz tek uygulama! YARISI HEDIYE
DEVAMI DEVAMI

4,4 g0 B

EN IYI OZELLIKLER

GERCEK




wworrai KONtrol Listesi (Check List)

1.
2. SSL Pinning Kontrolu / Bypass
3.  Web Servis Kontrolleri
4.  Yanhs Kimlik DoQrulamasi
5.  Oturum Yonetimi Kontroli
6. IDOR
7. MongoDB/NoSQL Injection
8. Yonetim Panel Login Brute Force
9. Uygulama Komponent Analizi (Drozer)
10.  File Verification
11. Uygulama Yetkilendirmeleri ve Kriptografik Kontroller
12.  Lokal Veri Analizi
13.  Veri Sizintisi Android Backup
14. Tersine Muhendislik Hardcoded Credential Kontrolii
15.  Patching/Modification
16. QRCode Backdoor
17.  Subdomain Kesif
18.  Email Kesif

-
o

Github vb. Siteler ile Hassas Veri Kontrollu
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