


















Artifact Type Value Significance

Source IP 91.224.92.177
UK-based, UAB Host
Baltic, 100% Abuse

Confidence

Exploit CVE-2025-55182 React Server
Components RCE

C2 IP 94.156.152.67
Payload drop and
beacon port 2323

Payload boyl7molon
Custom ELF binary

(Malicious)

THE SOC ANALYST PLAYBOOK

Artifact Analysis

Defensive Logic (Suricata)

alert http $EXTERNAL_NET any -> $HTTP_SERVERS
$HTTP_PORTS (msg:"FLIPLINK: React Wraith CVE-
2025-55182 Inbound"; content:"POST";
http_method; content:"----
WebKitFormBoundaryReactCVE";
http_client_body; sid:20260310; rev:1;)


