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COMPUTER SOCIETY

IA:

Formed in 1365, the T30 has been imstrumental in guiding
the Indian [T industry down the right path during its
formative years. Today, the 51 has 65 chapters all ower
India, 381 student branches, and more than 40000
members, Including Indias most farmeows 1T industry
leaders, brilliant scientsts and dedicated academicians.
Mew, you have the opportunity to be 3 part of this
distinguished fraternity too,

The mission of the C5i is to facilitate research, knowledge
sharing, learning and career enhancement for all categorles
of IT professionals, while simultanecusly inspiring and
nurturing new entrants into the industry and helping them
t integrate Inta the IT cormmunity. The CSI s also warking
closely with other Industry sssociations, governmant
bodies and academia to ensure that the benefits of T
advancement ultimately percolate down to every single
citiren of India.

FACULTY NOTE:

| proudly present to vou the latest initiative By €51 - The
Protocol Magazine.

The C5I chapter of DUSCOE has been working
inceszantly to spread technical know-how amongst
students. C51 at DUSCOE has shared knowiedge abeut
important concepts ke .Nat Technologies, Linux
Operating System, 2G & 3G Technologies, Computer
and Mobile Tricks and Tweaks, innovative Mindsst,
Professional Web Disigning and  Deployment,
Middlewara and Wireless Technologies, MBA Career
Guidance and Vedic Mathematics wvia  various
warkshops and seminars in the academic year 2009-10,
This magazine aims to continue the good work done in
the academic year 2009-10. The concept covered this
time i 4G and Wikax along with Career Opportunities
in Cisco Wireless Networking Technology. We hape it is
of best use toyou. Thank you. Best wishes.

MA INE COMMITTEE :

Brijal Gaglani{TE-IT}

Actitya Modi[TE-IT)
Rizhabh Shah({TEIT]
Aishviarva Bhandar] TE-IT)
Harsh Swaminarayan]5E-IT)
Dilkcush Patel|TE-IT}

CHAIRMAN NOTE:

As @ Chalrmen of DISCOE C5 Student Chapter | want to
thanmk Prof. Abhljit joshi €31 beanch counsellor for
continuouws support throughout the year,

| also want to thank my commities member for their
support Had some grest time while working with all af you

Pagazine commitiee worked hard to develop this first copy
of DISCOE C5 magazine which is named PROTOCOL after
tech fest which DUSCOE €51 uzed to have till idea of ena
tachnical fest came up in 2008,

=Dilkuzh Patel




ACTIVITIES DONE BY CSl
(DJSCOE] in 2009-2010

Triks & Tweaks Workshog:

/

(vganized under the banner of DISCOE_CSI by two
stusdents of TE-T of DUSCOE iself ; Dilkush Patel and Aditya
Modi , it was a fun filled workshop which inclueded tricks of
mabile and computers fike how to crash someone’s pchow
to hard reset nokia mobilegetting IMEl no. , how to
crasabe virus etc.

Student liked workshop and gave positive feedback,

Linux Workshog:

—

Linux 1% opensource , that means 15 freely available and no
need of pirecyThere k5 not much awareness about
ppensource amaong students so this workshop generated
much naeded awarsness about opensource aperating
systerns and platform, Students earned about UBUNTU , an
operating SYSIEIT developed by  opensource
developers.Most amazing part of whole workshop was the
lab session. It was stretdhed ower .

Mot Workshop

Microsoft

e e e T—E—

It was Organized by DISCOE_C5| and addressed by
professional from TCS.

Student learned aboul importance of net framewark and
fearmed haw to use net for building varlous applications.
Stretched over one day it contained theory as well as
practical spsgion alsa.

The Computer Society of India-DJSC0E chapter 20082010
marked ande of its biggest events-the industrial Wiyt (1v) on
its cafendar in the month of Janwary 2010,

The 1Y to Kerala and Its world famous backwabers was
decided. The itinerary included a 9nights/10 Days jourmey
across the Kerallan terrain as we started off from the
humble metrapolitan Coching, acress the fantastical and
pristine landscapes of misty Munnar, ta the small bustling
town of Thekkaddy, the backwatars of Allepy, ending at the
lalg-back Kovalam with Thiruvananthaguram a guarter of
an haur away from It.

Thers were total 160 students and & teachers on |\
Industries which were covered in LV, were Chips Infotech
in Cochin, UST Global In Technopark in Trivandrum and
Wikram Sarabhai Space Centre in Trivandrum.

Wi wauld Bke to thank the teachers who accormpaniad ws,
Prof Abhijit Joshi (OS] Branch Counselor) for his support
and ea-aperation, Prof. A.C. Daptardar and Prod,

Hari Vasudevan for their well-wishing tips and advice,

-Di ke Fats

{Chairman -DUSCOE_CSI)




3G and 4G: Mobile and
Wireless Networks

ARTICLE BY: Prof. 5. M. Chaware

Today's world of globalization, mobile and wireless
retworks plays an important role, There are wide
areas of applications and services; where without
these networks human can be handicapped. Thase
may include from home such as controlling
appliances such as speed of fans, fridge, TV etc,,
accessing of web on mobile, pay or transfer the
payments on a single click and so on In this article,
focus has been given on basic services and its
perspective in our country,

Moblle networks will include mobile phone e
miobile station (MS), base station (BS), BSC {base
station controller), MSC  [Message switching
center] etc as an infrastructure. Some of these will
work on wireless or wired medias. Mobile stations
will have wireless interface with base station to
transmit or receive the signals. The signals are
generated by trans-recelvers as electromagnetic
waves and propagated into the air, The signals
travel slong the earth’s surface due to gravitational
force aof an earth. There are two types of channels
being used by the either side, logical or physical.
Logical channels are used as handshake signals
among the M3 and BS and physical chanrels are
being used for actual woice or data transmission.
Paging will be used by the BS in order to locate MS
in his area, MSC will maintain 3 database in his
register, such as HLR and VLR to identify the home
USEr OF wisitors

The First generation wireless miobile
communication systems were introduced in early
eighties and second  generations systems in the
late 19805 were intended primarily  for
transmission of wvoice. The initial systems used
analog frequency modulation where as the second
as well as the subseguent mobile systems use
digital communication technigues with time
division multiplexing (TDM), frequency division
miultiplexing (FOM} or the code division multiple
access  (CDMA). The third gereration wireless
systems which are just getting introduced in the
world markets offer considerably higher data rates,
and allow sgnificant mprovements over the 2G5
systems. The 3G Wireless systems were proposed
bo provide voice and paging services to provide
interactive multimedia including teleconferencing
and internet access and variety of other services,

The

However, these systerms offer wide area network
(WaN) coverage of 384 kbps peak rate and limited
coverage for 2 Mbps. Hence providing broadband
services would be one of the major goals of the 4G
Wireless systems.

3G Wireless System

Essential gualities and characteristics of a 3G
wireless systam:

= Bit rates are growing up to 2 Mbps.

= Variable bit rate generating bandwidth on
demand.

= Multiplexing of services with various gquality
requirements on a single connection, e.g.
speech, video, and packet data.

& Delay requirements from delay-sensitive real-
time traffic to flexible best-effort packet data.

*  Quality requirements from 10% frame error 1o

10-6 bit error rate

*  Coexisbence of second and third generation
systems handovers for coverage enhancerments
and load balancing.

s Support of asymmetric uplink traffic, e.g. web
browsing causes more loading to downlink and
uplink.

= High spectrum efficiency.

" Coexistenca of FOD and TDD models.

Features of 4G Wireless Systems

following are some possible features of the 4G
SYSLems:

s Support interactive multimedia, woice, video,
wireless internet and other broadband services.

*  High speed, high capacity and low cost per bit,

& Global mobility, service portability, scalable
rrobile networks,

= Seamless switching, wariety of services based
on Quality of Service (Q05) reguiremants.

®  Better scheduling and call admission control
technigues.

*  Ad hoc networks and multi-hop networks.

3GV 4G

The following table shows comparisons between
some key parameters of 3G Vs possible 4G systems,

kL) &g

Frequency 18- 2.5GHz 2- 3Gk

Band




Bandwidth  5-20 MHz 5-20 MH:

p to 2vibps | 384
Data rate T— U fo 20 Mbgs or marne
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ARTICLE BY: Aditya Modi
Why Not WiMAX 77

Who doesn’t want High Speed Broadband Internet on the
go?

We have good broadband connections but they are wired
What if we are travelling at a speed of 100 kmph on the
highway and 511l want high speed internet access 7

The solution to the above mentioned guestions is WiMAX

wWinar s the nex-generation of wireless technology
designed to enable pervasive, high-sseed maobie Interrat
access bo the widest arrey of devices including notebook
PCc, handsets, smartphones, and consumer electronics
such as gaming devicss, cameras, Camoorders, music
players, and more, A5 the fourth generation (4G of
wireless technology, WikAX delivers |ow-cost, open
networks and is the first all IP mobile Internet solution
anabling efficient and scalable networks for data, wideo,
and vaoice. As a major driver in the support and
development of WibdAX, Intel has designed embedded
Wik1AX solutions for a varlety of mobile devices supporting
the future of high-speed broadband on-the-go

winax has the potential to do to broadband Internat
access what cell phones have done to phaone acoess, In the
same way that many pecple have given up their “land
lines" in faver of cell phones, WIMAK could replace cabie
and DSL services, providing universal Internet accass just
about anywhers you go. WIMAX will also be a5 painless as

WiFl = twming your computer on will swtomatically
connect you to the closest available WiRAX amenna.

Wiktax [B0Z.16e] s a newer standard of wireless
natworking designed to provide the last mile of high speed
internel access to the end user. Some people would call
Wimax WiFi on stercids but this would be to broad of an
assessment., WIFl was and still will be used In LAN
emdronments for the foreseeable future, Wikdaw was
designed to provide (MAN] Metropolitan Area Access, to
homes and businesses,

Englneers are stating that Wikbdax has the capability of
reaching 30 Miles but real world testing has shown 4-8 mile
working radlus.

How Wihdas wrorks

Wiktax [MAN] deployments are similar to & WIFI network.
First the 158 would have their T3 or higher access. The 15P
would then use line of sight antennas [Bridges} to connect
to toweers that would distribute the non line of sight signal
to (MAAN ] residentizl/business clisnts

WinMay line of sight antenmas operate at a higher
Fraguancy up to BBmhz. Dstnbution antennas do not have
to be in the line of sight with their dients. Non = lime of
sight toawars operate on @ ranga similar te WIFL - Wikia
can operate fight next to cell phone towers with na
interference.

Problem associated with WiIRAX

Q0% [Guality of Service) is an major Bsue with Wikdax
because of the number of people accessing a tower at
once, Some would think that & towers coudd be aasily
owerioaded with afot of people accessing it at once.

Solution

Bullt into the Wilax sardard is an algorithm that when
the tower/base statlen |s nearing capacity then |
automatically will transfer the user to another Wikax
tawer or cell, Uniike a Wil clients whe have ta kind of fight
to stay associated with a given access point; Wikdax will
only have to perform this hand shake at the MAC level the
first tivrme thiey access The metwork.

Where is Wilax sultable to use

Wildax i designed for bullding a nmetwaork infrastructure
when the em@ronment of distange s not favorable o a
wired metwork. Alsa, Wilax is a cheaper and gquicker
glternative than having to lay wire. Third world countries
will greatly benefit from deploying Wiax netwarks.
African countries are now going to start deploying Willax
netwarks fnstead of cell phone networks, Disaster 2ones
can also utilize Wilax ghang them the ability to distrizute
criss information guickly and cheaply.

Militaries are already using wireless technoiogy to conmect
remote sites. Logistics will be simplified with the ease of
tracking with RF technologies. Wikax can alio handie
Webcams and  streaming  video which would  give
commanders eyes on target capability, Just imagine if




planes were able to drop preconfigured self deploying
Wilax antenras in strategic areas giving troops real time
battledfield inte, Armed with wireless cameras, drones and
3 GPS one soldier would truly be an frrmy of Ona.

Wireless Network

ARTICLE BY: Rishabh Shak

There are many of us who make use of a WiFi network for
intarnet access . But is the network that we are using
sequred enough to guarantee the confidentiality and
privacy of the data sent over the WiFi Metwark,

Lets have a look at the THREATS and then their SOLUTIONS
1.551d"c [SSID are the name of the wireless routers | are
useless:-

The BO0Z.11 standard specifies the 581D [service set
Identifier) as a form of password for @ user's radio NIC to
join a partdcular wirgless LAN, 30211 requires that the
user's radic NIC have the came 580 as the access point
hawve to apabla azsociation and communieations with other
denvices.

The use of 55105 is a fairly weak form of security, honsewer,
because most access paints brosdcast the 5510 multipla
times per secend within the body of each beacon frame.,
come network administrators turn off 3510 broadcasting
but a hacker can still sniff the 550 from frames that
stations use when assodating with an access point. They
just have to wait unill someons associates of re-ass0icates
ie.g when roaming] with the network,

Many administrators use default 551d's set by the
vendors like Cisco uses tsunami and most other vendors
use the name of their company as the default 510,

2.DHCP (DHCP assigns a dynamic IP address | weakens the
security:-

wi-fl users are automatically assigned IP address when they
connactThus even @ hacker gets a legitimate IP address
with which he can drill down Inte other users compeuter
and access thelr confidential information| This is a serious
problem that many end users overlook, especially when
operating from home and pubfc networks,

3.Denlal of service attacks

Another form of securlty attadk is danial of service. In this
ease, the hacker might not steal any Information, They just
keap users from accessing services, eithar to gain some sort
of competitive advantage or just have some devious "fun.”
& muischigvous person can use 3 wirgless client to insert

bogus packets into the wireless LAN with the intert ot
keeplng users from getting access to services. A brute force
way of doing this Is to setup a relatively high power signal
generstor to produce enough RF Interference to block
athwr radio MICs from accessing the mediem. The 802,11
MALC Layer is fairly polite and avoids transmitting when it
wanses ather AF activity. This ghees the Intruder encugh
contral to keep users from accessing network services for
gn indefinite period of tima.

Since there is not 3 specific method by which we can
provide sacurity we have to use combination of the
metheds mantioned below

1.Maka Your Wireless Network invisible:z-

Wireless access points can announce their presence 1o
wirgless-enabled computers, This is referred to as
“identifier broadcasting” In certain situations, identifier
broadcasting 15 desirable. For instance, an internet
cafe, However, you're the only one who needs to know you
have 3 wireless network In your home. To make your
natwerk invisible to others, sea your access point’s user
manual far instructions on disabling identifier hroadcasting.
2.Renama Your Wireless Network:-

Mary wireless access point devicss come with a default
name. This name i referred 1o as the “service set
identifier” {5515 or “axtended service set identifiar”
[ESSID). The default names used by various manufaeturars
are widely known and cen be used ko gain unauthorized
acoess to your netwark,

3.Encrypt Your Metwork Traffic:-

Your wireless access point device should sllow you to
encrypt traffic passing between the device and your
compuaters. By enorypting  wireless  traffic, you ane
converting it to @ code that can only be undersiood by
computers with the cormect key to that code.

The origingl encryption method, WEF (wired equivalent
privacy], was found to be fundarmentaily flawed. WEP relies
on a shared key, or password, to restrict accessAnyane
wha knows that key can anter the network.

The next generation of encryption, WPRA [Wi-Fi Protect
Access), is designed to leverage an 802.1¥-compliant
authentication server, but it can aiso be run similar o \WEP
in 758 [Pre-Shared key) mode. The mainimpravement from
WEP to WPA i5 the use of TRIP (Temporal Key Integrily
Protocoll, which dynamically changes the key b0 prevent
the sort of cracking technigues used to break WEP
encryption.

Tha mast current form of encryption |5 WPAZ, The WPA2
encryption provides sven more complex and secure
mechanizms Including COMP, which is based on the AES
4.Connect Using a VPN:-

Many companies and organizations have a virtual privste
network [VPN). ¥PNs allew employees to connect securely
to their network when away from the office. VPNs encrypt
connections at the sending and recelving ends, and keep
ot tralfic that s not properly encrypted.




IN WIRELESS

AATICLE BY; Harsh Swaminarayan

The growing wse of wireless and mokile technologies such
as smart-phones and laptops is driving an increased need
far qualified wirsless network professionals.. Businesses
nesd to make sure these wireless devices are used
affectively and securely within the company's network. As
Cigea io the leader in Wireless LAN (WLAN) technoiogy, &
Clsco  wirsless certification will improve a network
profecsional's standing with empioyers looking for these
skis,

Clsco Wirelass Certifieations Availabila

Cisco  Certified Netwarking  Associafe Wireless (CCMA
Wireless) - This certification validates associate =
knowledse neadad to configure, implement and suppaort
wireless Cisea LAMs in small to medium businesses and
enterprise networks,

Cisco Certified Networking Professionsl Wireless [CCNF
Wirgiess) — This professional level certification focuses on
wireless netwarking principles and theory and the ability to
create technical specifications based on netwark business
requiremants that result in ssccessful installations.

Cisco Certified  Intemetworking Expert Wireless {COE
Wireless) — Cisca's expert level wireless certificatlon
ensures the certficate-holder has  broad thegretical
knowledge of wireless natworking as well as an advanced
understanding of Osco Wirgless LN technologies.

Preparing for Cisco Wirsles: Exams

To prepare for 2 Cisco Wireless exam, & network
professional should take an approprlate training course
from @ reputable school. Many community colieges,
technical training centers and career schools proice
courses to prepare for these exams. Course options may
include traditional classrogms, online courses, boot-camp
style courses and seli-study videos. Prices fof training will
vary depanding on the course and style but may range from
ceveral hundred dobars for a self-study video to many
thousands of dollars for a boot-camp course,

Exam Content

Cisco Certified Networking Associote Wirehess a1l
Wireless)- There is one exam required for this certification:
“Implementing Cisco Unified  Wirsless Metworking
Essentials”. it validates the test-takers knowledge of
Installing, configuring. operating and troubleshooting small
ta  medium-sized  WLANs. Topios  include  WLARN
fundamentals, installation of a basic Clsco WLAN,
installation of wireless clients, implementing security,
operate baslc Wireless Control Systern(WCS], and Dasic
WLAN maintenance and troubleshoating.

Cisco Certified Networking Professional Wireless (CONP
Wireless) — There are four =sams required far  this
certification as described below!

Conducting Cisco Unified Wireless Site Survey - This axarm
validates 3 test-taker's ability to plan and conduct a
wireless site survey, ta design an RF network and 1o
eamduct @ post  Installation assessment 1o ensure
compliansy

Implementing Clsco Unified Wireless Voice Networks -
This exam assesses the candidata’s ability to integrate Volce
ender Wireless LAN (VoWLAN] services into the WLAN and
to implement Quality of Service, MPLS networks, and high
bandwidih applications inta the wirslass netwark.
implementing Cisco Unified Wireless Mobility Serviees -
This exam validates the candidate's ability to inbegrate
maobility services inte the WLAN, to tune and traubleshoot
the WLAM, and to implement indoos enterprise mesh
networks

implementing Advanced Cisco Unified Wireless Security —
Thic Bxarn assesses the lest-takers ability to secure the
wireless network from security threats via approgriate
security policles and best practices, to properly implement
security standards, and to properly configure wireless
securily components.

tisco Certified Internetwerking Expert Wireless(CCTE
Wireless] - & bwo-hour writban #xam and an eight-hour |ab
pramn muzi both be passed to earn this prestigicus
certificate. The written mam covers expart knowledge and
skills reguired to plan, design, implement, oparste and
troubleshoot Wireless LAMS In an enterprise anvironment.
The lab exam reguires the candidate to configure a series of
networks to given specifications, The exam focuses on
implementation of Autonomous Infrastrecters, Unifiad
infrasoructure, Unified Controflers and AP's, Unified WCS
and Location and Vaolce ower WLAN,

Cost

The cost of taking a written oF computer-based exam willl
range from &80 to $350, depending on the exam. The CCIE
Wireless [sb exam can only be taken at a few locations
arpund e world and will likely require travel. The cost (o
take the lab exam is $1400.




TRICKS N TRADES

Wireless Router [WIFT) Buying Guide

=N

Almost every broadband router destined for the home
market these days has Wi-Fi cagability. In fact, it's bean
ages-since we reviewed a router that dide't include radios
for wireless networking

Cne way mot to choase 5 to go by the makers' adwertised
speeds, which seldam have much to do with realiny. Sarne
wendors go as far as using the "300° megabits-per-second
speed in the names of routers that can’t achieve anywhere
near that throughput in the real world. Fortunately, the
rarket is flooded with Wi-Fi routers, so finding a good one
could ba simpler than you might think, If you know what
yiour'ne looking for,

We have put together a list of the nine key points you
shold consider when choosing a Wi-FI router;

Is 802.11n (W) really that much better than 802.11g (G)?

Yup. Belleve It or not, the 802,112 Wi-Fi router, which usas
a technology that has been argund for seven years, is still
papular, Small businesses buy G routers because they are
cheaper and perform adequately Some 802 11 routers
include speclalized functions that are essential in business,
suchi a3 powerful  policy-bazed  firewalls and threat-
ranagement features. In the home, howeyver, spead is tar
more important, and there the 802.11n Wi-Fi router is
king. Some N routers, such as the TrendBlet Gleahit, can
deliver upwards of 200 Mbps. B0Z.11n redtars often deliver
a5 much as five imes as much throughput as G routers in
real-warkl testing,

Are dual-band routers better than single-band routers?
BOZ.1Ln routers come in two flavors—single-band and
dual-band. Single-band routers use the 2.4.GHz band, the
same frequency used by G routers, Dual-band N routers
suppiart 2.4-GH: and 5-GHz bands. Even at 24 GHz,
302.11n routers are faster than G routers becawse they
make better use of the frequency rangs in the band, and
they're betier at bouncing signals offl surrourding surfaces
such as furniture and walls, Swikching a dual-band N router
from 2.4 GH to 5 GHz Iz like trading a Tovota for &
Magerati. The answer is, therefore, an overwhelming yes:
Cual-band band routers, though generally more expensive,
putpecform single-band {2.4-GHz) routess.

Do | nead two, three, or four antennas, or hidden ones?
Because the speed in N routers depends heavily on signal
bouncing and multiple transmitters and receiver antennas,
the ldeal antemna configuration s 4-by-4. Generally,
however, most high-end M routers come with 3 3-by-2 or 3-
by-3 antenna configuration While antennas come in all
shapes and sizes, most are visibls, tubulsr satennas,

Should | get & portable router?

If you want or need to take your Wi-Fi on the road, 2 new
bresd of router making its mark is the portable. 1tcan
travel with you because it uses a 3G signal from a cellular
carrier for backhaul, AK& the connection back to the
Internet. This means it won't be s fast as-hooking itup to
vour cable modaem, but what vou lose in thraughput you
gain in movement, Because they're not as fast, most of
them only support 802 11¢ instead of the faster B02.11n,
which alse keeps the cost down. However, keep in mind
that while the Wi-Fi side is frae, wau have to pay a carrier
for the 3G,

What is guett access?

Guest access {5 one of the most uselul, and most
underrated, features of a wireless router. Routers with
guest access, fuch a5 the Balkin M+ Wirslass Router
[FSDEI35-4), can separate one Wi-Fi network into two.
Thils alloaws friends te uge your brosdband access without
krowing the password for your main network, so they can
gL to your files, You can adniave a similar configuration
with routers that suppart wirtiual LAMS [VLANs), but the
steps in setting up multiple YLANS are more difficult, We
highly recommend this feature,

Tightening acoess to your router with MAC sceass control




If ywou are still not cominced that your wireles nebwark is
secure after encrypling your Wi-Fi router with Wi-Fi
Protected Access 2 (WPa2)don't waorry because this step
ensures that anly your computers can access your Wi-Fi
network, MAC filtering allows ar prevents computers with
certain PMAC addresses to access your network, Like a
fingerprint, no two network adapbers can have the same
MAC address, so snooping reighbours are out of leck when
you enable that MAL filter

How many wired ports do | want?

The mare the merrier. While most WI-Fi N routers come
with o standard five-port block, vou'll be surprise how
many don't—the Apple AirPort ¥treme and Apple Time
Capsule, for example; have only four pons apiece, Adding &
RAS davice, an Xbox 360, 4 VolP phane, and a PC will max
oyt a five-port router, Ifyour router has only three free LAN
paorts, you'll have to biry an astra Etharnat switch to
sccormmadate extra nebwork devicaes.

Turning  wyour rowter into & gaming powerhousa
Mo one wanis their Internet games to interfere with
YouTube videos, Skype talk and Wab surfing, or vice versa,
The answer lies in the QoS feature in your router, & router
with Qo5 can separate network packets and prioritize your
network traffic, allowing your most important applicationg
fi.ue. gamesh to get the largest bandwidth chunk. Luckily,
Eames don't take up 2 [0t of bandwidth, but they can siow
vour network down whean you are sharing the connection
with the family.

Iz & pouter with a strong firewall impadant? Luckily, mast
routers include @ firewall, and many use the 5PI [stateful
packet inspection) firewall, which s beter than the older
NAT Frewall alone, A few routers, such as the 5MAC
Barricade M Wireles: Broadband Bowter (SMOARRL145%-MN2],
provide a range of manual settings on a fireswall. Are thesa
routers better? Not really. Typically, manual firewal
settings are designed for specific usage nesds and not for
enhancing the overall capability of a firewall, As long as a
Wi-Fi router has a 5P firewall, that's enough for most us,

Can home routers meet the needs of small businesses?
For the mast part, ves . However, sometimes businasses
nead extra security of technoloples that are not available in
some home rouTers.

What's the best way to access your router ramotely?
Routers like the Metgear WNR3SDD, which support dynamic
DNE—as in the Dyndns.org or T20.com services—are the
best to buy if vou want to access your network remotely,
With dynarmic DM5, you can gain access by using a domain
name like myhomenetwork.net instead of using the 1P
address provided to you by your ISP,

How 1o hack wireless network

hittp:/fwwwyoutube.com/watch v=TIPWUykw3ull




BLUETOOTH

ARTICLE BY: Dilkush Patel

Biuetooth one of the most exciting technogy thet young
FENEFATION Uses Bvery now n then without havin slightest
of knowledge of how that works, Bluetooth is raally a very
excitng technolody to learn

Biustooth exists In many products, such as telephones,
the Wii, PlayStation 3, PSP Go, Lego Mindstorms NXT and
in same high definition watches, modems and headsets.
The technology is useful when transferring information
between twa oF more davices that are near each other in
{ow-bandwidth situations. Mustooth is commonky used to
transfor sound data with telephonss [ie,, with a Bluetmmth
headset) or byte data with hand-held computers
(rransferring files),

Bluetoath s a proprietary open wireless technolngy
standard for exchanging data over short distances (using
short length radic waves) from fixed and mobile devices,
creating personal area networks (PANs) with high levels of
SECURTY.

Bluefooth uses a radic technology celled frequency-
hopping spread spectrum, which chops up the data being
gent and transmits chunks of it on up to 7% bands of 1L MHz
widih im the rangs 2402-2480 MHz, This is im the glubally
unlicensed Industrial, SGentific and Medical {1361} 2.4 GHz
shart-range radio frequency band.

Blustaoth provides a secure way to connect and exchangs
information betwean deviess such a8 Taxes, mobiie
phanes, telephones, laptops,personal

computers, peinters, Global  Positioning  System (GPS]
recelvers, digital cameras, and vides game consoles,

The Bluetoath specifications are developad and licensed by
the Bluetooth Spacial Interest Group (58G). The Bluetootn
516G consists of more than 13,000 companies in the areas of
telecommunication, computing, networking, and consumer
plectronics

To be marketed as a Blestooth  devies, it
be gualified to stendards defined by the 31G.

Frgst

same of the advantages of Bluetooth

Universally accepted - Bluetooth technology |5 accepled
weatld wade, with it gaining so much popularity, you can rely
amn it for wears to come with an advent of more and more
deylces started ta usa Bluetooth technology

Automatle - setting up Bluetooth connectivity is automatic
Blusteoth and doesn't mead professionals, When two or
more deviess sntar a range of up ta 30 feet of each other
the communication autom aticalhy bEEiI‘I': Betwean them

Upgradeable - Upgradeable Blustooth standard versions of
Bluetoath in the offer warious mew advantages and
hackward compatibility with older versigns,

Low power consumption - Bluetaoth with tha halp of low
power signals techrology requires very less energy
reducing the battery consumption or olectrical power.

Best alternative to data transfer -in case of
eorunt flashfpen drives or DVD/CD ROM. It has helped a
It of times whan | forgot my pen drive

List of applications. of Blustooth

s Wireless contred of  and  communication
betweern amaobile  phoneard @ hands-
free hasdeet. This was one of the earfiest

applications to become popular,

s \Wireless networking between PCsin a confined
space and where little bandwidth |s required.

s \Wireless communication with PC input and
output devices, the most common Deing
thamause, keyboard and printer,

»  Transfer of eontact details, calendar
appointrmants, and raminders batween devices

Files,

with QBEX.
s« Replacement ol traditianal
wired serial communications in test

egquipment, GPS receivers, medical eguipment,
har code scanners, and traffic control devices,

s For controls where Bfrared was - traditionally
usiEd

+ For low bandwidth applications where
higher USE bancwidth 5 nat required  and
cabla-fres connection desired.

» sending small advertisements from Blustooth-

prabled advertising  hoardings to other,
discoverable, Bluetooth devices,

»  Wireless beidge between two Industrial
Ethernet (2.5, PROFINET] networks.

= Three seventh-generation game  consoles,
Mintanda's Wil and sory's PlayStation

3 and PSP Go, use Blustooth for their respactive
wireless controllers,

= Dialup Internat acesss on parsonal computers
or PDAs using a data-capable mobile phaone 35 3
wireless modem like Movatel mifi




»  Ehort range transmission of health sensor data
from medical devices to mobile phone, set-top
box or dedicated telehealth devices,

A personal computer that does not have embedded
Blugtooth can ba used with 3 Blustooth adapter or
“dongle” that wil enable the PC to commanicate with
other  Bluetooth
phones, mice and keyboards).  While  some desktop
tomputers and most recentlaptops come with a buillt-n

devices [such as mahile

Bluetsoth radio, othars will require an external ane in
the form of adongie.

Unlike its predecessor, IrDa&, which requires a separate
adapter for each device, Bluetooth allows multiple

devicas to communicate with a computer over 3 single
adapter,

Blustooth w40 = the latest specification in world of
Blustooth. On aAprl 21, #7010, the Bluetooih SIG
completed the Bluetooth Core Specification version 4.0,
which  indudes Classic  Bluetooth, Bluetooth  high
spead and Bluetopth low energy protocols. Blustooth
high soped is based on WIi-F, and Classic Bluetooth
consists of legacy Bluetooth protocols,

This i the end of Bluetcoth for now will talk more
sbout Blustooth when wae will talk about mobile
tzchnologies.
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