Privacy Policy

VAN

EOS Nation (“Operator”, and alike pronouns which refer to the Operator like “we”,
“our”) is committed to maintain the privacy of its users (each a “user”, “you” or alike
pronouns). The following information describes the manner in which information is, or may
be, collected when using the Operator’s hosted services, available at bbs.market and other

customer domains (the “Site”).

us” and

Our Privacy Policy explains:

. What information is, or may be collected, when using the Site, and why it is, or
may be, collected.

o How and by whom this information is used.

J Your rights with regard to the collection of such information.

This Privacy Policy which is an integral part of the [Terms of Use], which you are encouraged
to read in the forgoing hyperlink (“Terms of Use”). Any capitalized but undefined term in this
Privacy Policy shall have the meaning given to it in our Terms of Use.

The Operator, Site and offered Services

Operator is engaged in the operating and managing the Site, offering services based on the
deWeb Framework, which enables developers and other users to create decentralized,
blockchain-based online services, with an embedded royalty sharing mechanism (“deWeb
Framework”). Utilizing the deWeb Framework, the Site offers users to (as further detailed in
our Terms of Use): Create User Pages and User Tokens, Comment, Post and share User
Content, Up-Vote User Content, Buy and Sell Page Tokens and other services as may be
available form time to time (the “Services”).

Acceptance of Policy

If you do not agree with this Policy, do not use our Services or provide us with your personal
information. By using the Services, you agree to the collection and use of your personal
information as outlined in this Privacy Policy.

By completing your registration and using the Services, you agree that you have read,
understood, accept and agree to be bound by this Privacy Policy. If you don’t agree with the
Privacy Policy, please do not use our Services.

Please note that certain terms set forth herein shall enter into effect and become applicable
only in such cases where the Operator will obtain your Personal information.

Changes to Our Privacy Policy

We may update this Privacy Policy to reflect changes to our information collection, usage and
storage practices from time to time, when necessary to reflect customer feedback and
changes in our Services. When we post changes to this policy, we will revise the "last update"


https://firebasestorage.googleapis.com/v0/b/deweb-519a7.appspot.com/o/deweb.eosnation.io%2Fterms-of-use.pdf?alt=media

date at the top of the Policy. If we make any changes that we deem as “material” (in our sole
good faith discretion), we will notify you (using the notification methods set forth in the
“Notices” Section) prior to the change becoming effective. We may provide notice of
changes in other circumstances as well. By continuing to use the Services after those changes
become effective, you agree to be bound by the revised Privacy Policy We encourage you to
periodically review this page for the latest information on our privacy practices.

Children's Privacy

The Service is not intended for children under the age of 18. We do not knowingly or
intentionally collect information about children who are under 18 years of age.

IF YOU ARE UNDER THE AGE OF 18 YOU MAY NOT USE THE SERVICE IN ANY WAY.

Using the Site via your Device

Users may be able (without any representation as to suitability or connectivity of certain
devices to the Site) to access the Site through various devices such as desktop computers,
laptop, mobile phone, tablet, or other consumer electronic device as may be supported by
the Site from time to time (each such device used to access the Site shall be referred to as a
“Device”). This Privacy Policy governs your access to the Site, regardless of how you access it,
and by using the Site you consent to the collection, transfer, processing, storage, disclosure
and other uses of information as further described in this Privacy Policy.

Collecting Information

Please note that the scope of this Privacy Policy is limited only to information collected
through your use of its Site. Some of such information may be automatically collected, and
some is collected when you interact with our Site. The type of information that may be
automatically collected is non-personal information, which includes your session durations,
the content you accessed on the Site, the frequency and scope of your use of the Site and
information about your Device and internet connection including the operating system you
use and browser type.

Information from which you can be personally identified may also be collected. Such
information will include the information you choose to voluntary submit (such as your
location, your email address, telephone number, and social media account) (hereinafter:
“Personal Information”). Personal Information shall be collected only if received voluntarily
from you, including, without limitation, by registering to use and using the Site.

Furthermore, based on the deWeb Framework, the Services use distributed ledger
technology, also known as a blockchain and derivative technologies and solutions (mainly
smart contracts deployed on the blockchain by third parties). As part of the provision of
the Services, and due to the nature of the utilization of blockchain technology, you agree
that User Content you and other Users share through the site, as well as the record of your
and other Users’ actions involving crypto-assets, will be accessible to anyone with access
to the blockchain underlying the deWeb Framework, and may not be removed.



Registration Process

When you create a new Account, you will provide us, as may be applicable from time to time,
Login Information which includes your social media account. You may voluntarily choose to
register and create an account using your own credentials or identifiable information,
including your name and photos. If you register to the Services using a third party Service like
Google, Tweeter, Facebook or Github (as may be applicable), we may receive information
about you from such third party service, which is publicly available under the account you
used to register.

Note that your Account information will not be recorded on the blockchain by the Site
automatically - HOWEVER IF YOU INCLUDE SUCH ACCOUNT INFORMATION (AS WELL AS
ANY OTHER PERSONAL INFORMATION) IN THE USER CONTENT YOU SHARE THROUGH THE
SITE, IT WILL BE STORED ON THE BLOCKCHAIN, thus will be accessible to anyone with
access to the blockchain underlying the deWeb Framework, and may not be removed.

Use of Information

The Site may use Personal Information, if collected from you under this Policy, for a range of
different purposes according to different legal bases of processing, namely for the following
one or more purposes:

1. Provide the Services

e To properly operate the Site and and the provision of Services through it;

e To interact and communicate with other Users on the Site, participate in
discussions and receive information from the Site or deWeb community;

e To provide an interface to the blockchain, enabling you to purchase, sell or move
tokens (by transmitting relevant transactions to the blockchain, and engaging with
applicable smart contracts), and transmit or receive data from the blockchain;

e To operate and maintain your Account, and to provide you with access to and use
of the Site and the Services.

We process this information where it is necessary for the adequate performance of the
contract with you (e.g. the Terms), and in light of your consent.

2. Improvement and Development of the Services
e Personal Information may be collected to improve and develop the Services and
understand feedback on the Site initiated by the Operator and to help provide
more information on the use of the Site and the Services quickly and easily.
e Personal Information may (and may not) be collected for ongoing review and
improvement of the information provided on the Site to ensure it is user friendly.

e Personal Information may also be collected (and may not) to maintain compliance
with the Terms of Use and policies and procedures related to the Site.

e We may conduct surveys and research, test features in development, and analyze
the information we have to evaluate and improve the Services, develop new
features, and conduct audits and troubleshooting activities.



We process this information in light of our legitimate interest in improving the Services
and Site.

3. Maintain a Safe and Secure Environment

We may (and may not) use your information to detect and prevent fraud, abuse and
security incidents in the following ways;

e \Verify and authenticate your identity and prevent unauthorized or illegal activity;
e Enhance the safety and security of our Site;
e Conduct security investigations and risk assessments;
e Prevent or take action against activities that are, or may be, in breach of our terms
of service or applicable law.
We may process this information in light of our legitimate interest in improving the
Services and Site and enabling our users to browse in a secure environment.

4. Personalize Content, Advertising and Marketing
e If you have used Operator’ Services in the past, we have a legitimate business
interest for matching the data we collect with other data we had already collected.
e This enables us to understand your needs and interests, optimize the content we
may send you and make it more suitable and relevant to your needs.
e This also enables us to improve your experience on the Site by providing you with
personalized content, recommendations, and features.

We process this information in light of our legitimate interest to personalize your
experience and customize our content.

We may use your information for other purposes, provided we disclose the purposes and use
to you at the relevant time, and provided that you consent to the proposed use of your
personal information.

Discl re of Information and Transfer of Dat

Except as otherwise provided in this Privacy Policy, we reasonably attempt to ensure that we
never intentionally disclose any of your Personal Information, to any third party without
having received your permission, except as provided for herein (and it is provided for herein)
or otherwise as permitted or required under law.

As mentioned above, the Personal Information collected about you via the Site, may be
shared with other users of the Site or of the deWeb Framework. Furthermore, in order to
perform our contractual and other legal responsibilities or purposes, we may, from time to
time, need to share your Personal Information with third parties. We may share your
Personal Information with our affiliates, subsidiaries or any third party service providers and
individuals to facilitate our Services or any portion thereof, such as data management or
maintenance services. We may also share your information with analytics service providers
for analytics services. Such analytics service providers set their own cookies or other
identifiers on your computer, through which they can collect information about your usage
of our Site. This helps us compile aggregated statistics about the effectiveness of our Site and



Services. The above mentioned third parties may be located in countries other than your
own, and we may send them information we receive.

We may also transfer your information, including Personal Information, in connection with a
corporate merger, consolidation, the sale of related assets or corporate division or other
fundamental corporate changes. Furthermore, information about you may also be released
in order to comply with any valid legal obligation or inquiry or process such as a search
warrant, subpoena, statute or court order. We will also release specific information in special
cases, such as if you use the Site or Services to perform an unlawful act or omission or take
any act or omission that may damage Operator, its property and goodwill, or if there is an
attempted breach of the security of the Site or a physical or property threat to you or others.
The authority supervising such activities is the Israeli Privacy Protection Authority, and you
have the right to file a complaint to it or any other relevant supervisory authority.

As mentioned above and in our Terms of Use, and due to the way the deWeb Framework
works, the User Content you share through the Site (which may contain Personal
information, if you include such information in your User Content), will be stored both on
third party servers (such as Google Firebase) as well as on the blockchain. Whereas not all
User Content will be stored on the blockchain (information stored on the blockchain will be
mostly text) all User Content including video, sound and image files you share, will be
uploaded and stored on the third parties servers (which the deWeb Framework integrates
with). By using the Services and uploading or otherwise sharing your User Content
through the site, you confirm that you fully understand and accept all risks relating to
storing the information on the blockchain and third parties servers.

Your Rights

You have the right at any time to request to access or modify your information. To exercise
these options, please contact us at: contact@bbs.market

In some jurisdictions, in particular those located within the European Union (the "EU") or
within the European Economic Area (the "EEA"), you may be afforded specific rights
regarding your Personal Information. Subject to such eligibility, you may have the following
rights to:

1. Request a rectification of your Personal Information where the information we hold
about you is incorrect or incomplete.

2. Object to the processing of your Personal Information for direct marketing purposes.

3. Object to the processing of your Personal Information where our legal basis for that
processing is that such processing is necessary for our legitimate interests.

4. Object to automated decision-making (including profiling) in certain circumstances.

5. Request the erasure of your Personal Information in certain circumstances, such as
where processing is no longer necessary for the purpose it was originally collected
for, and there is no compelling reason for us to continue to process or store it;

6. Receive your Personal Information, or ask us to transfer it to another organization
that you have provided to us, which we process by automated means, where our



processing is either based on your consent or is necessary for the performance of a
contract with you.

If you wish to file a request regarding any of the above, you may contact us at:
contact@bbs.market.

Operator will not retain information longer than required to provide the Site's features and
for reasonable business needs, or for other essential purposes such as complying with our
legal obligations, resolving disputes, and enforcing our agreements. Because these needs can
vary for different data types in the context of different products, actual retention periods can
vary significantly.

Operator may at all times review, retain and disclose any other information as Operator
deems necessary to satisfy any applicable law, regulation, legal process or governmental
request and Operator's needs and necessities. By doing so, Operator does not either
expressly or impliedly endorse, affirm or in any manner assume any responsibility for such
communications.

California Online Privacy Protection Act

CalOPPA requires commercial websites and online services to post a privacy policy. The law's
reach stretches well beyond California to require any person or company in the United States
(and conceivably the world) that operates websites or online services such as mobile
applications, collecting Personally Identifiable Information from California consumers, to post
a conspicuous privacy policy on its website or online service, stating exactly the information
being collected and those individuals or companies with whom it is being shared. See more

According to CalOPPA, when applicable, Operator agrees to the following:

Once this Privacy Policy is created, we will make it accessible to you.
A Privacy Policy link will be noticeable, as it will conspicuously include the word
'Privacy’.

® You can request to change your Personal Information by emailing us at:
contact@bbs.market.

California Privacy Rights

The California Consumer Privacy Act of 2018 (“CCPA”) permits users who are California
residents to request to exercise certain rights. If you are a California resident, the CCPA
grants you the right to request certain information about our practices with respect to your
Personal Information. In particular, you can request the following:

e The categories and specific pieces of your Personal Information that we have
collected.
e The categories of sources from which we collected your Personal Information.


http://consumercal.org/california-online-privacy-protection-act-caloppa/#sthash.0FdRbT51.dpuf.
http://consumercal.org/california-online-privacy-protection-act-caloppa/#sthash.0FdRbT51.dpuf.

e The business or commercial purposes for which we collected your Personal
Information.
e The categories of third parties with which we shared your Personal Information.

You can be rest assured that we do not sell your Personal Information. If you choose to
exercise your rights, we will not charge you different prices or provide different quality of our
Services, unless those differences are related to your provision of your Personal Information.

Please note that we will be required to verify your identity and request before we are able to
comply with your requests. As a part of this process, government identification may be
required.

We endeavor to respond to a verifiable consumer request within 45 days of its receipt. If we
require more time (up to 90 days), we will inform you of the reason and extension period in
writing. Any disclosures we provide, will only cover the 12 months period preceding your
verifiable request's receipt. If, for some reason, we cannot reply within such a time frame,
our response will include an explanation for our inability to comply. If you wish to exercise
your CCPA rights, please contact us at: contact@bbs.market

We will not discriminate against you for exercising any of your CCPA rights. Unless permitted
by the CCPA, we will not:

1. Deny you goods or services.
Charge you different prices or rates for goods or services, including through granting
discounts or other benefits, or imposing penalties.

3. Provide you with a different level or quality of goods or services.

4. Suggest that you may receive a different price or rate for goods or services or a
different level or quality of goods or services.

Cookies

We may use “cookies” and/or other technologies or files (collectively, “cookies”) to identify
how users make use of this Site. This aggregated tracking information may be used to help us
improve and enhance the Site’s experience for all of our users. In addition, cookies are used
for adjusting the Site to your personal preferences. Cookies contain information such as the
pages you visited, the length of time you stayed on the Site, the location from which you
accessed the Site and more. If you would prefer not to have cookies stored on your
computer, you may modify your browser settings to reject most cookies, or manually remove
cookies that have been placed on your Device. However, by rejecting cookies, you may be
unable to fully access the offerings on this Site. To find out more about cookies, visit
www.allaboutcookies.org.

Opt In or Opt Out

You are always in control of your data, and if you choose to receive information from us, or
others, you can change your mind later. If, at any time, you would like to stop receiving such
information or opt out of a feature, you may notify us by writing to: contact@bbs.market.


http://www.allaboutcookies.org

YOU SHOULD BE AWARE, HOWEVER, THAT IT IS NOT ALWAYS POSSIBLE TO COMPLETELY
REMOVE OR MODIFY INFORMATION, ALTHOUGH WE WILL ALWAYS MAKE REASONABLE
EFFORTS TO DO SO UPON YOUR REQUEST.

Exercising Your Rights under the Blockchain Infrastructure

PLEASE NOTE THAT BY USING THE SERVICES, YOU AGREE THAT INFORMATION YOU
PROVIDE AS PART OF YOUR USER CONTENT UPLOADED TO THE SITE, AS WELL AS
INFORMATION REGARDING YOUR ACTIONS INVOLVING CRYPTO-ASSETS, WILL BE
TRANSMITTED AND STORED ON A BLOCKCHAIN AND THUS, CERTAIN RIGHTS THAT ARE
MENTIONED ABOVE MAY NOT BE EXERCISED AS A RESULT OF THE NATURE OF THE
BLOCKCHAIN NETWORK OR WITHOUT AN UNLIKELY DEGREE OF EFFORT OR EXPENSE OR
TECHNOLOGICAL DEVELOPMENT.

Links to Other Websites

This Site may provide links to other websites. Please be aware that these other websites are
not covered by our Privacy Policy. This Privacy Policy does not cover the information
practices exercised by other providers of products or services, advertisers or other websites,
companies or individuals, which are not owned or controlled by the Operator. We suggest
that when linking to another website, you always read that website’s privacy policy before
volunteering any personally identifiable information.

Dat rit

WE MAY NOT DEPLOY MEASURES TO ENSURE THE SECURITY, CONFIDENTIALITY, INTEGRITY
AND AVAILABILITY OF THE PERSONAL INFORMATION WE PROCESS AND THOSE THAT WE MAY
DEPLOY, MAY NOT BE PERFECT OR IMPENETRABLE. IN THE EVENT OF A SECURITY BREACH,
WE WILL TAKE ALL REASONABLE ACTION TO MINIMIZE ANY HARM. ALTHOUGH WE WILL DO
OUR BEST TO PROTECT PERSONAL INFORMATION, WE CANNOT GUARANTEE THE SECURITY
OF DATA TRANSMITTED TO OUR Site AND TRANSMISSION IS AT THE USERS OWN RISK.

Data Retention

Generally, Operator does not retain information longer than necessary to provide its Services
and for its reasonable business and lawful needs. If you withdraw your consent to us
processing your Personal Information, we will erase your Personal Information from our
systems, unless the Personal Information is required for the Operator to establish, exercise or
defend against legal claims or it is necessary for the performance of the requested Services.

Questions Regarding Our Privacy Policy

If you have any questions regarding this Privacy Policy or the practices described above, you
are always welcome to contact us at: contact@bbs.market

Revisions and Modifications to our Privacy Policy



We reserve the right to revise, amend, or modify this Privacy Policy at any time. When
changing the policy, we will update this posting accordingly. Please review this Privacy Policy
often so that you will remain updated regarding our current policies.

Governing Law and Jurisdiction

This Privacy Policy will be governed and interpreted pursuant to the laws of Israel without
giving effect to its choice of law rules. You expressly agree that the exclusive jurisdiction for
any claim or action arising out of or relating to this Privacy Policy shall be to the competent
courts in Israel, to the exclusion of any other jurisdiction.

This page was updated on Feb 13, 2021



