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Abstract. The expansion of social media and the monetization of online content have intensified the spread of fake news, particularly in Brazil, where misinformation has influenced public opinion and democratic processes. Aiming to contribute to this growing research area, this study conducted a systematic review of the literature on automatic fake news detection, with emphasis on the Brazilian context. We mapped detection categories, taxonomies, commonly used machine learning models, and surveyed the main public datasets. From this analysis, we developed a unified dataset by consolidating existing sources and introduced a new, original dataset in Portuguese. We then applied and evaluated the most cited models in both Portuguese and other languages, enabling a comparative performance analysis. The results offer a comprehensive multilingual benchmark and practical insights for advancing automatic misinformation detection in Brazil.
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Introduction
The expansion of social media and the monetization of online content have intensified the spread of fake news, particularly in Brazil, where misinformation has exerted direct influence on public opinion and democratic processes [1]. The Brazilian scenario combines high internet and smartphone penetration with the widespread use of messaging apps such as WhatsApp and emerging platforms like Kwai, creating a dynamic yet vulnerable information ecosystem susceptible to the dissemination of misleading content [2].
Combating this phenomenon through the automatic detection of fake news in the Portuguese language presents specific challenges. Among them are the scarcity of robust and balanced public datasets, the complex morphology and syntactic flexibility of Brazilian Portuguese, and the culturally situated nature of misinformation narratives [3]. Initiatives such as Fake.Br and FakeNewsBR represent important advances by providing structured corpora and platforms dedicated to detection in the national context [4], yet fragmentation and heterogeneity still persist among the available resources.
In the state of the art, early studies explored classical machine learning models such as SVM, Naïve Bayes, and Random Forest using linguistic and content-based features [5]. More recently, Transformer-based architectures such as BERT and its Portuguese variants have achieved superior performance, particularly in electoral misinformation contexts [6], [7]. Complementary approaches have incorporated topic modeling (Paixao et al., 2020), temporal learning and automatic summarization [9], as well as proposals for systematic dataset construction [10] and blockchain-based prevention strategies [11].
Broader reviews, such as [12], highlight that research in Portuguese still lacks unified benchmarks, comparative cross-linguistic evaluations, and consistent exploration of cross-lingual transfer techniques. Additionally, studies like [13] reveal that the economic ecosystem of disinformation is sustained through programmatic advertising, reinforcing the need for technical solutions accompanied by regulatory actions and public policy.
In this context, the present study aims to contribute to the field by conducting a systematic literature review on automatic fake news detection, with emphasis on the Brazilian context. We mapped detection categories and taxonomies, the most commonly used machine learning models, and the main public datasets. From this analysis, we consolidated multiple sources into a unified dataset and introduced a new, original Portuguese-language corpus. We then evaluated the most frequently cited models, enabling a comparative performance analysis. The results provide a multilingual benchmark and practical insights for automatic misinformation detection in Brazil.
Fake news datasets and challenges
The availability of public and representative corpora is crucial for the advancement of automatic fake news detection, directly impacting the reproducibility, comparability, and robustness of the developed models. In the case of Brazilian Portuguese, although the number of initiatives has grown in recent years, there remains considerable fragmentation of resources, with marked differences in labeling criteria, source domains, class balance, and the presence or absence of associated thematic categories.
The Fake.Br Corpus [3], contains 7,200 news articles equally divided between fake and true, and also includes thematic categories. These categories reflect different news coverage areas such as politics, economics, health, and sports, allowing for domain-specific analyses. The perfect class balance favors fair comparisons between models, and its popularity as a benchmark is reflected in numerous studies that have employed Naïve Bayes and SVM, as well as contextual embeddings like BERTimbau and ElectraPT.
FakeRecogna, is a multimodal corpus with 11,903 instances, combining text and images, and also includes explicit thematic categories such as politics, health, science, and entertainment. Approximately 57.09% of the instances are labeled as fake and 42.91% as true. Due to its multimodal nature, it has been used in studies that integrate natural language processing and computer vision, employing CNNs for images and textual representations such as Word2Vec, GloVe, and BERTimbau.
The Fakepedia Corpus, brings together 8,517 entries of encyclopedic texts modified to contain false information, contrasted with their truthful versions. It does not include thematic categories and presents only one label ("fake") in the available version, thus limiting its use in direct binary classification tasks—requiring supplementation or artificial balancing for experiments. Its formal and neutral language imposes additional challenges, demanding models capable of capturing subtle semantic nuances.
FakeNewsSetGen, contains 2,651 instances with explicit thematic categories covering, among others, politics, economics, health, science, and technology. It features binary labels, with approximately 64% of entries labeled as fake and 36% as true. It was built in multiple stages with different domains and time periods, making it useful for assessing cross-domain robustness. Studies have already employed BERTimbau, mBERT, XLNet, and ensembles of classical models on this dataset.
The table below provides a comparative overview of four publicly available datasets used for fake news detection in Portuguese. It includes key characteristics such as publication year, number of documents, presence of categorical metadata, label structure, task type, class distribution (% Fake vs. % True), and models typically applied for evaluation.

Table 1 - Overview of Portuguese-language fake news detection datasets, including task types, label distribution, and commonly used machine learning models.
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Experiments
This section describes the three stages conducted: the construction of a unified corpus from the main publicly available datasets, the exploratory analysis of this corpus, and the execution of binary classification experiments using models widely adopted in literature.
Unified Corpus
In the experiments, we started from multiple verified news datasets, each with its own formatting, different text and label columns, and, in some cases, multiple labels per sample. Initially, we created a function capable of scanning all datasets and extracting all distinct labels present in the classification columns. This step revealed the existence of 31 different labels, including synonyms, variations in letter casing, and uncertainty expressions. Based on this survey, we developed a binary mapping dictionary that converted all original labels into two classes: 0, representing false or misleading news (including terms such as “FALSO”, “ENGANOSO”, “EXAGERADO”, “FORA DE CONTEXTO”, “INSUSTENTÁVEL” and similar), and 1, representing true or verified news (including “VERDADEIRO”, “COMPROVADO” and “EVIDÊNCIA COMPROVADA”). Unmapped cases were assigned to class 0 by default.
Next, we implemented a data standardization function that received as parameters the original DataFrame, the names of the text, label, and category columns, as well as the source identifier. For labels stored as lists (e.g., ['FALSO', 'VERDADEIRO']), we extracted only the first element as the final label. The text was converted to string, stripped of excess spaces, and the labels were mapped to binary values. Whenever available, the category column was preserved, along with the source information.
Finally, we processed three distinct datasets — Central de Fatos, Fake Recogna, and FakeBR Corpus — and unified them through concatenation, standardizing the columns to “texto”, “label”, “categoria”, and “fonte”. Duplicates were removed based on the text column, ensuring that each news item appeared only once. Missing values in the label column were replaced with zero, and the data type was converted to integer. The result was a unified and consistent dataset, ready for analysis and model training, while preserving the origin and category of each news piece.
The unified dataset used in the experiments contains 30,730 records distributed across four columns: texto, label, categoria, and fonte. The binary classification shows a distribution of 67.93% of samples labeled as 0 (false or misleading content) and 32.07% as 1 (true content). The samples were collected from three different sources, with the most representative being fake_recogna (11,886 records), followed by central_de_fatos (11,644 records) and fakebr_nilc (7,199 records). This composition ensures diversity of origin and labeling, enabling consistent analysis and training in the context of fake news detection.
Data Analysis
At this stage, we conducted a detailed exploration of the unified dataset with the objective of understanding the linguistic and structural characteristics of texts classified as either true or false. The analysis considered the frequency distribution of compound terms (bigrams) and the variation in text length measured in number of characters.
The following bar chart displays the 20 most frequent bigrams (two-word combinations) found in documents labeled as class 0, which corresponds to true news. These frequent expressions reveal common lexical patterns and recurring themes typically found in reliable news articles within the dataset.
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Figure 1 - Figure 1. Top 20 most frequent bigrams in true news (class 0) documents. The x-axis shows the bigram terms, while the y-axis represents their frequency across the corpus.

The bigram analysis (Figure 1) revealed distinct patterns between the classes. In the true texts, the most frequent terms were related to generic mentions of social media, contacts, and institutional references, such as "redes sociais", "facebook whatsapp", "rede social", and "boatosorg contato". This pattern suggests that a significant portion of these texts includes standardized excerpts from communication channels or instructions to the reader, which may be related to the original publication format.
The following bar chart presents the 20 most frequent bigrams (two-word combinations) found in documents labeled as class 1, which corresponds to fake news. These bigrams help highlight recurring terms and narrative patterns commonly found in misleading or unreliable content, providing insights into the language often used in fake news dissemination.
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Figure 2 - Top 20 most frequent bigrams in fake news (class 1) documents. The x-axis displays the bigram terms, while the y-axis shows their frequency across the dataset.

On the other hand, in false texts (Figure 2), bigram frequency shows a strong predominance of terms related to politics and public health, with emphasis on "jair bolsonaro", "presidente jair", "pandemia coronavirus", and "ministério saúde". These results suggest that false narratives are more frequently associated with events and public figures, possibly because they exploit highly polarizing topics and issues with significant social impact.
The following histograms compare the distribution of character counts in news texts from class 0 (true news) and class 1 (fake news). Each subplot shows the normalized frequency of text lengths (in number of characters), with the vertical dashed line indicating the mean length for each class. This comparison provides insight into structural differences between reliable and fake news content, particularly in terms of verbosity or conciseness.
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Figure 3 - Distribution of text length (in characters) for true news (label 0) and fake news (label 1). The histograms show normalized frequencies, and the dashed vertical line represents the average number of characters per class.


Regarding text length, it was observed that, in general, false publications tend to be slightly longer than truthful ones, although there is significant overlap between the distributions. While truthful texts show a frequency peak around 150 characters, false texts display greater dispersion, with additional peaks at higher length ranges. This difference may be related, in some cases, to the need to include more narrative or explanatory elements to lend credibility to the false content.
The identified patterns indicate that, in addition to lexical content, text length and the presence of specific word combinations can serve as relevant clues for automatic classification, being especially useful for building detection models that combine linguistic analysis and textual metadata.
Binary Classification
The experiment aimed to develop and evaluate a binary classifier for identifying fake and truthful news in Portuguese, using a unified dataset compiled from multiple public sources. Initially, the corpus was consolidated into a single file, retaining only the text and label columns, with the removal of missing or empty entries. The target variable was normalized to represent binary integer values (0 for truthful and 1 for fake), and a light text cleaning process was applied, preserving accents and relevant punctuation for Brazilian Portuguese.
Data splitting followed a stratified procedure to maintain the original class distribution: 80% for training, 10% for validation, and 10% for testing. Text representation was carried out using the TF-IDF technique, exploring unigrams and bigrams, filtering rare and overly frequent terms, and applying sublinear term frequency scaling to stabilize weights. This feature vector was integrated into a linear SVM classifier with class balancing, encapsulated in a pipeline that performed both vectorization and prediction.
The model was trained on the training set and evaluated on both the validation and test sets, with performance metrics including accuracy, precision, recall, and F1-score. Additionally, stratified 5-fold cross-validation was performed on the training set to estimate performance stability, and the AUC was computed when applicable. The trained pipeline was saved, enabling direct application to new texts without requiring further preprocessing.
The table below presents precision, recall, and F1-score metrics for the classification of true (VERÍDICO) and false (FALSO) news across three different data sources: central_de_fatos, fake_recogna, and FakeBR Corpus. These results demonstrate the model’s ability to generalize across datasets with varying characteristics, highlighting consistent performance, especially for true news detection.


Tabela 2 - Performance metrics (Precision, Recall, F1) for true and false news classification across three datasets. “Average” refers to the macro-average of the two classes for each metric.



	Source
	Label
	Precision
	Recall
	F1

	central_de_fatos
	VERÍDICO
	0.99
	1.00
	0.99

	
	FALSO
	0.86
	0.72
	0.78

	
	Average
	0.93
	0.86
	0.89

	fake_recogna
	VERÍDICO
	0.99
	0.97
	0.98

	
	FALSO
	0.97
	0.99
	0.98

	
	Average
	0.98
	0.98
	0.98

	Fake.BR Corpus
	VERÍDICO
	0.99
	0.98
	0.99

	
	FALSO
	0.98
	0.99
	0.99

	
	Average
	0.99
	0.99
	0.99



Across sources, performance is heterogeneous. In central_de_fatos, the VERÍDICO class attains very high scores (precision = 99.25%, recall = 99.70%), whereas FALSO lags (precision = 86.45%, recall = 71.62%). This marked asymmetry (high VERÍDICO with noticeably lower recall for FALSO) suggests the model may be exploiting source-specific artifacts (e.g., boilerplate phrasing, domain/URL tokens, or recurrent stylistic patterns) rather than cues genuinely tied to veracity, i.e., a potential overfitting effect localized to this dataset. By contrast, fake_recogna shows balanced precision/recall above 96% for both classes, and Fake.BR Corpus hovers around 98% across metrics, indicating stable generalization when such artifacts are less pronounced. Taken together, these results imply that while the classifier is strong in most settings, sources with prominent stylistic regularities may require stricter source-aware splits and additional preprocessing (e.g., removal of domain tokens and boilerplate) to mitigate overfitting and improve FALSO detection.
Conclusions
This study presented a systematic review of the literature on automatic fake news detection in the Portuguese language, with a focus on the Brazilian context. It also included the construction of a unified corpus from the main publicly available datasets and the evaluation of a linear SVM classifier using TF-IDF representations.
The experiments demonstrated high performance across most sources, particularly in fake_recogna and fakebr_corpus, where precision, recall, and F1-score remained close to 98–99% for both classes. However, in the central_de_fatos dataset, the model showed greater difficulty in detecting the FALSO class, with a noticeable drop in recall, suggesting the presence of textual or contextual peculiarities in that source that may require further adjustments. In addition, the simultaneously very high scores for VERÍDICO alongside the lower recall for FALSO point to a potential overfitting effect: the classifier may be leveraging source-specific artifacts (e.g., boilerplate phrasing, domain/URL tokens, or recurrent stylistic patterns) rather than cues intrinsically tied to veracity, warranting stricter source-aware validation and targeted preprocessing.
Beyond classification performance, the exploratory data analysis revealed relevant linguistic and structural patterns that help differentiate true and false news. Frequent bigrams in fake news were strongly associated with political and public health topics (such as "jair bolsonaro" and "ministério saúde") while true news exhibited standardized communication expressions like "redes sociais" and "boatosorg contato". Additionally, fake news texts tended to be slightly longer and more variable in length, possibly reflecting attempts to construct more persuasive or credible narratives.
These insights suggest that features like text length and word combinations can serve as effective signals for automatic detection, reinforcing the value of combining linguistic analysis with structural metadata in classification models.
Importantly, the datasets identified as the main public resources for fake news detection in Brazilian Portuguese proved to be valuable and complementary, despite their differences in structure, labeling, and modality. Their availability enables reproducible and meaningful experiments, supporting the advancement of research in this area.
For future work, some promising directions are highlighted:

· Multiclass classification – Leverage the thematic categories (e.g., politics, health, science, entertainment) present in the datasets to develop models capable of simultaneously identifying both the veracity and subject domain of news content.

· Advanced language models – Evaluate Transformer-based architectures such as BERTimbau Large, XLM-R, and LLaMA models fine-tuned for Portuguese, aiming for improved contextual understanding.

· Multimodal integration – Expand the analysis beyond text by incorporating images, audio, and video, as many fake news instances rely on multiple media formats for dissemination.

· Explainable artificial intelligence (XAI) – Apply interpretability techniques such as SHAP or LIME to make model decisions more transparent, thus increasing trust among journalists, researchers, and regulatory institutions.

· Bias and fairness analysis – Investigate potential biases in training data that may disproportionately affect the detection of certain topics, regions, or political orientations, ensuring equitable and socially responsible deployment.
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