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Studiloo (“we,” “us,” “our”) provides a Chrome extension designed to help users analyze
webpage content and receive study-assistance responses. This Privacy Policy explains how
we collect, use, store, and protect your information when you use the Studiloo Chrome
Extension (“Extension”).

By using the Extension, you agree to the practices described in this Privacy Policy.

1. Information We Collect

We collect only the information necessary to authenticate users and provide the core
functionality of the Extension.

1.1. Information You Provide Directly

« Email Address: Used to create and manage your account through Firebase
Authentication.

o Password: Processed securely by Firebase Authentication. We do not access,
handle, or store your password.

1.2. Information Collected Through Your Use of the Extension

o Page Content Captured on Demand:
When you click the “Send Page Content” or similar button, the extension extracts
visible text from the current webpage and sends it to our backend API for
processing.
This action occurs only when you explicitly trigger it and is never performed
automatically or in the background.

e Authentication Token:
A secure Firebase-generated token is used to verify your identity when
communicating with our backend services.

1.3. Technical Data
We may collect limited technical information such as:
e Browser version

o Extension version



e Basic diagnostic information for troubleshooting

We do not collect browsing history, keystrokes, or continuous background activity.

2. How We Use Your Information
We use collected information solely for the following purposes:

1. Authentication:
To log you in, validate your identity, and maintain your account.

2. Service Functionality:
To analyze webpage content you explicitly choose to send and return Al-generated
study results.

3. Service Maintenance and Improvement:
To fix errors, improve performance, and maintain the overall quality of the Extension.

We do not use your information for advertising, profiling, or unrelated purposes.

3. Data Sharing

We share data only with the following service providers:

3.1. Firebase

Used for secure authentication and account management.

3.2. Backend APl and Al Processing Services

Used to process the text you choose to submit and generate responses.

We do not sell, rent, or disclose user data to third parties for marketing, analytics, or
unrelated purposes.

4. Data Security
We use industry-standard security measures, including:
e HTTPS and TLS encryption

e Secure token-based authentication



e Access controls
e Encrypted connections

While no system is completely secure, we take appropriate steps to protect your
information.

5. Data Retention and Deletion
We retain:
e Your account information until you request deletion

e Submitted page content only as long as required to generate the requested output
or provide the service

You may request deletion of your account or data at any time by contacting:
support@studiloo.com

We will process deletion requests within a reasonable timeframe.

6. Children’s Privacy

Studiloo is not intended for children under 13 years of age.
We do not knowingly collect information from children under 13.

If you believe a child has provided personal information, please contact us immediately.

7. Your Rights

Depending on your jurisdiction, you may have rights to:
e Accessthe data we hold about you
¢ Request correction or deletion

Withdraw consent

e Requesta copy of your data
Requests may be sent to:

support@studiloo.com



8. Changes to This Privacy Policy

We may update this Privacy Policy periodically.
Updates will be posted with a revised “Last Updated” date. Significant changes may be
communicated by email or through the extension.

9. Contact Information
If you have questions about this Privacy Policy or our data practices, contact us at:

Email: support@studiloo.com
Website: studiloo.com



